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EXECUTIVE SUMMARY

Alongside its full-scale invasion of Ukraine, Russia has intensified its
hybrid influence operations aimed at undermining the unity and resolve of
NATO and EU members, as well as other countries of strategic importance.
Southeast Europe (SEE) in particular is one of the most vulnerable regions
to foreign malign influence; it has historically been a geopolitical and
propaganda battleground for influence between regional and global (super)
powers, and the lasting impacts of this struggle linger even today. Democratic
backsliding, governance deficits, the erosion of civil liberties, and a stalled
integration into Euro-Atlantic institutions have kept the region locked in
political uncertainty and strategic ambiguity, which intensified after 2014.
Simultaneously, authoritarian states such as Russia and China consistently
deploy soft and sharp power tactics throughout SEE to undermine confidence
in liberal democracy and promote authoritarianism as a more efficient
governance system.

Despite widespread international condemnation, Russia’s invasion of Ukraine
has also served to consolidate, amplify, and expedite its active measures
aimed at influencing national decision-making across SEE. In the years
prior to the invasion, the Kremlin had already taken advantage of the lax
regulatory environment in SEE to engage in state capture through opaque
local networks of patronage and influence. Consisting of Kremlin-aligned
business tycoons, politicians, and other influence agents, these networks
continue to actively facilitate Russia’s weaponization of energy, finance,
and media to further its interests. China has followed suit, co-opting and
bankrolling the same infrastructure and networks to exert its own influence
in the region and further amplify local authoritarian dynamics.

Media capture and the channeling of illicit financial flows (IFF) are two of
the most critical instruments that foreign authoritarian actors employ for
state capture in the region. IFFs and media capture are inextricably linked,
both to one another and to a growing web of malign interests. Moscow and
Beijing represent one component of this web, while local oligarchs comprise
another, with the latter wielding considerable political influence in the still-
unconsolidated Balkan democracies. The following report provides an in-
depth assessment of the methods, scope, and goals of media capture tactics
and illicit financial operations in eight Balkan states: Albania, Bosnia and
Herzegovina, Bulgaria, Croatia, Kosovo, Montenegro, North Macedonia,
and Serbia. It also reveals the extent to which this web of media interference
and dirty money undermines democracy and Euro-Atlantic integration by
swaying the domestic political outcomes and foreign policy decisions of
countries across Southeast Europe.

Russia and China have long utilized obfuscated corporate ownership
structures and IFFs to secure everything from new technologies and technical
expertise to economic and political influence within countries of interest. The
Kremlin in particular has repeatedly taken advantage of its integration into
the Western financial system to exploit governance gaps through the corrosive
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effect of corruption and illicit finance and, in turn, support its malign interests
at home and abroad. The brutal invasion of Ukraine shed long-overdue light
on the dangers of kleptocracy and the risks to which Europe has exposed
itself—and the world—by taking a lax approach to dirty money.

The size of IFFs is estimated at USD 1-1.5 trillion a year on a global level,
translating to roughly 3-5% of world GDP. By comparison, IFFs in the Balkans
stand at around 6% of the region’s GDP. Countries across the region remain
highly vulnerable to IFFs, a trend exacerbated by institutional weakness
and state capture. Illicit financial flows promote rent-seeking and criminal
behavior, reduce governments’ capacity to support development and inclusive
growth, undermine the rule of law, erode the functioning of criminal justice
systems, and jeopardize the business environment. Furthermore, IFFs drain
public resources, reduce the scope and quality of public services, and thus
damage the integrity of state institutions, undermining public confidence
in the government. They also help create and sustain powerful networks of
influence, which can serve both local and external malign interests.

Illicit flows in SEE are enabled by an ecosystem of endemic corruption,
organized crime, and corporate evasion of rules. Partially as a result of the
prevalence of IFFs, the region’s economies are less competitive than their EU
peers, plagued by an abundance of undue political interference and state
ownership, an underdeveloped private sector, and the frequent, obscured
presence of intergovernmental agreements with authoritarian states. IFFs
are also enabled by the region’s porous borders, the interdependent nature
of its economies, and their large informal sectors. As the bridge between
Asia and Western Europe, SEE has traditionally served as a gateway route for
drugs, migrants, and a variety of dual-use and excise goods. The significant
increase in infrastructure investments in recent years—in particular such
powered by China’s Belt and Road Initiative and other government driven
schemes—has added fuel to the fire, intensifying the existing flows of illicit
commerce.

China is not alone in its approach of flooding the continent with government-
controlled cash, however; an estimated USD 1 trillion of Russian capital has
been invested across Europe since the collapse of the Soviet Union, with a
significant chunk of these funds enabling the capture of assets in strategic
economic sectors such as energy, telecommunications, banking, construction,
and logistics. As the Kremlin has increasingly been able to subjugate home-
grown oligarchic networks, it has been able to weaponize at will such
seemingly opportunistic networks. On the eve of the invasion of Ukraine,
Russian companies had firmly entrenched themselves in the European
economy: In January 2022, Russia controlled EUR 277 billion in foreign direct
investment stocks (inward FDI stocks) across the 27 EU member states —
up by a third since the wave of hapless EU-wide sanctions against Russia
in response to the 2014 annexation of Crimea. The true figures of Russian
investment are likely much higher than the official central bank numbers
indicate, as at least 50% of all Russian financial flows to Europe pass
through offshore destinations such as Cyprus, the British Virgin Islands
(BVI), Ireland, Luxembourg, and the Netherlands, where Russian funds
are hidden behind nominal ownerships, trusts, and portfolio investments
via third-party investment funds. Russian corporate assets within Europe



Executive Summary

13

reached almost EUR 600 billion at the end of 2021, and European banks still
held EUR 83 billion in liabilities to Russian companies and individuals, with
countries such as Austria, the Netherlands, Italy, and France most heavily
exposed to the Russian market. Many of the transactions enabling the capture
of strategic assets in SEE passed through these European financial hubs. As
the EU imposed ever stricter sanctions on Russia after the start of the full-
scale invasion of Ukraine in February 2022, the Kremlin started to formally
cut traceable links to its business weapons, increasing the flows of illicit
finance across Europe, and in particular in SEE.

While tracing the number and frequency of IFFs in any economic sector is
arduous, the illicit finance in media and related sectors can be detected
by identifying various tell-tale signs of its presence. One of these is the
concentration of media ownership in the hands of individuals with
questionable sources of income and recurrent ties to high-level corruption
and foreign authoritarian actors. In other cases, editorial control is exerted
through government funding secured by ruling elites who have been
repeatedly implicated in financial fraud or corruption scandals. Similar
dynamics exist with regard to providers within the telecommunications
sector, the publishing industry, and other key sectors in SEE which enable
control over the distribution infrastructure of media content. In fact, media
capture pressure can be exerted through various economic sectors by
weaponizing advertising revenue as a means of influencing outlets’ editorial
policies. Sudden, short-term anomalies in the content and editorial policies
of influential outlets, particularly in relation to large-scale foreign state-driven
infrastructure projects and policy initiatives, are also a potential indicator
of the use of IFFs to influence media. Such content anomalies are common
throughout the region, and are most often exhibited by outlets either owned
by or closely associated with politically-connected oligarchic networks.
Although these networks frequently act for their own benefit and political
advancement, their interests often overlap with those of Moscow and Beijing,
creating a malign nexus of IFFs.

The channeling of IFFs toward vulnerable outlets is one of the key tools that
foreign authoritarian actors and their local proxies use to facilitate media
capture, which in turn transforms the affected outlets into platforms for the
spread of disinformation and propaganda. Even EU member states Bulgaria
and Croatia lack sufficient institutional safeguards regarding the disclosure
of ultimate beneficial owners and funding sources, as well as proper checks
and balances to prevent ownership concentration. This dilemma has been
compounded in recent years by the rise of social media platforms, which
provide an open forum for the spread of disinformation and propaganda
while simultaneously eroding the funding base of traditional media.

The persistent governance deficits and systemic corruption in SEE have
enabled Russia to build an oversized presence in SEE’s information landscape
in the years leading up toits 2014 and 2022 invasions of Ukraine. The Kremlin’s
cognitive influence in the region is concentrated along geographic, ethno-
linguistic, and religious lines, and reflects the current state of its economic
presence and diplomatic relations vis-a-vis each country. Media monitoring
data indicates that pro-Kremlin disinformation is most prominent in
countries with deep-rooted cultural and historical alignments to Russia:
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Bulgaria, Serbia, and Montenegro, as well as Serbian enclaves throughout the
region such as Republika Srpska in Bosnia and Herzegovina. The mainstream
digital news landscapes in over half of SEE (Bosnia, Bulgaria, Montenegro,
North Macedonia, and Serbia) were found to contain recurrent pro-Kremlin
disinformation, systematically proliferated by some of the most visited news
websites in each country. Serbia stands out as the most pronounced case,
with four out of its five most visited news websites consistently publishing
pro-Kremlin disinformation. Furthermore, mainstream news outlets across
all SEE countries were found to have referenced four Russian state-controlled
media sources (TASS, RIA Novosti, RT, and Sputnik) in thousands of articles
throughout 2022.

Social surveys conducted throughout the region marked a noticeable
decrease in public support for Russia coinciding with the beginning of the
invasion and the publicizing of Kremlin’s atrocities in Ukraine. However, the
malign editorial policies and agendas of key pro-Kremlin and sometimes even
mainstream media outlets and political parties have endured despite this
shift in mainstream public opinion. Political actors sympathetic to Moscow,
such as the SNS and the SPS in Serbia, Revival and the BSP in Bulgaria, and
the SNSD in Bosnia have retained their parliamentary positions and decision-
making power throughout a series of general elections in 2022-2023, with some
parties such as Revival even seeing an increase in popular support across this
period. Combined with the increased activity of pro-Kremlin outlets, they
have contributed to a partial rebound of public sympathies toward Russia
following the initial upset of the invasion. In Serbia and in the ethnically Serb
regions of other countries in the region, support for Russia has continued
to be an overwhelming majority, and it has stayed higher than in Western
Europe across SEE.

Bulgaria and Serbia continue to act as the primary coordination hubs
and launchpads for the Kremlin’s influence operations across the region.
Bulgarian politicians and reporters normalize pro-Kremlin disinformation
domestically, and in the Euro-Atlantic space, while Serbia helps extend the
reach of the Kremlin’s disinformation throughout the Western Balkans via
Serbian-language media outlets based both within Serbia and in Serbian
enclaves such as Republika Srpska. Cross-country traffic metrics from
mainstream news websites in the Western Balkans reflect an informational
competition for Serbo-Croatian-speaking audiences between pro-Kremlin
Serbian outlets and the relatively Euro-Atlantic-leaning Croatian outlets.

Countering the use of IFFs and media capture as vehicles for foreign malign
influence necessitates an integrated, whole-of-society approach based on
cooperation between national policymakers, the private sector, civil society,
and European and U.S. institutional actors. These countermeasures should
be based on the parallel introduction of diagnostic and enforcement
mechanisms aimed at decoupling the European economy from Russia,
such as:

e Establishing evidence-gathering mechanisms capable of increasing the
quality and quantity of data on IFFs and identifying the government in-
stitutions and decision-making processes affected by institutionalized
political corruption (state capture).
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Implementing concerted transatlantic actions against illicit money and
rogue assets across SEE through the effective enforcement of EU-wide
sanctions against Russia and the screening of Russian and Chinese stra-
tegic investments.

The EU and local governments must act to prevent illicit financial flows
from foreign authoritarian jurisdictions into SEE by supporting the en-
forcement of anti-money laundering measures and allowing the investi-
gation of money laundering as a separate crime rather than only a predi-
cate one.

Addressing institutional vulnerabilities to illicit finance, such as a
lack of transparent beneficial ownership regulations and lax investment
screening, should be complemented by a policy of strategic investment
by the EU and the United States aimed at introducing and incentivizing
fair market practices.

Resolving the European energy and climate security crisis and ending
overreliance on Russian energy, remains a core component of strategic de-
coupling.

Countering media capture in the region demands urgent and coordinated
actions to curb its ownership, advertising, government, and cognitive
components — and calls for efforts at both the national and international levels
to address it. Implementation of the following measures would represent key
first steps:

Closing the institutional gaps and governance failures that lower the
quality of the media landscape and create key vulnerabilities to capture.
This would involve increasing the transparency of ownership, business
structures, and funding sources of media outlets, as well as implementing
limits to the concentration of media ownership.

Establishing the digital forensics infrastructure necessary to detect and
investigate disinformation campaigns and the actors that drive them
in near-real-time would provide a vital first line of defense against the
spread of disinformation.

Data acquired through the improved investigation and analysis of ongo-
ing disinformation campaigns should be used to inform the development
of preventative measures aimed at mitigating the impact of disinforma-
tion and its demand drivers, namely strategic communication, media and
informational literacy curricula, public awareness campaigns, and stan-
dard-setting initiatives.

The Kremlin’s presence in the critical nodes of SEE’s media infrastructure
can only be displaced by the creation of an equally distributed network of
publicly funded and independently run media capable of reinvigorating
the civic nature of journalism and broadcasting, as well as restoring public
trust in media.






ILLICIT FINANCIAL FLOWS AND MEDIA CAPTURE
AT THE CORE OF THE KREMLIN PLAYBOOK

Democracy in Europe is facing its most arduous challenge yet in the post-
Cold War era. Russia’s full-scale invasion of Ukraine is the largest use of force
in Europe since the Second World War and an all-out attempt by the Kremlin
to revise the rules-based international order upheld by the Euro-Atlantic
community. The re-emergence of warfare on the continent has signaled the
end of Europe’s long-standing Ostpolitik and the foreign policy notion of
“change through trade” (wandel durch handel).

The protraction of the war and its normalization in public perceptions
may ultimately work in the Kremlin's favor as it seeks to wait out Western
support for Ukraine and wear it down through a combination of sharp and
soft power tools. Alongside its war of aggression, Russia has intensified its
efforts to undermine the national policies of NATO and EU members, and
other countries of strategic importance by employing hybrid threats and
leveraging its economic influence.

Southeast Europe (SEE) remains one of Europe’s most vulnerable flanks
and a primary target for the Kremlin.!' The region is constantly exposed to
authoritarian influence from the Kremlin, and increasingly from China. State
capture, democratic backsliding, the erosion of liberties, as well as the
protracted accession process to the EU, are among the key factors that keep
the region locked in political uncertainty and exposed to interference from
foreign authoritarian actors and their local enablers.

Media capture tactics and illicit financial flows are two of Moscow’s
chief methods for state capture.? Both are inextricably connected to one
another and to a merging of interests between Kremlin-aligned Russian
oligarchs and their local counterparts, the latter yielding considerable
political influence in the still unconsolidated Balkan democracies.
Authoritarian actors have persistently sought to capitalize on the
governance gaps and democratic deficits left in the wake of the region’s
democratic backsliding and stagnated integration into the EU. While
the EU has stepped up its efforts to unlock the process, most notably
through granting Kosovo — visa free travel and Bosnia and Herzegovina
a candidate status, there has not yet been a breakthrough on the side
of (captured) SEE governments. Regional divisions provide ample
opportunities for authoritarian regimes to exploit nascent conflicts, such
as the Serbia — Kosovo and Serbia — Montenegro tensions, as well as the
Bulgaria — North Macedonia disagreements.

! Shentov, O., Stefanov, R., and Vladimirov, M., eds., The Kremlin Playbook in Europe, Sofia:
Center for the Study of Democracy, 2020.

2 Center for the Study of Democracy, Illicit Financial Flows and Disinformation in Southeast
Europe, Policy Brief No. 126, March 2023.


https://csd.bg/publications/publication/the-kremlin-playbook-in-europe/
https://csd.bg/publications/publication/illicit-financial-flows-and-disinformation-in-southeast-europe/
https://csd.bg/publications/publication/illicit-financial-flows-and-disinformation-in-southeast-europe/
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The present report is an in-depth assessment of the goals, methods, scope and
points of intersection of authoritarian state-sponsored propaganda tactics
and illicit financial operations in eight Balkan states, namely Albania, Bosnia
and Herzegovina, Bulgaria, Croatia, Kosovo, Montenegro, North Macedonia,
and Serbia.



WEAPONIZING ILLICIT FINANCIAL FLOWS

licit cross-border financial flows are harming economic development on a
national and global level.* This is particularly true when such flows originate
in countries with heavily étatist or outright or state-captured economies, with
no effective division and independence of the private from the public or state-
owned sector. Countries like China and Russia have long used obfuscated
corporate ownership structures and illicit financial flows (IFFs) to secure
from technologies and know-how to economic and political influence on
countries of interest. Although most daily cross-border financial transactions
are legitimate, part of them is considered illegal or harmful because of how
they were generated, transferred or used.* The size of IFFs is estimated at
USD 1-1.5 trillion a year on a global level.?

Russia has established a pattern of malign economic impact in Europe
through its cultivation of “an opaque network of patronage across the region
that it uses to influence and direct decision-making” in key markets and
institutions.® The Kremlin has repeatedly taken advantage of its integration
into the European financial system to exploit governance gaps through the
corrosive effect of corruption and illicit finance.

IFFs in the Balkans are manifold, multi-directional, and proportionally
large as a percentage of GDP.” While global illicit outflows are 3-5% of world
GDP, IFFs in the Balkans are estimated at nearly 6% of the region’s GDP.® The
common denominator of the Balkan countries is their vulnerabilities kindled
by institutional weakness and state capture. IFFs promote rent-seeking and
criminal behavior, reduce governments’ capacity to support development
and inclusive growth, undermine the rule of law, and jeopardize the business
environment. Illicit flows drain public resources, reduce the scope and quality
of public services, and thus undermine confidence in state institutions.

Understanding and estimating IFFs is a considerable challenge, as there is no
universally accepted definition or a single indicator that can comprehensively
describe the phenomenon.’ Although the term IFFs was coined in the

3 Collin, M., Illicit Financial Flows: Concepts, Measurement, and Evidence, Oxford University Press,
2019.

* Mallaby, S., Globalization Resets: The Retrenchment in Cross-Border Capital Flows and Trade May
Be Less Dire Than It Seems, Finance & Development 53 (4): 610, 2016.

Salomon, M., and Spanjers, J., lllicit Financial Flows to and from Developing Countries: 2005—
2014, Global Financial Integrity Report, Global Financial Integrity, Washington, DC, 2017.

¢ Stefanov, R. and et al., The Kremlin Playbook: Understanding Russian Influence in Central and
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?  The most popular classification stems from Baker, an American businessman who was appal
led by the degree of profit shifting by multinationals he encountered while working in sub-Sa-
haran Africa. He criticized these abuses in “Capitalism’s Achilles Heel: Dirty Money and How
to Renew the Free-Market System” and established the NGO Global Financial Integrity (GFI).
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1990s, it has only recently gained attention among decision-makers and
international organizations."” IFFs are most narrowly defined as dirty money,
which is illegally earned, moved, or used." Most such notions of IFFs
define the concept of “illicit” as “forbidden by law, rules or custom.” Built
on this interpretation, an illicit financial flow is dirty money that crosses
an international border.”” Relatively broader definitions do not equate illicit
with illegal.”® Hence, in a more limited sense, IFFs are unrecorded financial
flows involving funds that are illegally earned, transferred or utilized (e.g.,
profits from illegal activities such as corruption or crime), while on the basis
of the broader definition, IFFs are funds that, through legal loopholes and
other artificial arrangements, circumvent the spirit of the law." Thus, IFFs
should include any cross-border flows that harm the economy, either directly
(e.g., via lost tax revenue) or indirectly (e.g., by eroding institutions).”” Within
this conceptual framework, illicit finance could be a powerful political tool
for foreign influence.

In theory, illicit finance is typically considered to be hidden by definition.'
However, this is not necessarily so in practice: capital, generated through
illegal activities, may be transferred through legitimate channels and held in
a transparent manner. IFFs often end up commingled with or laundered into
the legitimate economy, or held in offshore jurisdictions. A financial flow can
be classified as illicit if either its origin (source), the method used for moving
it (channel), or its eventual use is illicit.

The channels of IFFs are the methods by which illicit flows move across
borders, including different forms of money laundering, trade mis-invoicing,
cash transfers, and capital account channels. It is important to note that a
single flow of money might go through different channels and cash source
tends to favor specific channels over others.” For example, cases of grand
corruption do not typically involve trade-based money laundering. Common
sources of IFFs are:

10 Measuring IFFs has risen to the forefront of both policy and statistical agendas in the
context of the 2030 Agenda for Sustainable Development. Its indicator framework proposes
a Sustainable Development Goal (SDG) indicator 16.4.1 to measure the “total value of inward
and outward illicit financial flows (in current United States dollars)”.

" Baker, R. W., Capitalism’s Achilles Heel: Dirty Money and How to Renew the Free-Market System,
Hoboken: John Wiley & Sons, 2005.

In fact, this is the most widely cited definition followed by the World Bank, the International
Monetary Fund (IMF), the United Nations (UN), Global Financial Integrity (GFI), etc.

3 Bohoslavsky, J.P,, Final Study on Illicit Financial Flows, Human Rights and the 2030 Agenda for
Sustainable Development of the Independent Expert on the Effects of Foreign Debt and Other Related
International Financial Obligations of States on the Full Enjoyment of All Human Rights, Particularly
Economic, Social and Cultural Rights, A/HRC/31/61, Geneva: United Nations Human Rights
Council, 2016.

For instance, Cobham (2014) argues that socially and/or morally unacceptable flows, such as
multinational corporate tax avoidance and aggressive profit-shifting, should also be counted
in. See: Cobham, A., and Jansky, P, Illicit financial flows: an overview (Background paper for
the Intergovernmental Group of Experts on Financing for Development, first session, 8-10 31
November 2017) (pp. 1-50). Geneva: UNCTAD, 2017.

5 Blankenburg, S., and Khan, M., Governance and Illicit Flows. In Draining Development?
Controlling Flows of Illicit Funds from Developing Countries, Washington, DC: World Bank, pp.
21-68, 2012.

6 OECD, lllicit Financial Flows from Developing Countries: Measuring OECD Responses. Paris:
Organisation for Economic Co-operation and Development, 2014.

Reuter, P, and Truman, E. M., Chasing Dirty Money: The Fight against Money Laundering,
Oxford University Press, 2004.
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e Corrupt proceeds (money stolen from the state or funds acquired through
abuse of state power);

e Criminal proceeds (illegal market money, individual tax evasion or tax
fraud);

e Commercial proceeds (multinational tax or tariff evasion).

The most common types of IFFs, which can be associated with foreign malign
influence include:

e Market/regulatory abuse: illicit flows generated by bypassing the operat-
ing market regulations (e.g., use of anonymous shell companies in secrecy
jurisdictions for inward investment; evasion of environmental, tax, quali-
ty, labor, safety, etc. regulations).

e Tax abuse: illicit flows through commercial tax evasion, base erosion and
profit sharing (BEPS), transfer mispricing, etc.; and through the hiding of
individuals” income and assets.

e Abuse of power: [FFs generated through the inefficient allocation of state
resources to favored parties (non-transparent public procurement, conces-
sions, privatization, licensing, etc.) or favorable treatment for an industry
or a specific business investor or jurisdiction.

e Proceeds from crime: criminal proceeds can only be transferred by il-
licit routes to and through low-tax jurisdictions and shady regimes (e.g.
cases in which profits generated through crime in an authoritarian state
are transferred with state protection to an investment destination, so that
private business entities can be weaponized through the control of law
enforcement at home).

By its very nature, illicit finance is hard to estimate and even more difficult
to aggregate. This report uses two of the most prominent data-driven
strategies for estimating IFFs in the Balknas:

e The hot money narrow approach focuses on the net errors and omissions
in the balance of payments statistics, which should reflect unrecorded (in-
cluding illicit) capital flows.

e The country-partner trade gap analysis (mis-invoicing) is based on the
principle of mirror-statistics, whereby the exporting country’s statistics
are compared to those of the importing country. Any discrepancies in mir-
rored trade statistics indicate illicit financial flows.

Illicit capital on a staggering scale circulates in and out of the Western Balkans
in every direction, enabled by an ecosystem of state capture, organized
crime, and a rampant shadow economy. IFFs through trade mispricing in the
Balkans equal around 6% of the region’s GDP (approximately 8% in Bosnia and
Herzegovina and 7% in Kosovo), which proportionally far exceeds the global
estimates of illicit outflows. In 2022, out of 18 UNDP Sustainable Development
Goal 164 projects, targeting illicit financial flows among others, half were
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Figure 1. lllicit financial outflows and inflows in the Balkans (2000-2020)
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Source: CSD based estimations via trade mis-invoicing and hot money narrow. Data: IMF and International Trade Database. For a complete breakdown
of the data visit CSD's Kremlin Playbook online database.

in the Western Balkans (five in Bosnia and Herzegovina and one in Serbia,
Kosovo, Montenegro, and North Macedonia, respectively) with a budget of
nearly USD 4 million."® Yet, illicit finance in the WB is severely understudied.
The absence of consensus on what constitutes IFFs in the research and policy
community, and the dispute on naming them is a magnified problem in Slavic
languages.

SEE’s location between Asia and Western Europe enables criminal networks
to cross the blurry divide between legal and illegal markets. The region
has traditionally served as a gateway route for drug trafficking, human
smuggling, and illicit trade. Moreover, the substantial recent infrastructure

8 See UNDP’s projects on Sustainable Development Goal 16.4.
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investments based on untransparent inter-governmental agreements with
strong potential for political corruption—mostly due to China’s Belt and
Road Initiative” and to Russia’s energy, banking, and telecommunications
investments®—are a powerful catalyst for capital and commercial flows.
The porous borders, the interdependent nature of the WB economies, and the
large informal sector, exceeding 25% in all countries covered, provide a wide-
open playing field for the movement of illicit funds.? Most of all, the overall
governance features of the Balkan countries, plagued by chronic corruption
and clientelism, weak rule of law, and undue political interference are the
primary driver of IFFs. These problems are most pronounced in Bosnia and
Herzegovina due to the division of responsibilities between entities, state
level, cantons, etc., where institutions are exceptionally fragile, insufficiently
staffed and underfinanced.

licit financial flows in the Western Balkans consist of three key components:
e Corruption-related crime

Corruption is a key component of illicit flows in its own right, while
simultaneously it is also a driving factor, which undermines the legitimacy
and effectiveness of state institutions, compromises efforts to support
sustainable development, and deters productive investments. It is difficult to
calculate the extent of IFFs stemming from corruption, but one indicator is
the percentage of companies that report having paid bribes to do business
with the state. In Albania and North Macedonia, money laundering flows
are primarily associated with corruption and corruption is the foremost
challenge to combatting money laundering. Public procurement contracts are
a prime source of corrupt earnings: on average, 60% of foreign bribes are paid
to secure public procurement contracts and between 20-30% of the contract
value is lost to corruption.?

e Organized crime

Organized crime has a long history in the Western Balkans and it tends to go
hand-in-hand with corruption and state capture as criminal groups actively
undermine law enforcement, the justice sector, and political structures.
Organized criminal groups in the region are extensive and poly-criminal,
involved in drug trafficking, illicit trade, and human smuggling but also
reaching up to white — collar crime activities and legal business operations,
which provide cover for illicit activities and serve as vehicles for laundering
illicit financial flows.

9 Vladimirov, M., and Gerganov, A., Chinese Economic Influence in Europe: The Governance and
Climate Conundrum, Sofia: Center for the Study of Democracy, 2021.

2 Stefanov, R., and Vladimirov, M., The Kremlin Playbook in Southeast Europe: Economic Influence
and Sharp Power, Sofia: Center for the Study of Democracy, 2020.

2 Shentov, O, Stefanov, R, Todorov, B. (eds.), Shadow Power Assessment of Corruption and Shadow

Economy in Southeast Europe, SELDI, 2016.

Wells, J., Corruption in the construction of public infrastructure: Critical issues in project preparation,

Anti-corruption Resource Centre, Christen Michelsen Institute, U4 Issue Nr. 8, 2015.
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e Tax-related crime

Tax evasion (to be distinguished from tax avoidance) deprives states of tax
revenue, exacerbates wealth inequality, and provides perverse incentives to
public officials. Due to the large size of the informal economies in the Western
Balkans, the level of tax revenue is significantly lower than elsewhere in
Europe. Evidence suggests that profits are often transferred out of the region
to tax heavens and secrecy jurisdictions with meagre tax rates, where the
funds and account-holders become untraceable. However, a lot of these funds
find their way back to the region.?

While Russia and China do not appear on most of the very few radars
currently available to track illicit financial flows to the Balkans. However, a
lot of enabling offshore and offshore-like-jurisdictions in Europe do, which
typically the two major authoritarian adversaries of the West (ab)use, such
as Marshall Islands, UAE, Cyprus, Austria, the Netherlands, Switzerland,
etc.** After the second Russian invasion in Ukraine in February 2022, and the
introduction of collective sanctions and controls on goods from the G7, the
EU and the U.S,, Russia has started cutting formal ties to its investments in the
Balkans. Yet, it is highly unlikely that this activity means actual divestment.
Many of the publicly known cases, look like a move to evade sanctions, which
is likely to increase the risk and the actual flows of illicit finance to the region.

Table 1. Contextualizing IFFs in the Balkans

Western Balkan Countries Vulnerabilities to IFFs

Albania 2.16% 0.84% Inward FDI Italy; Switzerland; Netherlands

Bosnia and Herzegovina 8.30% 0.91% Inward FDI Austria; Croatia; Russia

Bulgaria 3.55% 4.81% Inward FDI Netherlands; Austria; Germany
Croatia 2.63% 4.70% Outward FDI ~ Netherlands; Slovenia; Marshall Islands
Kosovo 7.83% 4.34% Outward FDI ~ Germany; Switzerland; Cyprus
Montenegro 4.10% 3.95% Inward FDI Russia; Italy; UAE

North Macedonia 5.72% 1.62% Inward FDI South Africa; Austria; UK

Serbia 3.46% 0.98% Inward FDI Netherlands; Austria; Cyprus

Source: CSD estimations based on trade mis-invoicing and hot money narrow; the Tax Justice Network's lllicit Financial Flows Vulnerability Tracker.

% Stefanov, R, and Vladimirov, M., The Kremlin Playbook in Southeast Europe: Economic Influence
and Sharp Power, Sofia: Center for the Study of Democracy, 2020.

# Shentov, O., Stefanov, R. and Vladimirov, M. (eds.), The Kremlin Playbook in Europe, Sofia:
Center for the Study of Democracy, 2020.
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Sharp power In the past decade, authoritarian regimes have boosted their tacticspendingin

and ma]ign finance efforts to shape/manipulate public opinion in the West. To this end, autocracies
have employed diverse tools and weapons that include the development and
exploitation of media enterprises and information initiatives, the abuse of
wide-ranging cultural activities and educational programs, and the utilization
of full-on disinformation.

This authoritarian influence does not aim to attract or even persuade the
citizens of democratic societies, but it conspires to distract, divide, and
manipulate them. Authoritarian “soft power” is “sharp power” that “pierces,
penetrates, or perforates the political and information environments in
the targeted countries.”” An epitome of sharp power is the use of covert
financial flows by the Kremlin to establish and cultivate relations with
political parties, political and social groups, and individuals with the purpose
of influencing policy decisions in different European countries.” In a way, the
concepts of IFFs and sharp power converge at the point of “political money
laundering.”* While traditional money laundering conceals ties to criminal
origins, political money laundering hides links to a hostile state. “Finance”
is one of the three legs of Russia’s political warfare weaponry, which
typically involves covert and deniable funding of large-scale international
political influence operations.*

The Chinese foreign interference to undermine the sovereignty and integrity
of targeted political systems has accelerated under Xi Jinping. The Chinese
Communist Party’s United Front Work—political influence activities—is part
of a global strategy with proven longstanding approaches, adapted to fit the
current government policies. CCP’s “magic weapons” aim to capture foreign
elites through political campaign donations, and ultimately infiltrate the
targeted nations’ political and foreign affairs circles.?

Understanding the relationship between IFFs and sharp power requires
a more concrete unifying concept, which focuses on cross-border legal
and illegal financial flows utilized by authoritarian regimes to coerce the
decision-making process in democratic countries.

% Walker, C., and Ludwig, J., Sharp Power: Rising Authoritarian Influence. Washington: National
Endowment for Democracy p.6, 2017.

% Alina Polyakova, et al.,, The Kremlin’s Trojan Horses, Washington: Atlantic Council, 2016.

¥ Barnett, N. and Sloan, A.,. Democracy in the Crosshairs: How Political Money Laundering Threatens
the Democratic Process, Washington: The Atlantic Council, 2018.

% The other pillars of Russian political warfare are “disinformation and cyber,” which

includes the propagation of disinformation and offensive information operations
in the digital domain, and “human,” a pillar close to traditional espionage that
involves agents acting as opinion leaders to change public and elite sentiment.
Neil Barnett and Andrew Foxall, (2020) “Collapsing the Russian Tripod,” The American
Interest.

®  Brady, A., Magic Weapons: China’s political influence activities under Xi Jinping, conference paper
presented at the conference on “The corrosion of democracy under China’s global influence,”
supported by the Taiwan Foundation for Democracy, and hosted in Arlington, Virginia,
USA, September 16-17, 2017.
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Table 2.The relation between illicit finance, malign finance, and corrosive capital

Illicit financial flows refer to the move-
ment of money across borders that is
illegal in its source (e.g. corruption,
smuggling), its transfer (e.g. tax eva-
sion), or its use (e.g. terrorist financ-
ing).

Money brought into a country, legal-
ly or illegally, to influence politics by
funding political parties and corrupt-
ing individual leaders. Influential net-
works are built to promote divisive

Opaque investment flows lacking mar-
ket orientation with motives to exploit
governance gaps to influence recipient
countries” economic, political, and so-
cial developments.®!

narratives. Also, economic dependen-
cies are cultivated. As a result, good
governance and the rule of law are un-
dermined.*®

While the concept of illicit finance is most often used to explain patterns of
global financing of terrorism, corruption or tax evasion, there is also a form
of illicit financing that consists of malign financial operations conducted
by authoritarian states and their proxies with the purpose of undermining
and discrediting democracies, and the Western liberal democratic system in
general. Malign finance refers to a “tool of foreign interference. The funding
of foreign political parties, candidates, campaigns, well-connected elites,
or politically influential groups, often through non-transparent structures
designed to obfuscate ties to a nation state or its proxies.”*? It is a phenomenon
that appears within the conceptual intersection between illicit finance and
malign foreign influence/sharp power. Thus, malign foreign influence refers
to the “subversive, undeclared, criminal, or coercive attempts to sway a
government’s policies, distort a country’s public discourse, and undermine
confidence in democratic processes and values.”*

In particular, the Russian malign influence, including on the Balkans,
which has built very limited defenses against it, consists of “a myriad of

. covert, coercive, corrupting, or counterfactual activities that typically
exceed the limits of normal statecraft and diplomacy [and] typically involve
covertly funding and manipulating foreign organizations and using agents
of influence, propaganda, disinformation, and cyber influence activities.”**
Just as the terms “sharp power”, “magic weapons” and “political money
laundering”, malign finance is a strategic tool for geopolitical coercion (or
nudging in some cases) that involves secretly influencing political debate,
decision-making, electoral outcomes, and societal cohesion in order to
harm a state. As such, investigating malign finance goes beyond analyzing
foreign political spending on donations by foreign nationals. The concept of
malign finance allows for the examination of a wide range of intermediaries
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and methods of moving money from authoritarian regimes to democratic
“political parties, candidates, campaigns, well-connected elites, or politically
influential groups.”*

Figure 2. Conceptual space of malign finance

FOREIGN
INFLUENCE

Source: CSD.

The Kremlin Playbook series was the first quantitative comparative
assessments of Russia’s economic influence throughout Europe.® It portrays
the cultivation of an opaque web of economic and political patronage that
Russia has been using to influence and direct decision-making. The reports
describe a network-flow model—or “unvirtuous circle” of malign influence
which the Kremlin exploits to affect and/or control critical state institutions,
bodies, and economies, as well as shape national policies and decisions
that serve its interests while actively discrediting the liberal democratic
regime. This includes the use of “corrosive capital”, meaning “financing
that lacks transparency, accountability, and market orientation flowing from
authoritarian regimes into new and transitioning democracies.””” Unlike
pure corruption, corrosive capital is backed by governments with goals that
are political rather than economic or with an authoritarian agenda that is
inseparably political and economic.

Given that illicit financial flows (IFFs) and the myriad of related concepts
referring to the financial transactions used by authoritarian regimes with the
intent of political influence, are all in their infancy, it is important to form
clear conceptual boundaries and shared understandings of the policy context.

* Rudolph, J., and Morley, T. Covert Foreign Money: Financial loopholes exploited by authoritarians
to fund political interference in democracies, Washington: The Alliance for Securing Democracy,
2020.

% Shentov, O., Stefanov, R. and Vladimirov, M. (eds.), The Kremlin Playbook in Europe, Sofia:
Center for the Study of Democracy, 2020.

¥ Morrell, J. et al.,, Channeling the Tide: Protecting Democracies Amid a Flood of Corrosive Capital,
Washington: CIPE, September, p. 5, 2018.
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Figure 3. Malign finance loopholes
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The clandestine nature of authoritarian interference actions hinders the task of
establishing clear and direct evidence of authoritarian governments’ negative
conduct. While traditional illicit finance methods address money laundering
and capital flight, malign finance has numerous loopholes through which
authoritarian money is channeled, including but not limited to:

¢ In-kind contributions from foreign nationals;

e Straw donors and agents supported by foreign powers;

e Companies with foreign funders;

e Non-profits with foreign donors;

e Online political ads bought by foreign nationals;

e Media outlets with foreign funding; and

¢ Emerging technologies offering anonymity.

More importantly, due to their malign intent, authoritarian regimes adapt
quickly to abusing gaps and loopholes in democratic systems and using
IFFs to influence domestic and international politics. Countries in SEE are
particularly vulnerable due to their unregulated interest representation,
lack of ownership transparency, and ineffective anti-money laundering
enforcement. Moreover, the region is plagued by high levels of corruption,
particularly at the hands of local oligarchs and authoritarian politicians

whose modus operandi, interests, and ideologies often overlap with those
of Moscow and Beijing.*® Foreign authoritarian actors exploit these gaps to

% Shentov, O., Stefanov, R., Todorov, B. (eds.), Geopolitics, State Capture, and Peak Corruption:
What is Next for Anti-Corruption in the Western Balkans, SELDI, 2022.
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covertly finance politicians, agents of influence, and media, and to entangle
local governments and oligarchic networks in large-scale infrastructure
projects with unclear flows of funding streams and choice of contractors and
sub-contractors. These activities have created and sustained dependencies
throughout SEE that have proven to be stable over time, even when faced with
the overwhelming international condemnation of Russia’s brutal invasion of
Ukraine in February 2022.

Illicit finance While evidencing IFFs in any economic sector is difficult, investigations on

and media capture illicit finance in the media landscape are often directed by anomalies in
the content and editorial policies of influential outlets. For example, an outlet
might suddenly abandon its neutral or critical stance toward a foreign large-
scale infrastructure project in favor of a supportive tone. This was the case
in Bulgaria in 2014 when several widely read outlets appeared to suddenly
engage in a promotional campaign for Russia’s now-defunct South Stream
natural gas pipeline, devoting a significant volume of articles that extolled the
supposed benefits of the project. The campaign lasted approximately three
months before subsiding as suddenly as it had appeared. Notably, the outlets
in question remain closely associated with politically-connected informal
oligarchic networks whose interests often overlap with those of the Kremlin,
particularly in the energy sector. Such content anomalies are common in the
region and are often perceived as indicating non-transparent paid content
promotion.

There have been some instances of media ownership by individuals with
questionable sources of income and suspected ties to high-level corruption
across SEE. In other cases, content has reportedly been influenced through
government funding that is secured by ruling elites that have been
repeatedly implicated in financial fraud or corruption scandals. Led by
long-time Putin ally Miroslav Dodik, the government of Republika Srbska
has provided extensive subsidies to local outlets, totaling tens of millions
of dollars.* Notably, Dodik is the subject of several rounds of sanctions by
the United States for “significant corruption and destabilizing activities”.*°
These sanctions also targeted Alternativna Televizija (ATV), one of the most
influential outlets in Republika Srbska that is alleged to be under the control
of Dodik and his family.*!

Similar dynamics exist in regard to content providers within the telecom-
munications industry. The Pandora Papers revealed that the Chinese tech gi-
ant Huawei transferred over USD 1 million in various consultant fees to Igor
Jecl, a former executive at the state telecom company Telekom Srbija, through
offshore entities in Panama and the British Virgin Islands in 2014-2016. The
offshore structure used to transfer these funds was set up by a prominent
Serbian lawyer with business ventures in the media sector that had benefitted
from significant investments from Telekom Srbija.*?

¥ Milojevic, M., Media Landscape in Republika Srpska: Polarization and Financial Dependence, 2018.

# Department of the Treasury, Treasury Sanctions Milorad Dodik and Associated Media Platform for
Destabilizing and Corrupt Activity, Press Release, Washington DC, 2022.

4 SEENPM, How a BiH Media Company Got On the US Sanctions List, 2022.

2 Doicinovic, S., and Radojevic, V., Chinese Tech Giant Huawei Had Secret Offshore Contracts With
Men Linked to Serbian State Telecom Company, OCCRP, 2021.


https://balkandiskurs.com/en/2018/05/25/media-landscape-republika-srpska/
https://home.treasury.gov/news/press-releases/jy0549
https://home.treasury.gov/news/press-releases/jy0549
https://seenpm.org/how-a-bih-media-company-got-on-the-us-sanctions-list/
https://www.occrp.org/en/the-pandora-papers/chinese-tech-giant-huawei-had-secret-offshore-contracts-with-men-linked-to-serbian-state-telecom-company
https://www.occrp.org/en/the-pandora-papers/chinese-tech-giant-huawei-had-secret-offshore-contracts-with-men-linked-to-serbian-state-telecom-company
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Illicit financial flows in media and related sectors are a key challenge
to journalistic freedom in the region, pluralism and sustainability.
Simultaneously, independent journalism is crucial for exposing the use of
dirty money to influence large-scale business ventures, political initiatives,
and public perceptions.



REGIONAL PATTERNS OF MEDIA CAPTURE

Media capture poses a significant danger to media freedom in the SEE
region, as it impedes opportunities for pluralistic media coverage and
hinders the development of impartial journalism. Media capture concerns
both the material aspects of the media sector, i.e. the business arrangements,
ownership structures, and financial flows of media companies, and the
ideational aspects, namely the content and editorial policies of outlets, as
well as the overriding perceptions among managers, editors, and journalists.
Media capture in the Balkans is most often conducted through economic
coercion, rather than direct ownership or brute censorship by governments.

There are significant discrepancies between countries in the extent to which
oligarchic networks are involved in their respective media sectors.** The
process of oligarchization refers to the concentration of political power and
decision-making in the hands of a small group of wealthy business elites or
corporations, most often to the detriment of the broader public interest. The
phenomenon is most pronounced in the Bulgarian media sector, where the
market is most liberalized and where key media groups are usually part of
larger, complex business networks that cover several sectors of the economy.
The Croatian media market has similar traits though to a lesser extent. In
contrast, the majority of mainstream media in Albania and Serbia are closely
aligned with or informally controlled by the political parties in power or
by close associates of ruling politicians. Most of the media sector in these
countries is directly influenced by government channels, such as provision
of access to information or preferential economic treatment. In Bosnia and
Herzegovina, Montenegro, and North Macedonia, the largest outlets are
state-owned and typically follow closely the official governmental line.

Media capture is an acute vulnerability in the context of Russian and Chinese
malign influence and disinformation campaigns. The Kremlin has long been
utilizing a network of Russia-owned and sponsored news outlets.** Moscow
has also taken advantage of the small media markets in the region through
Russian-owned companies and their capacity to capture outlets through
advertisement dependency. Linguistic and cultural similarities is another
vulnerability that has significantly amplified the spread and reception of pro-
Kremlin disinformation.

Chinese media outlets most often use the information infrastructure already
supported or created by Russia or local oligarchic or political networks to
disseminate pro-Chinese disinformation narratives. Due to poor journalistic
standards and the mass republication of narratives originating from
authoritarian actors, cognitive capture in the region is extensive and evident

# The following analysis is based on systematic review of mainstream online news outlets

from the eight Balkan countries involved in the current study.
44

Filipova, R., Vladimirov, M., and Gerganov, A., Tackling Kremlin's Media Capture in Southeast
Europe, Sofia: Center for the Study of Democracy, 2021.


https://csd.bg/publications/publication/tackling-kremlins-media-capture-in-southeast-europe/
https://csd.bg/publications/publication/tackling-kremlins-media-capture-in-southeast-europe/

32

Breaking the Code

in every layer of society, including politicians, government representatives,
law enforcement officers, judicial officials and journalists.

Box 1. Taxonomy of media capture

In the context of public policy, “capture” refers to a situation where private
interests or individuals exert undue influence over government institutions,
policies, or regulations to promote their own interests, rather than the public
interest. The term is often used to describe a situation where regulatory
agencies, public institutions, or elected officials are “captured” by powerful
interest groups or individuals, and act in their favor instead of serving the
public interest. The term was widely used after the 2008 financial crisis to
describe how financial regulators failed to adequately regulate financial
institutions.

By extension, media capture refers to a situation where political or economic
actors exert undue influence over key outlets to advance their interests,
typically to control or manipulate public opinion, suppress dissent, or secure
favorable coverage. This can include the direct ownership or control of media
outlets by political or business elites, as well as indirect forms of influence such
as advertising revenue, subsidies, and selective distribution of government
information.

Based on American economist and Nobel laureate Joseph Stiglitz” taxonomy
of media capture, it is generally accepted that the phenomenon has four
dimensions:

Government capture is the most common form of media capture. It frequently
involves some form of media censorship through regulations or outright
prohibition. In the Balkans, it is more commonly observed under the form
of government subsidies and provision of public procurement, as well as
preferential access to newsworthy figures and events of the government.

Ownership capture is the control of media through its direct ownership and
influence over its editorial board. The principal difference between media
capture and standard regulatory capture is ownership. One cannot directly and
openly purchase a regulator, however, wealthy individuals and businesses can
and do purchase media. They can do so to advance their political philosophies,
for financial reasons, or to limit the possibility for outlets to publish sensitive
or critical information related to them.

Advertising capture occurs when advertising revenues (either from the
government or from the private sector) are weaponized as a financial incentive
and turn into a means of exerting editorial control over outlets.

Cognitive capture is the most intriguing form of media capture and also the
hardest to detect. Cognitive capture pertains to how journalists perceive and
understand the world, and as a result, how they present it in their reporting.
The media sector’s significant role in shaping the perceptions of the general
public means that if a critical mass of outlets is captured cognitively, their
coverage leads to the acceptance of ideas in society that align with the interests
of the captors.

Source: Center for International Media Assistance (CIMA), In the Service of Power: Media
Capture and the Threat to Democracy, Washington DC: National Endowment for
Democracy, 2017.

The primary mode of exercising control over media and their content in the
region is through government capture, whereby ruling politicians exploit
their executive authority to establish their preferred media outlets as the
dominant ones in the market. This practice is prevalent and has been known
to stifle press freedom, promote government propaganda, and limit citizens’
access to diverse sources of information. Ruling elites support favored outlets


https://www.cima.ned.org/wp-content/uploads/2017/08/CIMA_MediaCaptureBook_F1.pdf
https://www.cima.ned.org/wp-content/uploads/2017/08/CIMA_MediaCaptureBook_F1.pdf
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through selective and non-transparent public procurement procedures that
skew the market and lead to monopolization. As the media market stagnates
as a result, the effects of government funding and the financial inequality
it creates become even more pronounced. Outlets in the region are also
controlled through over-regulation, censorship, and violence (and other
forms of repression) towards independent journalists.

Figure 4. Operating revenues of the media sectors in the Balkans (2017-2021) (EUR thousand)
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The economic performance and size of the media sectors across the region
vary substantially. The media markets in Bulgaria and Croatia are much
bigger than those of the countries of the Western Balkans, including the one
in Serbia. These three markets, and in particular Croatia and Serbia grew
considerably between 2017 and 2021. With the exception of Montenegro
and Serbia, the COVID-19 pandemic had a measurable negative effect on
operating revenues throughout the region in 2020, but turned back positive
by the end of 2021. The pandemic also coincided with stagnation or decline
in the media workforce of Bosnia and Herzegovina, Croatia, Montenegro and
North Macedonia.

Figure 5. Number of employees in the media sector by country (2017-2021)
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Compared to the rest of the region, the media markets in Bulgaria and
Croatia are significantly larger in terms of operating revenue and number of
employees. In both EU members, the markets are diverse and competitive,
dominated by private enterprises while state-owned outlets play a limited
role. Nevertheless, they have considerable concentration, with the five largest
media companies by operating revenue controlling close to half of the sector
(47%) in Bulgaria and slightly more than half (51%) in Croatia. While the
private ownership of the largest companies allows for nominal independence
from the government, in practice these outlets tend to be closely associated
with and exposed to the interests of local political and economic networks,
which is reflected in their content and editorial policies.

The tendency toward media ownership concentration and monopolization
are one of the prime reasons for media capture traits in the media sectors
of Bulgaria and Croatia, such as self-censorship, lack of transparency in
media ownership, and growing distrust towards the press. Concentration
and ambiguous ownership of media continue to pose significant risks to the
media market’s development and have a direct impact on the freedom and
quality of media in the two countries.

Box 2. Russian and Chinese-owned outlets in Serbia

Russia and China’s direct influence on the Serbian media sector is limited. Al-
though the influence of pro-Russian sources is one the highest in the region,
Russian state-controlled outlets are limited to Sputnik Srbija whose materials
are offered free to local outlets and many local radio stations broadcast Sputnik
news.” Yet, numerous grey zone nationalist and pro-Russian websites directly
relay the information from pro-Russian sources.* In many cases, this informa-
tion coincides with the anti-governmental discourse these gray zone websites
are nurturing.

Similarly, China Radio International is the only Chinese state-owned media
active in Serbia. While important for constituting a separate leg of Russian and
Chinese influence, these sources are secondary when it comes to the scale of
their influence.

The leading providers of pro-Russian and pro-Chinese information are the
media that are considered close to Serbia’s currently ruling elite, which con-
trols the most important outlets in the country. ¥** The only tycoon with signif-
icant media presence is Predrag Rankovic Peconi, owner of TV Happy. While
some local observers link him to Russian interests, such claims are yet to be
independently verified or proven.*’

When it comes to political influence, SEE media sector’s dependence on
nontransparent public funding presents a particular challenge®. The

* Filipova, R, Vladimirov, M., and Gerganov, A., Tackling Kremlin's Media Capture in Southeast
Europe, Sofia: Center for the Study of Democracy, 2021.

% Novakovic, I, Albahari, N., and Bogosavljevic, J., Vulnerability Index — Serbia, Bratislava:
Globsec, 2021.

¥ Velebit, V., Proruski narativ u srpskim medijima [Pro-Russian narratives in Serbian media], 2019.
# Interview with a Serbian media expert, July 13, 2022.
¥ Interview with a Serbian media expert, July 13, 2022.

% According to the president of the Croatian Journalists Association Hrvoje Zovko and
investigative reporter Hrvoje Simicevic.


https://csd.bg/publications/publication/tackling-kremlins-media-capture-in-southeast-europe/
https://csd.bg/publications/publication/tackling-kremlins-media-capture-in-southeast-europe/
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Croatian media has never fully recovered from the financial weakening it
underwent as a result of the 2008 financial crisis and the following seven
years-long recession. This sudden loss of capital meant lay-offs in the
newsrooms, thus impacting the quality of reporting. Having to compensate
for the loss of advertising revenue, the Croatian media became increasingly
dependent on funds distributed by national, regional and local government
bodies, who regularly sponsor content or conferences organized by the
media. The allocation of said funds is often non-transparent and comes as
a result of direct deals between the publisher and state bodies. This type of
arrangement affords politicians who control access to public funding with a
strong leverage over the media. This is especially true for local media, who
are often entirely dependent on funds they receive depending on decisions by
local and regional politicians.

Diminishing trust in the media due to ownership concentration and
undue political influence is one of the primary societal vulnerabilities to
disinformation throughout the region. In 2022, an average of 62% of people in
the Western Balkans considered the media sector to be politically dependent.
Kosovo and Montenegro having the lowest levels of media trust at 21% and
23%, respectively. North Macedonia and Serbia had the highest levels of trust
at 36% and 34%, respectively.”! Regional surveys covering the Western Balkans
(excluding Albania) indicated that an average of 38% of people in the region
consider media in their country to be unfree in 2022.>> Decrease in media
trust has been the most pronounced in Albania where it fell dramatically
from 81% in 2020 to 51% in 2021.° Similarly, the level of trust in the media
in Bulgaria is generally low, with studies indicating a trust rating of around
50% in 2021.** Together with Bulgaria, in 2021 Croatia was one of nine EU
members where respondents with “low or no trust” in the media represented
the largest share (48%) compared to those with “medium” (27%) or “high”
(25%) trust in the media.>®

Traditional media, particularly television, tends to be the most used and
trusted source for news in the region, but also one where uncritical and
pro-government narratives are dominant. Online media is the second
most consumed source of information (22%) and provides the primary
infrastructure through which pro-Kremlin narratives are proliferated.
Similar to the rest of the region, Russian news agencies take advantage of
cash-strapped Balkan news sources by providing content to local outlets for
free or at extremely low cost.

' Regional Cooperation Council, Balkan Public Barometer, 2022.
* IRI Center for Insights in Survey Research, 2022 Western Balkans Regional Survey, 2022.

% South East European Network for Professionalization of Media, Media Trust in the Western
Balkans: Together Apart, No. 36-60, Ljubljana: Peace Institute and Tirana: SEENPM, 2021.

Hristova, K., ,JloBepuero B Meaunte € peKOpAHO HUCKO 3apasu dpaarvsure Houun" [Trust
in media is at a record low due to fake news], Capital, February 2, 2022.

54

® European Commission, Standard Eurobarometer 94- Winter 2020-2021 “Media use in the

European Union”, 2021.


https://www.rcc.int/balkanbarometer/results/2/public
https://www.iri.org/resources/2022-western-balkans-regional-survey-january-february-2022/
https://op.europa.eu/en/publication-detail/-/publication/d2dbcf78-11e0-11ec-b4fe-01aa75ed71a1
https://op.europa.eu/en/publication-detail/-/publication/d2dbcf78-11e0-11ec-b4fe-01aa75ed71a1
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Figure 6. Do you agree that the media is independent of political influence? (2021-2022)
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Source: Regional Cooperation Council (2022). Balkan Public Barometer.

Government capture

Government capture, in combination with cognitive capture is the most potent
channel for foreign influence peddling in the countries of SEE. As democratic
institutions have not taken good hold in the region, public and state-owned
media are easily turned into influence tool of the government of the day
against political opponents. The high political fragmentation and the existing
bilateral disputes in SEE, push parties and political leaders to often compete
for influence through engaging with foreign authoritarian powers. This
provides a potent loophole for influence, which is the more pronounced, the
more concentrated and captured the domestic media market is.

Democratization in the 1990s was associated with the liberalization of
the media market in SEE. However, up to 2021 this process was arguably
successful only in Bulgaria and Croatia as the largest media outlets in Bosnia
and Herzegovina, North Macedonia, Montenegro and Kosovo are still owned
by the states. The media markets in these countries are stagnating and have
limited space for new and independent actors. While media regulations
are supposed to uphold the principles of media freedom and independent
journalism, the respective governments continue to yield influence over
editorial decisions. In Albania and Serbia, the largest media outlets are owned
by actors aligned with the political interests of the respective governments
and silencing opposition voices.*

The media sector is controlled in the same way other sectors are victims
of state capture mechanisms such as political appointments, preferential
treatment for certain actors and non-competitive distribution of public

% According to interviews with media experts from the respective countries.
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procurement. In these cases, in SEE, it is the government that appoints the
decision-making positions such as members of the editorial board or other
management positions. Governments also yield influence due to being the
main source of financing not only through advertisements but also through
state projects and co-financing. Since the media markets in the Western
Balkans are small, the government remains the main and largest source of
revenue while other companies are small in number and size and cannot be
reliable for financing.

Media regulations in SEE have generally failed to prevent the concentration
of funds into particular media outlets, nor have they delivered transparency
when it comes to the procedures for obtaining state subsidies. In fact,
media regulations are very often shaped or implemented in such a way as
to facilitate forms of political and/or oligarchic influence. For example, in
2013, the Croatian Parliament adopted a new VAT Act, whereby a reduced
rate of 5% was applied to the newspapers that publish at least 25,000 words
per issue. The changes were targeted particularly at 24sata, which was often
critical towards the ruling Social Democratic Party (SDP).” In Bosnia and
Herzegovina and Montenegro, local medias are predominantly dependent
on local authorities, who very often influence their content in a very direct
manner.*®

In Montenegro (Radio-Televizija Crne Gore Jp), Bosnia and Herzegovina (Poste
Srpske A.D., Radio-Televizija R.S. J.P) and North Macedonia (Makedonska
Radio Televizija Skopje Doo), the largest media groups are owned by the
government and they receive disproportionately large share of the public
funds for media support. At the same time, the low level of transparency of
media ownership and their finances allows the unaccountable influence into
private media content and editorial policy by certain political groups.

Political elites in Montenegro view the National Public Broadcaster Radio
and Television of Montenegro (RTCG) as the most powerful media weapon
in pushing through their political messages and priorities. This primarily
refers to the news program and special shows that deal with political and
social issues. RTCG broadcasts four television channels (1st and 2nd program,
Satellite program, and Parliamentary channel), two radio channels, and
publishes information through the electronic Portal RTCG. RTCG is mostly
financed from the state budget, and its subsidy amounted to EUR 13 million
for 2021. Additionally, RTCG is allowed to generate revenues by performing
commercial services, which added EUR 1.3 million to its budget in 2021.%

The European Commission has repeatedly criticized RTCG for biased
reporting and unchecked political influence over its editorial policies and
content. However, the EC assessed highly the changes in the independent
oversight on the media after 2021, and noted that the public broadcaster

57

Verhoeven, P, Jugo, D., Jakopovi¢, H. and Ciboci, L. (Eds.), Living in Crisis Mode — Time to
Reconsider Definition, Meaning and Practice?, Zagreb: Edward Bernays University College,
2018.

% Dvorak, A. et al. (eds.) Vibrant Information Barometer 2022, Washington DC: IREX, 2022.
% According to RTCG’s annual financial reports for 2021 and 2022.
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http://www.commforum.hr/file/files/Zbornik 2018 - Commforum - Crisis Communication.compressed.pdf
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started to feature politically more diverse content.®” RTCG’s website follows
editorial guidelines, and is assessed as having a balanced content policy.

Box 3. Russian influence through government control
in Bosnia and Herzegovina

In Republika Srpska (BA-SRP) the public news agency SRNA and the public
broadcaster, Radio Television of Republika Srpska (RTRS), are under the firm
grip of the ruling party and local government, and serve, by extension, Russia’s
propaganda networks. In their reporting, SRNA and RTRS are routinely
producing and carrying one-sided media products from Russian state-
controlled media like RIA Novosti and Sputnik. This has remained a dominant
practice during the 2022 pre-election campaign, as the ruling party in the BA-
SRP was supported personally by Vladimir Putin during his meeting with BiH
Presidency member Milorad Dodik on 20 September 2022.°" Since the invasion
of Ukraine began, BA-SRP and its public media became particularly active
in disseminating Russian propaganda, and established their own reporting
structure® from Ukrainian occupied territories by placing a journalist there in
the Russia controlled areas.

In Albania, there is no legal regulation on ownership which has enabled
ownership concentration in the hands of people with close, albite informal,
connections to the ruling elites.®® Some 56% of the media sector in Albania
is owned by Samir Mane through S&T Albania and Office Center, who is
seen as very close to the Prime Minister Edi Rama.®* This media ownership
concentration undermines freedom of speech by reducing the choice of
employment for journalists, resulting in (self-)censorship. Often, the audio-
visual licensing regime and its selective implementation leads to ownership
and market concentration, which is the case for example in both Albania
and North Macedonia.®® In Kosovo, only television and media registered as
companies are obliged to disclose ownership data on an annual basis, which
prevents proper oversight of the media market and allows for media outlets
to operate without clarity of the final beneficial owner.

In the last decade, audio-visual and online media boomed in Albania, while
printed media continued to decline. Audio-visual media ownership is
concentrated in the hands of a few powerful individuals with political clout
who also control some of the country’s most lucrative economic assets. A
similar pattern is observed in Serbia, where the largest media groups (except
Ringer Axel Springer Doo Beograd), despite being privately owned, are

% European Commission, Montenegro 2021 Report, Brussels, 2021.

0 Karcic, H., Putin’s most loyal Balkan client, Foreign Policy, October 7, 2022.

¢ Raskrinkavanje, Russian propaganda in the program of the public broadcaster, May 17, 2022.
& Interview with country correspondent.

® Samir Mane’s companies benefitted from the government’s credit instruments during the
Covid pandemic. Albcrhome and smaller retail stores benefitted from the government
loans during the crisis for over 1 billion leks. See: Bogdani, A., Albania’s ‘Moneyed Men’ Reap
COVID-19 Relief despite Government Vow, BIRN, 2020.

% Dvorak, A. et al. (eds.) Vibrant Information Barometer 2022, Washington DC: IREX, 2022.


https://neighbourhood-enlargement.ec.europa.eu/montenegro-report-2021_en
https://foreignpolicy.com/2022/10/07/bosnia-elections-milorad-dodik-putin-russia/
https://raskrinkavanje.ba/analiza/ruska-propaganda-u-programu-javnog-emitera-kako-danijel-simic-izvjestava-o-ratu-u-ukrajini
https://balkaninsight.com/2020/07/15/albanias-moneyed-men-reap-covid-relief-despite-government-vow/
https://balkaninsight.com/2020/07/15/albanias-moneyed-men-reap-covid-relief-despite-government-vow/
https://www.irex.org/sites/default/files/Vibrant_Information_Barometter_2022.pdf
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Advertisement capture

closely related and respectively aligned to President Alexander Vucic and
his party. These media groups receive priority public financial support, and
in return ensure favorable government coverage. Authorities also control
two other vital financial flows for the media: public procurement of media
services and state advertising.

The largest threat to independent media reporting in Croatia comes from
large financial donors, such as public bodies and wealthy private individuals
and companies.®® Media in Croatia are also highly vulnerable to strategic
lawsuits against public participation (known as SLAPP lawsuits) intended to
intimidate and silence critical actors.®” The European Federation of Journalists
has repeatedly stressed the importance of this problem. According to the
most recent data collected by the Croatian Journalists Association, in 2022
there were at least 951 ongoing lawsuits against journalists, with requested
compensation totaling more than EUR 10 million.®® A similar trend has been
visible also in Bulgaria, which registered in 2023 its highest value such single
SLAPP case, totaling more than EUR 0.5 million.”

As a main source of funding, advertisement is one of the oldest and best
studies forms for exerting editorial influence over media. The advertisement
market in SEE is diverse. Croatia and Bulgaria’s more liberalized media
markets stand out from the rest of the region since advertising practices in
these countries have moved from traditional to digital services and social
media outlets at a much faster pace. This transformation is also visible in the
rest of the Balkans but to a lesser degree. Nevertheless, television remains
the medium with the highest advertising revenue in the region, including
Bulgaria and Croatia, due to being the most used medium for information
consumption.

Digital media has increased significantly in revenue in SEE. For example, the
Croatian Association of Digital Publishers (HUDI) claimed in June 2022 that
clients spent a total of EUR 220 million on digital advertisement in Croatia in
2021.7°7' On the other hand, due to the print press losing its readership, it has
marked the highest decline in advertising revenue (-31%).”

% According to the President of the Croatian Journalists Association Hrvoje Zovko and policy
analyst and anti-corruption expert Duje Prkut.

% HND, “Istrazivanje HND-a: broj tuzbi protiv novinara i medija u porastu, aktivno njih
najmanje 951” [HND Research: The Number of Lawsuits against Journalists and the Media
is Increasing, at Least 951 of them are Active], March 30, 2022.

% Dvorak, A. et al. (eds.), Vibrant Information Barometer 2022, Washington DC: IREX, 2022.

% Bulgarian National Radio, ,Eaun Mmanon aesa 3a 1uTnpane Ha 1yoandHa nHpOpMAIis,

nau 3a csobogara Ha Meaunte” [One million leva for citing public information, or for the
freedom of the media], March 23, 2023.

" The Croatian Association of Digital Publishers, “Na digitalno oglasavanje u Hrvatskoj u
2021. potroseno milijardu i 657 milijuna kuna” [One billion and 657 million kunas were
spent on digital advertising in Croatia in 2021], July 6, 2022.

7t They didn't publish a detailed breakdown of this data. The Croatian Association of
Communications Agencies (HURA) estimates the size of the online media advertising
market at EUR 90 million. Earlier estimates by HURA were more conservative, putting the
total size of the media advertisement market in Croatia in 2021 at EUR 200 million. See:
Croatian Association of Communications Agencies, HURA Media AdEx medijska potrosnja,
2022.

72 In 2021, HURA estimated TV ads to account for 51%, radio for 7%, print for 9%, online for
23% and out-of-home advertising for 8% of the total media advertising market.


https://www.hnd.hr/istrazivanje-hnd-a-broj-tuzbi-protiv-novinara-i-medija-u-porastu-aktivno-njih-najmanje-951
https://www.hnd.hr/istrazivanje-hnd-a-broj-tuzbi-protiv-novinara-i-medija-u-porastu-aktivno-njih-najmanje-951
https://www.irex.org/sites/default/files/Vibrant_Information_Barometter_2022.pdf
https://bnr.bg/horizont/post/101790914/1-milion-leva-za-citirane-na-publichna-informacia
https://bnr.bg/horizont/post/101790914/1-milion-leva-za-citirane-na-publichna-informacia
https://www.index.hr/vijesti/clanak/na-digitalno-oglasavanje-u-hrvatskoj-u-2021-potroseno-milijardu-i-657-milijuna-kuna/2369914.aspx
https://www.index.hr/vijesti/clanak/na-digitalno-oglasavanje-u-hrvatskoj-u-2021-potroseno-milijardu-i-657-milijuna-kuna/2369914.aspx
https://hura.hr/istrazivanja/medijska-potrosnja-u-hr/
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In North Macedonia ownership and transparency of the online space are
not consistently regulated. There is no precise data about the income in the
online sector, but according to some estimates, the total revenues stood at
around EUR 3.5 million for 2019, while the market share of the first four
digital information media was around EUR 1.5 million, or 42.1% of the
total revenues in this sector. There is no precise data about the income in
the online sector, but according to some estimates, the total revenues in the
TV and radio industry in 2020 amounted to 2,382.61 million denars (EUR 38
million).”> More than half of the revenues went to commercial television —
1,217.88 million denars (51.12%). The National Broadcasting Service earned
revenues in the amount of 1,012.19 million denars (42.48%), and the revenues
of commercial radio stations amounted to 152.54 million denars (6.4%).”
In the revenues structure, the most significant share was the income from
advertising — 46.30%. The national budget contributed with 35.96%, and the
remaining 17.74% came from other sources.

Box 4. Russian companies advertising in Croatia

At least two companies connected to Russia are among the largest media
advertisers in Croatia: Energia Naturalis Group and Fortenova Group. Energia
Naturalis is the owner of Prvo Plinarsko Drustvo (PPD), Gazprom’s gas trade
intermediary in Croatia, and the entire group is owned by Pavao Vujnovac.
Mr Vujnovac is also a large shareholder in Fortenova, holding 29 percent of the
company, according to himself and his associates.”” Other major shareholders
in Fortenova include the Russian state-owned bank VTB and Indotek Fund,
owned by the Hungarian billionaire Daniel Jellinek. Indotek acquired 42%
of Fortenova shares after the Russian state -owned Sberbank was forced to
terminate its Croatian branch and sell its shares in Fortenova due to falling
under EU sanctions after the beginning of Russia’s invasion of Ukraine. Another
important advertiser on the Croatian market is the retail chain Pevex, also co-
owned by Mr Vujnovac. As an influential businessman whose companies are
an important source of advertising revenue, media outlets largely avoid critical
media coverage.”®

Tellingly, Croatian media refrains from reporting on the activities of
these companies. The influence PPD has on Croatia’s media sector proved
strong enough to censor an elected member of parliament. Sandra Benci¢, a
representative of the Green Left, spoke in the Croatian parliament in June
2022 about a controversial real estate business deal involving the owner of
PPD, several of his close associates, and a high ranking official of the Croatian
national intelligence agency SOA.” Several online news media published
articles about her speech, only to remove them from their websites hours later.”®

7 Agency for audio and audiovisual media services, Audio and audiovisual media services market
analysis 2020.

7 Agency for audio and audiovisual media services, Audio and audiovisual media services market
analysis 2020.

7> Tasler, M., “Damir Spudi¢: Za preuzimanje Fortenove Pavlu Vujnovcu trebalo bi vise od
milijarde eura” [Domestic digital growth confirmed by IAB Croatia: Online advertising in
Croatia reached almost 90 million euros], May 5, 2022.

7 According to investigative reporter Hrvoje Simi¢evic.
7 Simicevié, H., “Kvadratura Ploca”, Novosti, June 25, 2022.

7 Simicevié, H., and Borkovié, G., “Gdje nestaju tekstovi o SOA-i partnerima $efa PPD-a”, July
1, 2022.


https://avmu.mk/wp-content/uploads/2021/09/%D0%90%D0%BD%D0%B0%D0%BB%D0%B8%D0%B7%D0%B0-%D0%BD%D0%B0-%D0%BF%D0%B0%D0%B7%D0%B0%D1%80%D0%BE%D1%82-%D0%BD%D0%B0-%D0%B0%D1%83%D0%B4%D0%B8%D0%BE-%D0%B8-%D0%B0%D1%83%D0%B4%D0%B8%D0%BE%D0%B2%D0%B8%D0%B7%D1%83%D0%B5%D0%BB%D0%BD%D0%B8-%D0%BC%D0%B5%D0%B4%D0%B8%D1%83%D0%BC%D1%81%D0%BA%D0%B8-%D1%83%D1%81%D0%BB%D1%83%D0%B3%D0%B8-%D0%B7%D0%B0-2020-%D0%B3%D0%BE%D0%B4%D0%B8%D0%BD%D0%B0.pdf
https://avmu.mk/wp-content/uploads/2021/09/%D0%90%D0%BD%D0%B0%D0%BB%D0%B8%D0%B7%D0%B0-%D0%BD%D0%B0-%D0%BF%D0%B0%D0%B7%D0%B0%D1%80%D0%BE%D1%82-%D0%BD%D0%B0-%D0%B0%D1%83%D0%B4%D0%B8%D0%BE-%D0%B8-%D0%B0%D1%83%D0%B4%D0%B8%D0%BE%D0%B2%D0%B8%D0%B7%D1%83%D0%B5%D0%BB%D0%BD%D0%B8-%D0%BC%D0%B5%D0%B4%D0%B8%D1%83%D0%BC%D1%81%D0%BA%D0%B8-%D1%83%D1%81%D0%BB%D1%83%D0%B3%D0%B8-%D0%B7%D0%B0-2020-%D0%B3%D0%BE%D0%B4%D0%B8%D0%BD%D0%B0.pdf
https://avmu.mk/wp-content/uploads/2021/09/%D0%90%D0%BD%D0%B0%D0%BB%D0%B8%D0%B7%D0%B0-%D0%BD%D0%B0-%D0%BF%D0%B0%D0%B7%D0%B0%D1%80%D0%BE%D1%82-%D0%BD%D0%B0-%D0%B0%D1%83%D0%B4%D0%B8%D0%BE-%D0%B8-%D0%B0%D1%83%D0%B4%D0%B8%D0%BE%D0%B2%D0%B8%D0%B7%D1%83%D0%B5%D0%BB%D0%BD%D0%B8-%D0%BC%D0%B5%D0%B4%D0%B8%D1%83%D0%BC%D1%81%D0%BA%D0%B8-%D1%83%D1%81%D0%BB%D1%83%D0%B3%D0%B8-%D0%B7%D0%B0-2020-%D0%B3%D0%BE%D0%B4%D0%B8%D0%BD%D0%B0.pdf
https://avmu.mk/wp-content/uploads/2021/09/%D0%90%D0%BD%D0%B0%D0%BB%D0%B8%D0%B7%D0%B0-%D0%BD%D0%B0-%D0%BF%D0%B0%D0%B7%D0%B0%D1%80%D0%BE%D1%82-%D0%BD%D0%B0-%D0%B0%D1%83%D0%B4%D0%B8%D0%BE-%D0%B8-%D0%B0%D1%83%D0%B4%D0%B8%D0%BE%D0%B2%D0%B8%D0%B7%D1%83%D0%B5%D0%BB%D0%BD%D0%B8-%D0%BC%D0%B5%D0%B4%D0%B8%D1%83%D0%BC%D1%81%D0%BA%D0%B8-%D1%83%D1%81%D0%BB%D1%83%D0%B3%D0%B8-%D0%B7%D0%B0-2020-%D0%B3%D0%BE%D0%B4%D0%B8%D0%BD%D0%B0.pdf
https://hura.hr/vijesti/rast-domaceg-digitala-potvrdio-iab-croatia-online-oglasavanje-u-hrvatskoj-doseglo-gotovo-90-milijuna-eura/
https://hura.hr/vijesti/rast-domaceg-digitala-potvrdio-iab-croatia-online-oglasavanje-u-hrvatskoj-doseglo-gotovo-90-milijuna-eura/
https://www.portalnovosti.com/kvadratura-ploca
https://www.portalnovosti.com/gdje-nestaju-tekstovi-o-soa-i-partnerima-sefa-ppd-a
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Cognitive capture

In Albania, advertisers have high influence over media content due to lax
regulations and non-transparency in the advertising market. Public funds
and government advertisements are channeled in the largest media outlets in
the country. Television outlets were the primary beneficiary of the majority of
these funds in 2022, taking 80% of the market, with three national television
stations accounting for 70% of the whole advertisement market.”” Similarly
in Bosnia and Herzegovina, most of the revenue of media comes from the
government through grants, subsidies, and commercial outlets, and local
media is dependent on local governments for financing.** However, access to
such funds is typically reserved for media close to the ruling parties in the
cantons.

In Serbia, government interests influence the advertising market primarily
through large state-owned companies or private enterprises that are closely
connected to ruling elites. The majority of advertisement revenue coming
from such companies goes to pro-government media, creating a vicious
cycle.®! Similarly, financial incentives for the local media are largely coming
from local authorities which thus receive a say in shaping editorial policies
in such a way that local media broadcasts the activity of the respective local
authorities instead of independent content.

Cognitive capture denotes that reporters and journalists themselves influence
content by reflecting their own perceptions and worldviews or those of their
customers onto their media products. If journalists themselves are conspiracy
theorists, anti-vaxxers, pro-Kremlin oriented, etc. these worldviews are
echoed in the media environment and become engrained in popular beliefs
over time, depending on the consumption of media outlets in the state.
The information that is circulated in the background media environment
creates underlying assumptions, which influence both the regulatory bodies
reporting information and the public. Since, in SEE information is mostly
sought via television and online media portals, those media types will
be the most critical in establishing public opinion and setting the stage for
accepting certain narratives.

The very nature of the business model of outlets that proliferate hyper-
sensationalist content and conspiracy theories creates a number of financial
incentives and technological enablers for the dissemination of false
information: the greater the desire for popularity, the greater the temptation
to share polarizing and attention-grabbing content that has not been subjected
to any form of factual verification. Lack of regulation and difficulties with
online information validation create an alarmingly conducive climate for
disinformation and other types of propaganda. Critical events such as the
COVID-19 pandemic and Russia’s invasion of Ukraine triggered a resurfacing
of anti-systemic and conspiratorial sentiments and reinforced the existing
polarization in the already divided societies in SEE.

7 Dvorak, A. et al. (eds.), Vibrant Information Barometer 2022, Washington DC: IREX, 2022.
8 Interview with a Serbian CSO expert, July 15, 2022.
8 Dvorak, A. et al. (eds.), Vibrant Information Barometer 2022, Washington DC: IREX, 2022.


https://www.irex.org/sites/default/files/Vibrant_Information_Barometter_2022.pdf
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Figure 7. News sources in North Macedonia in 2021
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Source: NDI, North Macedonia Public Opinion Research: Democracy, Geopolitics, Disinformation, 2021.

In North Macedonia, citizens are evenly divided over trust in media
reporting. Half of them trust the media, while the other half claim, they
do not trust the media (49% each). This division, especially in the media
landscape is not only because of the business interests, identity issues, and
because of party-political affiliations, but a huge influence in this polarization
lies in the ethnic and language differences of the population. Among the
main reasons for distrust in the media is the perception that certain media
are under political influence and that they are spreading misinformation and
propaganda.®” Eighty-seven percent of citizens surveyed in 2021 believe there
is disinformation in the media.®

Figure 8. Trust in TV, radio, newspapers and online news sources in North
Macedonia in 2021
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Source: Ipsos Strategic Marketing (2021), Trust in the media — North Macedonia.

8 The Macedonian Media Institute (MIM), The Future of the Audiovisual Media Industry in
Macedonia, 2018.

8 NDI, Public Opinion Research: Democracy, Geopolitics, Disinformation, 2021.


https://www.ndi.org/publications/north-macedonia-public-opinion-research-democracy-geopolitics-disinformation
https://seenpm.org/north-macedonia-opinion-poll-results-on-media-trust-and-media-gender-issues/
https://mim.org.mk/en/publications/1100-the-future-of-the-audiovisual-media-industry-in-macedonia
https://mim.org.mk/en/publications/1100-the-future-of-the-audiovisual-media-industry-in-macedonia
https://www.ndi.org/sites/default/files/MK REAPPS  2021 public.pdf
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With 88% of people watching television every day, Bulgarians ranked as the
third highest users of TV in the EU in 2022.%* On the other hand, the country
was at the bottom of the EU-27 in the consumption of written press, with only
4% of people reading news on a daily basis, and the second lowest in the EU
in regard to radio consumption (27% listened in on a daily basis in 2022). In
terms of online sources, 27% of respondents said they used the internet every
day, which was the second lowest in the EU. In 2022, some 54% of Bulgarians
said they used online social networks every day, which was above the EU
average of 44%. Worryingly, Bulgarians held among the highest trust in
internet sources in the EU-27, with 44% compared to an EU average of 34%).
Only 35% were distrustful of online sources, significantly lower than the EU
average of 54%.%

Figure 9. Daily media use and trust in media in Bulgaria in 2022
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Source: European Commission, Media use in the European Union: Report, 2022.

In 2022, some 55% of Bulgarians claimed to have been “very often” or “often”
exposed to disinformation and fake news in the preceding seven days.®
Simultaneously, 67% felt confident they can identify disinformation compared
to an EU average of 64%. Given the pervasive presence of disinformation in
Bulgaria’s information landscape, including mainstream public broadcasters,
an inability and overconfidence to detect disinformation reflects lower
levels of information and media literacy and the country’s vulnerability to
information manipulation and interference. High levels of consumption and
trust towards online sources raise the question of the critical perception of
the quality of sources.

The 2019 IREX “Media Sustainability Index demonstrates that Bulgarians have
access to a diverse range of media outlets, whether cable, online, broadcast,
or print, from both domestic and foreign sources.®” Nevertheless, the research
notes that a variety of media outlets (i.e. external pluralism) has not translated
into media pluralism in the sense of having a plurality of voices, opinions,
and analyses (i.e. internal pluralism).

8 European Commission, Media use in the European Union: Report, 2022.
% European Commission, Media use in the European Union: Report, 2022.
% European Parliament, Media & News Survey 2022, 2022.

8 Dvorak, A. et al. (eds.), Media Sustainability Index 2019: The Development of Sustainable
Independent Media in Europe and Eurasia, Washington DC: IREX, 2022.


https://op.europa.eu/en/publication-detail/-/publication/4b337bf0-2d8c-11ed-975d-01aa75ed71a1
https://op.europa.eu/en/publication-detail/-/publication/4b337bf0-2d8c-11ed-975d-01aa75ed71a1
https://op.europa.eu/en/publication-detail/-/publication/4b337bf0-2d8c-11ed-975d-01aa75ed71a1
https://europa.eu/eurobarometer/surveys/detail/2832
https://www.irex.org/sites/default/files/pdf/media-sustainability-index-europe-eurasia-2019-full.pdf
https://www.irex.org/sites/default/files/pdf/media-sustainability-index-europe-eurasia-2019-full.pdf
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Geopolitical public attitudes in the region are largely based on the
exploitation of historical and cultural connections. Media narratives are
capable of taking hold within society due to the already established opinions
based on the recent past, its (ab)use by politicians to yield public support and
cultural connections to countries like Russia or economic ties with China.

In Serbia, following years of pro-Russian and pro-Chinese propaganda
coming from government-leaning or — controlled media sources, which
reporting has at best been neutral about the EU, and primarily negative about
NATO and the US, the Serbian public has become very receptive towards
positive and unreceptive towards negative news about Russia and China.
The propaganda has been chiefly built on cultural and historical proximity
and connections between Serbs and Russians, as well as on the negative
sentiments about the West, primarily based on the historical experience of
the Yugoslav Wars (1991-2001), and in particular the 1999 NATO bombing
of Serbia. For example, the projection on the US embassy in Moscow of the
number of days of NATO bombing is still very present in Serbian discourse
and has been reinvigorated during the war in Ukraine.* The war in Ukraine
has polarized the Serbian public. The latest opinion polls reflect this — the
number of Eurosceptics has increased — more than 50% of people oppose
Serbia’s membership in the EU, and more than 80% oppose introducing
sanctions on Russia.*” These results represent a change as the support for EU
membership has been over 50% for the past several years.”

Similarly, in Bosnia and Herzegovina, the public remains divided regarding
their opinion towards the key global powers.” This is attributed to historical,
cultural, religious, ethnic and other connections that particular ethnicities in
BiH and neighboring countries have with key European and global actors.
In addition to the activities of Russia’s official diplomatic representation and
cultural centers in BiH, Russian cultural influence is projected in Bosnia
through the activities of the various cultural and “humanitarian” NGOs
and the Orthodox church, which bears significant influence on the Serb part
of the population, comprising approximately 30% of people in BiH.

The influence of the cultural media environment in those opinions is
important to be noted, based on the ethnic identification of those surveyed.
When the above stated results are broken down into BiH ethnicities, out of
41% of BiH citizens who perceived Russia as the biggest threat, 60% were
Bosnians, 41% were Croats while only 6% were Serbs. In 2022, out of 25% of
BiH citizens who saw China as the biggest threat, 32% were Bosnians, 31%
Croat, while only 6% were Serbs. On the other hand, out of 29% of citizens
who saw the USA as the biggest threat in 2022, 45% were Serbs, 33% were
Croats and 20% were Bosnians who believed this was the case.

% Novosti online, Pycka mopyka amepukannmma: Ha ambacaau CA/J y Mocksu ocsanyae
peun — , Hehemo onpocrutn!” (Buaeo) [Russian message to Americans: At the US embassy
in Moscow the words dawned — “We will not forgive!” (Video)], March 24, 2022.

® S.P, “Javno mnjenje: Cak 80 odsto protiv sankcija Rusiji”, Vreme, 2022.
% See: Public opinion polls of the Ministry of European Integration 2006-2021.
o1 IRI Center for Insights in Survey Research, 2022 Western Balkans Regional Survey, 2022.


https://www.novosti.rs/c/drustvo/vesti/1099814/najnovije-vesti-ruska-ambasada-sad-bombardovanje-srbije-rusija
https://www.novosti.rs/c/drustvo/vesti/1099814/najnovije-vesti-ruska-ambasada-sad-bombardovanje-srbije-rusija
https://www.vreme.com/vesti/javno-mnjenje-cak-80-odsto-protiv-sankcija-rusiji/
https://www.mei.gov.rs/srp/informacije/javno-mnjenje/istrazivanje-javnog-mnjenja/
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Figure 10. Public perceptions of geopolitical actors in Bosnia and Herzegovina
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Source: IRl Center for Insights in Survey Research, 2022 Western Balkans Regional Survey, 2022.

Public attitudes in Montenegro have continuously shifted between the East
and the West as Montenegro’s foreign politics has been balancing the various
powers’ geopolitical interests in the country. Montenegrin’s Orthodox
Christian and Slavic heritage have held strong ties with Russia throughout
history, which were politically weakened when the county shifted its foreign
course towards the West, resulting in Montenegro becoming a NATO member
in 2017, and being a frontrunner in the process of becoming an EU member.

In June 2022, 83.5% of the Montenegrins would vote for Montenegro’s
accession to the European Union.”” This is the largest public support for EU
membership in the last five years. However, the high level of polarization
of the Montenegrin society is better reflected when citizens are asked
which geopolitical actors Montenegro should align its foreign policy with.
Even though citizens have supported Euro-Atlantic integration with just a
slight advantage by supporting the alignment with European Union’s foreign
policy (64,3%), and the United States (46,2%), a considerable share of citizens
believe that Montenegro should follow the foreign policies of Russia (41,6%),
China (38,3%) and neighboring Serbia (45,7%).”* This is a direct indicator
of the power of Russia’s malign influence, including the use of Serbia as
a proxy, through strategically created narratives that are being spread in
Montenegro. However, malign Russian influence in Montenegro is hard
to measure because it is led through proxies such as the Serbian Orthodox
Church, national and local media, and the Government of Serbia. The main
nationalist narrative spread by these proxies is that Montenegro must return
to traditional values within the wider Orthodox community, under Russian
motherhood as protector of the faith.

2 Delegation of the European Union to Montenegro, Public opinion poll: citizens still highly
support the EU, 2022.

% Centre for Democracy and Human rights (CEDEM), Political Public Opinion Poll, 2021.


https://www.eeas.europa.eu/delegations/montenegro/public-opinion-poll-citizens-still-highly-support-eu_en
https://www.eeas.europa.eu/delegations/montenegro/public-opinion-poll-citizens-still-highly-support-eu_en
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In Albania, only 51.84% think that Russia’s influence on country’s security
is “negative” or “very negative”, while 33.72% think Russia’s influence is
“neutral” and another 7.62% think it is “positive”; 6.10% cannot identify at
all the nature of its influence.”* After the Russia’s war in Ukraine started the
citizens are also split, only 15.1% of the citizens think that Russia poses a
very large threat and another 37.1% think that Russia poses a large threat.
About 15% think that Russia’s actions pose a very small or no threat at all to
Albania and 31.6% think the threat is small. Yet, Russia’s potential or desire
for meddling in Albania should not be underestimated, given recent cyber-
security attacks, which have indicated the very low level of preparedness of
the Albanian public institutions to react adequately.”

Box 5. Polarized information environments divided along ethnic lines
in Kosovo reinforcing cognitive perceptions

The media market in Kosovo is divided along ethnic lines where the most
media outlets are monolingual. This also reflects the topics the respective
media cover and the space they provide for members of other communities in
Kosovo. Moreover, these differences also affect the model of financing of the
Albanian-speaking and Serbian-speaking media and the access they have to
different forms of financing. Since Serbian-speaking media operate in smaller
municipalities or regions in Kosovo and target a smaller community, they have
limited access to the advertising market. Most of them are registered as non-
profit organizations, relying on international and local donors to fund their
operations.

On the other hand, most Albanian-speaking media are registered as businesses
and finance their activity mainly through advertising. Furthermore, while the
Kosovar government does not provide media grants, state-owned companies
and other government institutions finance the media through the purchase of
advertising spaces or support them through subsidies.

However, in the absence of established legal rules or self-regulatory
mechanisms for media financing, there is lack of transparency by the media
regarding financing, and it remains unclear what are the shares of funding
from different sources. Uncertainties about funding and dependence on
advertising revenues, both from public institutions and from the private sector,
allow space for their influence in the media. This potential influence comes in
several forms. While there is no direct government censorship of the media,
to avoid the loss of advertising from the public sector, often the media self-
censor and obey to an editorial policy aligned with the government. Similarly,
in some cases media spare criticism to the government, as a means to preserve
advertising space for businesses close to the government.

In addition, media in Kosovo, in particular online media, do not publish
information on ownership, thus minimizing their transparency. Even
when there is ownership information in the commercial registry, it is often
incomplete and does not accurately reflect the capital or ownership structure
of certain media. In this respect, the lack of transparency regarding financing
and ownership raises questions about the relationships of media with political
and business actors, and the dependency they potentially have towards private
interests of such actors.

% Center for the Study of Democracy and Governance, Albanian Security Barometer 2019,
2020.

% At the end of 2021, Albania reported a massive leak of citizens’ data, including information
on their political believes, salaries, license plates, ID numbers, phone numbers. One the
individuals arrested in connection with the leak was confirmed to work for a Russian
company owned by the billionaire Oleg Viktorovich.


https://tirana.fes.de/news-events-publications-detail/albanian-security-barometer
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The geopolitical crisis resulting from Russia’s invasion of Ukraine has
highlighted the importance of Montenegro’s NATO membership, but it
has also highlighted internal weaknesses reflecting political, national, and
social fragmentation, which could be easily exploited for further divisions
along political and ethnic lines through media reporting. The roots of the
strong Orthodox Church influence in Montenegro and other Balkan post-
communist countries can be traced to the role of religion as an instrument
of reclaiming lost identity and regaining a forgotten heritage and historical
memory. Ironically, these feelings of lost identity in this part of the world
should be related to the Yugoslav or Soviet past. Russia’s strategy to influence
perceptions within Montenegro directly engages with the concept of renewed
Montenegrin national identity. Such narratives present Montenegrins as
a part of the Serbian nation, which is a negation of Montenegrin identity,
culture, and history, which can be observed in reporting of media supporting
this narrative.

In Serbia, Russia’s invasion of Ukraine has polarized the public, too, on top of
already existing strong positive emotional connections to Russia. A peculiar
element in this process was that the war broke out amidst parliamentary and
presidential elections in the country. As such, the issue of Serbia’s positioning
vis-a-vis Russia’s aggression was a significant topic in public discourse
surrounding the election. While the ruling Serbian Progressive Party (SNS)
sought neutral ground relative to the rest of Serbia’s political landscape,
their partner in the government — the Socialist Party of Serbia (SPS) — and
several right-wing small opposition parties have instrumentalized the issue
of sanctions and amplified anti-western sentiments in the country.

Despite being a NATO and EU member since 2009 and 2013, respectively,
political reactions in Croatia in regard to Russia’s invasion of Ukraine were
divided. The government, led by Prime Minister Andrej Plenkovi¢, has
repeatedly criticized Russia’s aggressive foreign policy and emphasized
its full support for Ukraine. The Prime Minister has been consistently
demonstrating sympathy towards Ukraine since Russia’s initial invasion in
2014. As a member of the European Parliament, Mr Plenkovi¢ chaired the
Delegation to the EU-Ukraine Parliamentary Association Committee and
provoked angry reactions from Russia on multiple occasions by proposing
peaceful re-integration of Crimea and Donbas back into Ukraine.

In contrast, President Zoran Milanovi¢ has publicly opposed sanctions against
Russia and stated that any potential solution must take account of Russia’s
security interests. Milanovi¢’s popularity in opinion polls has been declining
since April 2022, likely as a result of his statements on the war in Ukraine.”
Milanovi¢ also proposed blocking the accension of Finland and Sweden
to NATO until the election law in neighboring Bosnia and Herzegovina is
changed in accordance with demands of the Croatian community in Bosnia.
This resulted in Prime Minister Plenkovi¢ publicly accusing President
Milanovi¢ of being a Russian agent of influence. Despite publicly amplifying
pro-Kremlin narratives, there are no indications of direct ties between
President Milanovi¢ and Russian interests.

% RTL, Cro Demoskop.


https://www.rtl.hr/tema/cro-demoskop
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Box 6. China's role in the Balkans: completing Russia

China has supported Russia’s invasion in Ukraine, although not without
limits. Similarly, it has designed its own 17+1 initiative, seeking to reinforce
CEE and EU divisions, with a particular focus on the Balkans. Notably, China
has created inroads in countries, which have been more skeptical to Russia,
such as Albania and Croatia.

While Russia is perceived as a significant threat, the Croatian government
has a different position when it comes to relations with China, which is seen
as an important economic partner. In an interview with Xinhua in May 2022,
Prime Minister Plenkovi¢ claimed that relations between China and Croatia
are excellent and expressed his gratitude to China for helping Croatia with
a steady provision of medical supplies during the COVID-19 pandemic.
Plenkovi¢ advocated for more economic cooperation with China, especially
on energy,” an issue on which President Milanovi¢ also agrees. In a recent
telegram exchanged with Xi Jinping, President Milanovi¢ wrote that China and
Croatia have always had a “fruitful cooperation” and that the two countries
would “continue to build up their partnership”.”®

Public perceptions in Albania about China grew increasingly positive in the
years preceding Russia’s invasion of Ukraine. Positive geopolitical sentiments
about China’s influence on Albania’s security have risen threefold to 75% in
2020, while negative sentiments decreased several-fold, to less than 3% in the
same year. Opinion polls from 2022 appear to confirm this trend, with 77% of
Albanians not regarding China as a threat.”

Figure 11. Public perceptions of Chinese influence on national security
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Source: CSDG, Albanian Security Barometer 2020, 2020.

Between 2017 and 2022, as China’s “One Belt, One Road” program was pro-
gressing, there was an increase in the numbers of journalists and former diplo-
mats that registered a rise in joint cooperation initiatives between Albania and
China. There was also a considerable increase in the number of publications in
English and Albanian which have been financed by Chinese state-controlled
companies.
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Xinhua, Interview: Croatia looks forward to deepening ties with China: Croatian PM, 2022.

China Radio International, Xi Jinping i Zoran Milanovi¢ razmijenili telegramske cestitke povodom

30. godisnjice uspostave diplomatskih odnosa, 2022.

Center for the Study of Democracy and Governance, Albanian Security Barometer 2022,

2022.


https://csdgalbania.org/presentation-of-the-second-edition-of-the-albanian-security-barometer-2020/
https://english.news.cn/europe/20220518/5a1f285e391f46149ebace2eb99f5a36/c.html
https://croatian.cri.cn/vijesti/3742/20220513/756396.html
https://croatian.cri.cn/vijesti/3742/20220513/756396.html
https://csdgalbania.org/albanian-security-barometer-2022/

DISINFORMATION IN THE BALKAN DIGITAL
MEDIA LANDSCAPE

Russia’s informational influence in the Balkans is concentrated along
geographic, cultural, and ethnolinguistic lines, and is also reflective of
its economic presence, diplomatic relations, and geopolitical position vis-
a-vis each country. The region is particularly vulnerable to the Kremlin’s
disinformation due to longstanding historical ties to Russia, low levels of
information literacy, and the presence of various ethnic, national, and religious
tensions, which themselves breed emotional politics that is conducive to
information interference and manipulation.

Recurrent pro-Kremlin disinformation narratives reflect the Kremlin’s
overarching geopolitical vision for the Balkans, which can be best
summarized as a regression back to the regional state of affairs of the Cold
War. Pro-Kremlin media in the region most often contrast Serbia to the
other countries (especially EU and NATO members Bulgaria and Croatia)
as striving for independence from allegedly coercive Western influence, and
as pursuing its own national interests despite this pressure. In essence, this
messaging presents Serbia as the only country that pursues its own foreign
and domestic policies, whereas Croatia and Bulgaria are on the other side of
the spectrum — presented as being almost entirely unduly directed by the
US, NATO, and the EU (with NATO and the EU themselves most often being
presented as vehicles for American influence).

Two countries stand out in the context of Russia’s malign authoritarian
influence in the region: Serbia and Bulgaria. They serve as key bases of
operations for the Kremlin in the region in terms of both its material and
ideational influence.'”” However, the two countries serve different functions.
Where Serbia and the Serbian language facilitates Kremlin’s influence in
the rest of the Western Balkans and discourage integration in Euro-Atlantic
structures, Bulgaria, through its Russia-appeaser and enablers among
politicians and media, normalizes pro-Kremlin disinformation domestically
and in Euro-Atlantic institutions.

In Serbia, the prevalent attitudes among politicians, mainstream media,
and the general public coincide with the Kremlin’s own ideology to a
considerable degree. The vast majority of Serbia’s highest-ranking political
leaders participated in the Yugoslav Wars that took place from 1991 to 2001
in one form or another. Aleksandar Vuci¢, who served as Prime Minister
twice between 2014 and 2016, and who has been serving as Serbia’s President
since 2017, was an MP and Secretary General of the Serbian Radical Party
from 1994 to 2008,"* which was founded by a convicted war criminal and
one of Slobodan Milosevic’s closest allies.!?? Ivica Daci¢, leader of the Socialist

1 One of the most notable incidents evidencing this was the coup attempt in Montenegro in
2016 when local and Kremlin-affiliated agents used the territories of both Serbia and Bulgaria
to plan and conduct the operation.

01 President of Serbia, Biography.
12 BBC, “UN appeal court convicts Serb radical Seselj of war crimes”, April 11, 2018.


https://www.predsednik.rs/en/president/biography
https://www.bbc.com/news/world-europe-43729348
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Party of Serbia and Vuci¢’s latest coalition partner, served as Milosevic’s
spokesperson. Serbia’s minister for European Integration between 2017 and
2022, Jadranka Joksimovi¢, worked for the Serbian Radical party’s magazine,
Velika Srbija (Greater Serbia). The country’s leaders have never renounced the
war crimes committed by Serbian nationalists in the 1990s and continue to
thank Russia for its support during the Yugoslav wars.

In short, Serbian politicians have kept the fires of Serbian nationalism and
pro-Kremlin sentiments alive for the past two decades, especially through
the government’s extensive control over the media landscape. With surveys
from late 2022 showing that 95% of Serbs see Russia as a true ally and that
82% are opposed to sanctions against Russia, these sentiments clearly remain
strong even after Russia’s unprovoked invasion of Ukraine. Moreover, the
Serbian nationalist doctrine is clearly reliant on Russia’s potential to change
the international rules-based order in a manner that would allow Serbia to
bring back its “rightful” territories in Kosovo, Montenegro, Republika Srpska,
and Croatia, just as Russia is attempting to do so in Eastern Europe and the
Caspian Region. Informational influence and national minorities play a key
role in the ambitions of both the Serbian and Russian nationalist doctrines.

Serbia and the Serbian language continue to be the primary gateways for
Russia’s informational influence in the rest of the Western Balkans,
particularly due to the Serbian minority groups and enclaves spread
throughout the region. By facilitating Russia’s interference in the affairs of
Serbia’s neighbors, and by serving to independently promote pro-Kremlin
messaging (and geopolitics) in the Western Balkans, Serbia is a key factor in
the Kremlin’s ambitions in the region. Serbian ultra-nationalist sentiments
and pro-Kremlin narratives are maintained through Serbian-language media
based in Serbia itself and in Serbian-dominated territories, such as Republika
Srpska in Bosnia and Herzegovina. In turn, ultra-nationalist and pro-Kremlin
sentiments among Serbian speakers serve to pressure governments in the
region into compromises and shift public discourse toward narratives that
would otherwise not be as popular or impactful, if at all present.

Despite being a NATO and EU member since 2004 and 2007 respectively,
Russia has been able to maintain a significant informational foothold in
Bulgaria through opaque networks of political and business elites. Reputable
Western investors gradually exited the Bulgarian media space in response to
the 2008 financial crisis. They were supplanted by local oligarchic networks
with political clout and business interests that often overlap with or were
reinforced by those of the Kremlin and its proxies. As a consequence, key
media groups were transformed into political tools used to besmirch
political opponents, business competitors, and journalists. The poor media
environment and the lack of clear regulations on corporate involvement
in media financing also facilitate malign foreign influence that seeks to
penetrate the Bulgarian media. Russia has leveraged its corporate ties to
Bulgarian oligarchic networks, encompassing media outlets known to spread
disinformation that can influence high-level decision-making. Nevertheless,
Bulgaria does not have nearly the same level of ethnic, linguistic or territorial

1% Hoxhaj, A., “Ukraine war: Serbia is shifting closer to Russia — here’s why”, The Conversation,
November 7, 2022.


https://theconversation.com/ukraine-war-serbia-is-shifting-closer-to-russia-heres-why-192472
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Mainstream online
outlets

ties to the rest of the Western Balkans that Serbia has, making it less suitable
for cross-country informational influence in the region.

In both Bulgaria and Serbia, and across the Balkans, Russia has sought to
underpin and/or leverage its media presence or disinformation narratives
with economic and security investments.

Media monitoring and audience measurement data from the five most visited
news websites in each country in 2022 was used to quantify and compare the
presence of propaganda terms used in the Kremlin’s recurrent disinformation
narratives. The selection criteria for mainstream online outlets were based
entirely on the websites” web traffic (as a proxy for potential impact), with no
initial consideration of their editorial policies or journalistic standards.

Content from the mainstream news websites was filtered for the first six
months of 2022 based on keywords closely associated with three recurrent
disinformation narratives originating from the Kremlin: (i) that Russia
is conducting a special military operation for the denazification and
demilitarization of Ukraine; (ii) that the US and other Western countries are
secretly developing unconventional weapons in bio-laboratories in Ukraine;
and (iii) that the US and NATO are malign actors seeking world domination
through duplicitous and aggressive means. The articles were collected
using three sets of comprehensive Boolean queries based on the Kremlin’s
established rhetoric and propaganda terms. These terms were chosen for
their well-documented, recurrent, and near-exclusive use by the Kremlin
and Kremlin-controlled media. Once collected, randomized samples of 100
articles from each news website were manually reviewed to ascertain the
presence of disinformation.

Over half of the countries (five out of eight) have at least one of their
five mainstream news websites as an endemic source of pro-Kremlin
disinformation and other types of propaganda. This is the case in Bulgaria,
Bosnia and Herzegovina, Montenegro, North Macedonia, and Serbia. Taken
together, the Bulgarian (2,479 articles, or 30% of all) and Serbian (1,875 articles,
or 22% of all) outlets account for nearly half of all the identified articles. This
shows that Kremlin’s informational influence has penetrated deep into the
mainstream digital media landscape of the Balkans.

Even so, significant differences can be identified in the extent and manner in
which mainstream outlets cover the claims originating from Kremlin officials
and Kremlin-controlled entities. Evidently, mainstream outlets in the region
differ significantly in the degree to which they use the Kremlin’s known
propaganda terms and whether they present claims by Russian officials
and their proxies as facts or as subjective interpretations. Some mainstream
outlets in the region consistently and punctually cover even minute news and
statements coming from the Kremlin and devote a significant share of their
news reporting to these items.
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Figure 12. Number of articles from mainstream outlets based on three narratives originating
from the Kremlin (1 January-30 June 2022)
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Source: CSD using data from Sensika.

With four out of five of its most visited news websites (namely, novosti.rs,
kurir.rs, rts.rs, and sd.com) consistently publishing pro-Kremlin disinformation,
Serbia stands out as the most pronounced case. Novosti.rs accounts for 1,153
articles or 61% of all the articles collected from the Serbian-based mainstream
news websites. These included articles claiming that Zelensky had lost his
mind by going to war,'™ that Russian military plans were successful and
going exactly according to plan,'® that Ukraine was employing terrorist
tactics and provocations,'® that Ukrainian armed forces were Nazis'” that
kill and use civilians as “human shields”,'®® that Russia was fighting NATO
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Novosti.rs, “Vili vimer o Zelenskom: “Sisao je s uma”, trazi da ratujemo za njih umesto da
trazi mir” [Willi wimer on Zelenskyy: ,He’s out of his mind“, he asks us to go to war for them
instead of asking for peace], June 30, 2022.

Novosti.rs, “Ruska ofanziva ne staje: Rezime stalje na frontu General$taba Oruzanih snaga
Ukrajine” [The Russian offensive doesn't stop: Summary of stops on the front of the General
Staff of the Armed Forces of Ukraine], June 29, 2022; Novosti.rs, Putin o ratu Ukrajini: Sve ide
po planu, ruske trupe dostizu ciljeve, nema rokova [Putin on the war in Ukraine: Everything
is going according to plan, Russian troops are reaching their goals, there are no deadlines],
June 29, 2022.

Novostirs, Kijev deli oruzje civilma: “Primenjuju taktiku terorista iz Sirije” [Kyiv gives
weapons to civilians: “They are using the tactics of terrorists from Syria”], February 26, 2022.
Novosti.rs, General Konasenkov: Imamo poginulih i ranjenih, znamo kako se ukrajinski
nacisti odnose prema zarobljenicima — isto kao i nemacki [General Konashenkov: We have
dead and wounded, we know how the Ukrainian Nazis treat prisoners — the same as the
German], February 27, 2022.

Web pages have since been removed: https://www.sd.rs/ukrajina/vesti/ukrajina-rusija-
civili-napad-sukob-vojska-volnovaha-2022-03-01; https:/www.sd.rs/ukrajina/vesti/ministar-
odbrane-rusije-se-oglasio-ukrajinci-koriste-kao-civile-kao-stit-mi-ih-pokusavamo-zastiti-
na-2022-03-01.


https://www.novosti.rs/planeta/svet/1131468/rat-ukrajini-donbas-ukrajina-rat-lisicansk-ruska-armija-ukrajinska-vojska
https://www.novosti.rs/planeta/svet/1131468/rat-ukrajini-donbas-ukrajina-rat-lisicansk-ruska-armija-ukrajinska-vojska
https://www.novosti.rs/planeta/svet/1131052/rat-ukrajini-donbas-ukrajina-rat-lisicansk-ruska-armija-ukrajinska-vojska
https://www.novosti.rs/planeta/svet/1131052/rat-ukrajini-donbas-ukrajina-rat-lisicansk-ruska-armija-ukrajinska-vojska
https://www.novosti.rs/planeta/svet/1131144/rat-ukrajini-donbas-ukrajina-rat-lisicansk-ruska-armija-ukrajinska-vojska-vladimir-putin
https://www.novosti.rs/planeta/svet/1131144/rat-ukrajini-donbas-ukrajina-rat-lisicansk-ruska-armija-ukrajinska-vojska-vladimir-putin
https://www.novosti.rs/planeta/svet/1090343/najnovije-vesti-rusija-ukrajina-rat-ukrajini-uzivo-rat-rusiji-2022-russia-and-ukraine-news-war-ukraine-kijev-civili
https://www.novosti.rs/planeta/svet/1090635/rat-ukrajini-rat-rusiji-2022-ukrajina-rat
https://www.novosti.rs/planeta/svet/1090635/rat-ukrajini-rat-rusiji-2022-ukrajina-rat
https://www.sd.rs/ukrajina/vesti/ukrajina-rusija-civili-napad-sukob-vojska-volnovaha-2022-03-01
https://www.sd.rs/ukrajina/vesti/ukrajina-rusija-civili-napad-sukob-vojska-volnovaha-2022-03-01
https://www.sd.rs/ukrajina/vesti/ministar-odbrane-rusije-se-oglasio-ukrajinci-koriste-kao-civile-kao-stit-mi-ih-pokusavamo-zastiti-na-2022-03-01
https://www.sd.rs/ukrajina/vesti/ministar-odbrane-rusije-se-oglasio-ukrajinci-koriste-kao-civile-kao-stit-mi-ih-pokusavamo-zastiti-na-2022-03-01
https://www.sd.rs/ukrajina/vesti/ministar-odbrane-rusije-se-oglasio-ukrajinci-koriste-kao-civile-kao-stit-mi-ih-pokusavamo-zastiti-na-2022-03-01
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in Ukraine,'” and so on. The same and similar claims were also published on
sd.rs (which accounted for 452 articles or 24% of all articles from Serbia), as
well as on kurir.rs (98 articles or 5% of all) and on rts.rs (70 articles or 4% of all),
the latter being the website of the public broadcaster Radio Television Serbia
(RTS). In fact, out of the five Serbian mainstream news websites, blic.rs was the
only one to not contain pro-Kremlin disinformation and express criticism of
Russia’s aggression.

The Bulgarian group of mainstream online outlets accounted for the
highest volume of collected articles, with blitz.bg and fakti.bg each accounting
for about 760 articles or 30% of all the collected articles from the five most
visited Bulgarian news websites. A review of the collected content from
blitz.bg exposed a high volume of pro-Kremlin disinformation, such as
claims that the USA was using Ukraine to fight Russia,'"? that Ukrainian
armed forces had been deliberately “destroying” civilians,'" that Russian
military failures were Western propaganda,'? that Ukrainian refugees were
impudent and exploiting host countries,'” that it would take time for Russia
to “clean” Ukraine of Nazis,'* and various other propaganda claims. For its
part, Fakti.bg was not found to contain outright pro-Kremlin disinformation
but was characterized by poor journalistic standards, such as unreferenced
information and presenting unverified claims as factual.""®> Some of its articles
were critical of Russia’s aggressive foreign policy and the behavior of Russian
troops on the frontlines.

The well-known Bulgarian daily 24 Chasa (24 Hours), which accounted for
18% of all articles collected from Bulgarian mainstream outlets, published
claims coming from Russian officials without any editorial control or
mentioning of overriding facts in numerous instances. For example, the
statements of spokesperson Maria Zakharova (Director of the Information
and Press Department of Russia’s Ministry of Foreign Affairs) and Eleonora
Mitrofanova (Russia’s Ambassador in Sofia) that Bulgaria had expelled
70 Russian diplomats on order from the US and the UK were published
without qualifying these claims as unverified and as coming from a foreign

19 Web pages have since been removed: https:/www.sd.rs/ukrajina/vesti/turbulentna-istorija-

ukrajine-cela-hronologija-kako-je-putin-zapoceo-vojna-kampanju-protiv-nato-2022-02-24.
10 Blitz.bg, ,CAILl nampasnxa ot Ykparna usnutateder noauron” [The US made Ukraine a
testing ground], June 20, 2022.

11

Blitz.bg, ,, Kypraanucr or CAIIl otnae B XepcoHcka 064acT 1 paskaza KakBO € BUALA C OUNTe
cn” [A journalist from the USA went to the Kherson region and told what he saw with his
own eyes], June 9, 2022.

12 Blitz.bg, ,,Anaans: 3amio Kpemsa He Gpopcupa crierionepanysara s YkpaiiHa?” [Analysis: Why
does the Kremlin not force the special operation in Ukraine?], June 7, 2022.

13 Blitz.bg, ,Maxxa Aaradgapu Ka3a 1CTMHATa 3a YKpaMHCKITe Oe>KaHIIY Y HAC, KOATO BCITIKI CIL

mucasT, no npembadasar!” [Majd Alghafari told the truth about the Ukrainian refugees in
our country, which everyone thinks, but keeps silent!], June 4, 2022.

14 Blitz.bg, ,Ilosasu ce mpopouecTso Ha Banra sa “Onepanus Z”, 3eaencku u asosunre” [Vanga's

prophecy about ,Operation Z*, Zelensky and the Azovs], June 1, 2022.

5 Dzhambazov, D., ,Excriaosmara na Kpumckus MOCT e opraHM3MpaHa OT YKpaHCKUTe

criericay>xon” [The explosion of the Crimean bridge was organized by the Ukrainian special
services], Fakti.bg, October 10, 2022.


https://www.sd.rs/ukrajina/vesti/turbulentna-istorija-ukrajine-cela-hronologija-kako-je-putin-zapoceo-vojna-kampanju-protiv-nato-2022-02-24
https://www.sd.rs/ukrajina/vesti/turbulentna-istorija-ukrajine-cela-hronologija-kako-je-putin-zapoceo-vojna-kampanju-protiv-nato-2022-02-24
https://blitz.bg/svyat/sashch-napravikha-ot-ukrayna-izpitatelen-poligon_news892901.html
https://blitz.bg/svyat/zhurnalist-ot-sashch-otide-v-khersonska-oblast-i-razkaza-kakvo-e-vidyal-s-ochite-si_news889851.html
https://blitz.bg/svyat/zhurnalist-ot-sashch-otide-v-khersonska-oblast-i-razkaza-kakvo-e-vidyal-s-ochite-si_news889851.html
https://blitz.bg/svyat/analiz-zashcho-kreml-ne-forsira-spetsoperatsiyata-v-ukrayna_news890410.html
https://blitz.bg/analizi-i-komentari/mazhd-algafari-kaza-istinata-za-ukrainskite-bezhantsi-u-nas-koyato-vsichki-si-mislyat-no-premlchavat_news889870.html
https://blitz.bg/analizi-i-komentari/mazhd-algafari-kaza-istinata-za-ukrainskite-bezhantsi-u-nas-koyato-vsichki-si-mislyat-no-premlchavat_news889870.html
https://blitz.bg/svyat/poyavi-se-prorochestvo-na-vanga-za-operatsiya-z-zelenski-i-azovtsite_news887409.html
https://fakti.bg/world/720062-eksploziata-na-krimskia-most-e-organizirana-ot-ukrainskite-specslujbi
https://fakti.bg/world/720062-eksploziata-na-krimskia-most-e-organizirana-ot-ukrainskite-specslujbi
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authoritarian government."® Similarly, Lavrov’s statements that the EU and
NATO were preparing to wage war against Russia were also republished
without any sort of critical qualifications.'”

24 Chasa’s column dedicated to republishing content from China Radio
International, with which 24 Chasa has a commercial agreement for content-
sharing, deserves special mention. Articles from this column claimed that US
sanctions against Russia were detrimental to all,""® that the US was “pouring
oil” into the “crisis in Ukraine”'" and that US biolaboratories in Ukraine were
deliberately spreading diseases.”® In general, most of the articles from this
column appear to contain Chinese propaganda glorifying China’s economy,
society and politics, and vilifying the US, rather than explicitly supporting
the Kremlin’s aggression against Ukraine.

The liberal-democratic Dnevnik.bg (formerly a daily newspaper by the same
name), which accounted for just 6% of the collected Bulgarian articles, was not
found to contain any pro-Kremlin disinformation or propaganda. This is not
surprising given Dnevnik’s established reputation for opposing the Kremlin
and its local proxies, as well as the fact that it is a recipient of grants from the
America for Bulgaria Foundation (ABF), an independent NGO that supports
democratic actors in the country.

The group of Montenegrin mainstream online outlets came in third place in
terms of the overall number articles collected, and two of the outlets, namely
in4s.net and mondo.me, were identified as consistently publishing pro-Kremlin
disinformation. With 700 articles, in4s.net accounted for the highest number
of articles collected from Montenegro at 57%. Its content contained claims
that “Kiev has become a dumping ground for Russophobes”,”" that NATO
and Western forces were actively engaged in Ukraine,'** that Ukraine was

16 24chasa.bg, ,CAII] 1 BeaukobpuTaHus ca OTTOBOPHIU 3a M3TOHBAHETO Ha AUIIAOMATHUTE OT
Bparapus, emsita Mutpodanosa” [The US and Great Britain are responsible for the expulsion
of the diplomats from Bulgaria, Mitrofanova believes], June 29, 2022; 24chasa.bg, ,,3axaposa:
bparapus ronn 70 pycku AMIIAOMATH IO TIOpBYKa Ha BRHITHY cuan” [Zakharova: Bulgaria is
chasing 70 Russian diplomats at the behest of foreign powers], June 29, 2022.

11

S

24Chasa.bg, ,/laBpoB oosunn EC 1 HATO, ve 3ae4HO ce TTOATOTBAT 4a BOAAT BOIHA CPeITy
Pycnsa” [Lavrov accused the EU and NATO of jointly preparing to wage war against Russia],
June 24, 2022.

24Chasa.bg, »Yuasm Pyrsp: AMepukaHckmTe caHKLyy cpery Pycus e HaBpe ST Ha BCMYKI”
[William Ruger: US sanctions against Russia will hurt everyone], June 20, 2022.

118

19 24chasa.bg, ,Kaesp Aeitan: CAIL] 406aBsT MacA0 B OI'bHsI 110 OTHOIIIEHME Ha YKpalHCKaTa

kpusa” [Claire Daly: The US is adding fuel to the fire regarding the Ukraine crisis], May 4,
2022.

24chasa.bg, ,Jpuna fposas npes KMI: Amepuxanckure O0moaorndnu AabopaTtopuu B
Ykparina Tpsabsa ja Obgar pascaeasann” [Irina Yarovaya to KMG: American biological
laboratories in Ukraine must be investigated], March 25, 2022.

120

12

In4s.net, “Hepeau y Kasaxcrany — ykpajunckn ,1euar”: Kako je Kujes mocrao ,gernonuja
pycodoba”” [Riots in Kazakhstan — Ukrainian “stamp”: How Kiev became a “dumping
ground of Russophobes”], January 27, 2022.

12 In4s.net, “Y KujeBy ce 4yjy cupene 3a BasdayInHy oOIlacHOCT; MakpoH Iaske YKpajuHu

sojuy texHuky” [Air danger sirens are heard in Kyiv; Macron sends military equipment
to Ukraine], February 25, 2022; in4s.net, ,,/IHP: bpuranckn crienmjaaim ctioky y Jonbac”
[LNR: British special forces arrive in Donbass], February 8, 2022; in4s.net, “11. san y>xuso:
/lonaoH Tpaxkn uckayderse Pycnje ns VIHTepriosa, HaIMOHAAUCTI Cy MUHUPAAN PeakTop
y Xapkop” [London demands exclusion of Russia from Interpol, nationalists blew up the
reactor in Kharkiv], March 6, 2022.


https://www.24chasa.bg/bulgaria/article/11919232
https://www.24chasa.bg/bulgaria/article/11919232
https://www.24chasa.bg/mezhdunarodni/article/11917004
https://www.24chasa.bg/mezhdunarodni/article/11917004
https://www.24chasa.bg/mezhdunarodni/article/11888509
https://www.24chasa.bg/mezhdunarodni/article/11888509
https://www.24chasa.bg/mezhdunarodni/article/11855624
https://www.in4s.net/neredi-u-kazahstanu-ukrajinski-pecat-kako-je-kijev-postao-deponija-rusofoba/
https://www.in4s.net/neredi-u-kazahstanu-ukrajinski-pecat-kako-je-kijev-postao-deponija-rusofoba/
https://www.in4s.net/uzivo-u-kijevu-se-cuju-sirene-za-vazdusnu-opasnost-makron-salje-ukrajini-vojnu-tehniku/
https://www.in4s.net/uzivo-u-kijevu-se-cuju-sirene-za-vazdusnu-opasnost-makron-salje-ukrajini-vojnu-tehniku/
https://www.in4s.net/lnr-britanski-specijalci-stizu-u-donbas/
https://www.in4s.net/11-dan-uzivo-london-trazi-iskljucenje-rusije-iz-interpola-nacionalisti-su-minirali-reaktor-u-harkovu/
https://www.in4s.net/11-dan-uzivo-london-trazi-iskljucenje-rusije-iz-interpola-nacionalisti-su-minirali-reaktor-u-harkovu/
https://www.in4s.net/11-dan-uzivo-london-trazi-iskljucenje-rusije-iz-interpola-nacionalisti-su-minirali-reaktor-u-harkovu/

Disinformation in the Balkan Digital Media Landscape 55

staging provocations and false flag operations,' that Ukraine’s military was
deliberately shelling its own civilians,'® and so on. For its part, mondo.me
accounted for 244 articles or 20% of all articles collected from Montenegro’s
mainstream online outlets. Mondo.me was relatively tamer in terms of volume
and frequency compared to in4s.net, but numerous articles still presented
the Kremlin’s disinformation narratives as factual, coupled with hyper-
sensationalist embellishments. These ranged from presenting the invasion
as a “special military operation” without any further qualification, to claims
that “Article 5 of the NATO treaty is worthless”, to citing RIA Novosti on
the “confirmed” presence of secret US biological laboratories.!”> None of
the other Montenegrin online outlets were found to contain pro-Kremlin
disinformation, with vijesti.me clearly taking a critical approach toward the
Kremlin’s aggressive foreign policy and malign influence.

Bosnia and Herzegovina and North Macedonia were the two other countries
where at least one of the five most visited news websites was identified as
containing pro-Kremlin disinformation, albeit not with the frequency and
explicitness of problematic outlets in Bulgaria, Montenegro and Serbia. The
Bosnian outlet at nezavisne.com was found to be publishing opinion pieces
claiming that NATO was an instrument of American pressure and that the
arrogance of American leaders borders on violence.'® The outlet’s news
reporting consistently referred to Russia’s invasion of Ukraine as a “Russian
military operation” ' and covered unfounded claims from Kremlin officials
without qualifying them or providing overriding observations or expert
opinions.’?® At the same time, some of the publications on nezavisne.com are
partly funded through grants by the US Department of State, which seems
to result in articles that, while superficial, express support for Bosnia’s

123 In4s.net, “Kujes >xeaeo Ja 13Beje MOHCTPYO3HY IIPOBOKAI[jy, 3€A€HCKY HAITyCTIO YKPajIHy
n nperrao y ITowcky” [Kiev wanted to carry out a monstrous provocation, Zelensky left
Ukraine and moved to Poland], 2022.; in4s.net, (Y>x1uBo) YKpajuHcke Tpylle jyTpoc cy
rpanatupade Jomenx, 3eaenckn y atomckom Oynkepy [This morning Ukrainian troops
shelled Donetsk, Zelensky in the atomic bunker], March 5, 2022.

124 In4s.net, “(Bugeo) Yxuso VYkpajuHCKe TpyIle Cy ABa IIyTa 3a caT BpeMeHa IpaHaTupaae
teputopujy AHP” [Ukrainian troops shelled the DNR territory twice in an hour], March 6,
2022.

125 Mondo.me, “Ako Rusija izgubi, ne isklju¢ujem nuklearni rat! Putinov ¢ovek sve predvideo
1997, sad mu je prognoza jos strasnija!” [If Russia loses, I do not rule out nuclear war! Putin’s
man predicted everything in 1997, now his forecast is even more terrible!], April 3, 2022;
Mondo.me, “Otkriveno §ta ¢ebiti sa Marijupoljemi! Rusi spremili plan, pa saopstili kako ¢e
izgledati grad!” [Revealed what will happen to Marijupolje! The Russians prepared a plan,
then announced what the city would look like!], April 24, 2022; Mondo.me, “Rusi tvrde da
u Ukrajini postoji "Taini Grad"?! Ova tvrdava krije veliku tajnu, a mogla bi da bude klju¢
POBEDE u ratu” [Russians claim there is a "Secret City" in Ukraine?! This fortress hides
a big secret, and it could be the key to VICTORY in the war], April 16, 2022; Mondo.me,
“Nekadasnji saveznik kategori¢no odbio Ukrajinu: “Ne Zelimo da krs§imo nasu neutralnost,
necete dobiti avione”” [Former ally categorically rejected Ukraine: ,We don‘t want to violate
our neutrality, you won't get planes”], April 18, 2022.

12

-

Ljepojevic, S., “Posljedice Ukrajinske krize” [Consequences of the Ukrainian crisis],

Nezavisne.com, March 14, 2022.

127 Nezavisne.com, “Ruska vojna operacija u Ukrajini; “SAD razmatraju s Poljskom isporuku
borbenih aviona Ukrajini”” [Russian military operation in Ukraine; “The US is discussing
with Poland the delivery of fighter jets to Ukraine”], March 6, 2022.; Nezavisne.com, “Ruska
vojna operacija u Ukrajini; Sutra novi razgovori delegacija” [Russian military operation in
Ukraine; New delegation talks tomorrow], March 13, 2022.

128

@

Nezavisne.com, “Peskov: Ukrajina nije dosljedna u tackama u pregovorima” [Peskov:
Ukraine is not consistent in the points in the negotiations], April 18, 2022; Nezavisne.com,
“Zaharova: SAD da objasne svijetu bio-laboratorije u Ukrajini” [Zakharova: USA to explain
bio-laboratories in Ukraine to the world], March 9, 2022.


https://www.in4s.net/uzivo-kijev-zeleo-da-izvede-monstruoznu-provokaciju-zelenski-napustio-ukrajinu-i-presao-u-poljsku1/
https://www.in4s.net/uzivo-kijev-zeleo-da-izvede-monstruoznu-provokaciju-zelenski-napustio-ukrajinu-i-presao-u-poljsku1/
https://www.in4s.net/zzelenski-u-atomskom-bunkeru/
https://www.in4s.net/zzelenski-u-atomskom-bunkeru/
https://www.in4s.net/video-uzivo-ukrajinski-nacionalisti-granatiraju-naselja-iz-kojih-se-povlace/
https://www.in4s.net/video-uzivo-ukrajinski-nacionalisti-granatiraju-naselja-iz-kojih-se-povlace/
https://mondo.me/info/Svijet/a1052356/za-istoricara-se-svakim-danom-povecava-vjerovatnoca-direktnog-i-nuklearnog-sukoba.html
https://mondo.me/info/Svijet/a1052356/za-istoricara-se-svakim-danom-povecava-vjerovatnoca-direktnog-i-nuklearnog-sukoba.html
https://mondo.me/info/Svijet/a1058861/rat-u-ukrajini-plan-za-marijupolj.html
https://mondo.me/info/Svijet/a1058861/rat-u-ukrajini-plan-za-marijupolj.html
https://mondo.me/info/Svijet/a1056320/rusi-tvrde-da-u-ukrajini-postoji-skriveni-grad.html
https://mondo.me/info/Svijet/a1056320/rusi-tvrde-da-u-ukrajini-postoji-skriveni-grad.html
https://mondo.me/info/Svijet/a1056909/nekadasnji-saveznik-kategoricno-odbio-ukrajinu.html
https://mondo.me/info/Svijet/a1056909/nekadasnji-saveznik-kategoricno-odbio-ukrajinu.html
https://www.nezavisne.com/novosti/kolumne/Posljedice-Ukrajinske-krize/708887
https://www.nezavisne.com/novosti/svijet/Ruska-vojna-operacija-u-Ukrajini-SAD-razmatraju-s-Poljskom-isporuku-borbenih-aviona-Ukrajini/707712
https://www.nezavisne.com/novosti/svijet/Ruska-vojna-operacija-u-Ukrajini-SAD-razmatraju-s-Poljskom-isporuku-borbenih-aviona-Ukrajini/707712
https://www.nezavisne.com/novosti/svijet/Ruska-vojna-operacija-u-Ukrajini-Saliven-Napad-na-teritoriju-NATO-izazvao-bi-odgovor-UZIVO/708796
https://www.nezavisne.com/novosti/svijet/Ruska-vojna-operacija-u-Ukrajini-Saliven-Napad-na-teritoriju-NATO-izazvao-bi-odgovor-UZIVO/708796
https://www.nezavisne.com/novosti/svijet/Peskov-Ukrajina-nije-dosljedna-u-tackama-u-pregovorima/714740
https://www.nezavisne.com/novosti/svijet/Zaharova-SAD-da-objasne-svijetu-bio-laboratorije-u-Ukrajini/708225
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integration into NATO and the EU."” None of the other four Bosnian outlets
were found to contain pro-Kremlin disinformation.

Similarly, the content review of faktor.mk revealed the North Macedonian outlet
consistently failed to qualify and counter-balance narratives originating from
the Kremlin, reporting them as facts instead. Numerous articles referred to
the war as a “special military operation”,* cited TASS regarding a supposed
“attack on Russia” by the West,”' and consistently reported even the most
outlandish and minute statements by Russian (and in some cases Chinese)
officials without mentioning that there is no evidence to support them.'*

The mainstream online outlets in all eight countries were found to be
referencing Russian state-controlled media sources (RT, TASS, RIA Novosti
and Sputnik) in thousands of articles throughout 2022, although this differed
significantly across countries and outlets. Bulgaria (with 3,242 such articles or
30.4% of the total) and Serbia (with 2,667 or 25% of the total) together accounted
for over half (55%) of the total references in all mainstream outlets, which is
yet another sign of the Kremlin’s considerable informational influence in the
two countries.

The data collected from mainstream outlets indicates that most of them rely
on sensationalist and simplistic content to attract readers. Arguably, the
chief motives of some of these outlets appear to be practical and financial,
rather than ideological, striving to appeal to as wide an audience as possible.
Nevertheless, the effects that they have on their audiences and information
landscapes are political and malign. Ultimately, such outlets increase
Kremlin’s cognitive capture of local audiences, facilitate social polarization
and anti-democratic perceptions, and lead to a poorly informed public.

In the worst cases of enabling Russian disinformation, outlets such as Faktor.
mk in North Macedonia, Blitz.bg in Bulgaria, Srbijadanas.rs in Serbia, and in4s.
net in Montenegro, compromise on most any notion of journalistic standards
and quality by systemically amplifying Kremlin's disinformation.

122 Barimac, E., “NATO pruza mir, a mir nema cijenu” [NATO provides peace, and peace has no

price], Nezavisne.com, January 17,2022; Sajinovié, D., “Osim $to je najjaca vojna alijansa, NATO
ima najjace resurse za istrazivanje” [Besides being the strongest military alliance, NATO has
the strongest research resources], Nezavisne.com, May 3, 2022.; §ajinovic’, D., “BiH ucestvuje u
velikoj vojnoj viezbi s americkom vojskom” [Bosnia and Herzegovina participates in a large
military exercise with the American army], Nezavisne.com, April 4, 2022.

130

wurr

Faktor.mk, “Hamazot Bp3 Pycuja cosgasa nopesok: BocriocraseHa e ,HoBa rosemMa ocyMKa
[If the gas crisis starts in Germany, the entire EU will be affected: The domino effect cannot
be avoided, leaders worry], June 11, 2022.

151 Tbid.

132 Faktor.mk, “ITeckoB Bean ageka 3aItadoT €O UCIIOpaKa Ha Opy>Kje IIpaBy BO YKpanHa 4a 6uae

ymre roaomio” [Peskov says that the West is making things worse in Ukraine by supplying
weapons], June 2, 2022; Faktormk, “3akana 3a xugnammparme: Pycku roantmdap BeAnu
Aeka MuHucTep 3a ogdopana Ha HATO axo oau Bo Kues moxe sa ce pasdyan Bo Mocksa”
[Kidnapping treat: Russian politician says NATO defense minister could wake up in Moscow
if he goes to Kiev], May 31, 2022; Faktor.mk, “Illojry sa4e sanperactysauka msjasa: , YKpanHa
ja orpemysaar cO HyKJAeapHO Opy»Kje-ce Iramat o4 1opas” [Shoigu made a surprising
statement: “Ukraine is being equipped with nuclear weapons — they are afraid of defeat”],
May 24, 2022; Faktor.mk, “Ceprej Illojry uctpara sa copabotka co LIVIA?: Yite apajiia 64A1cKu
ayfe na [yt ncgesnaa og jasnocra” [Sergei Shoigu under investigation for collaboration
with CIA?: Two more people close to Putin have disappeared from the public], March 26,
2022.


https://www.nezavisne.com/novosti/svijet/NATO-pruza-mir-a-mir-nema-cijenu/700478
https://www.nezavisne.com/novosti/bih/Osim-sto-je-najjaca-vojna-alijansa-NATO-ima-najjace-resurse-za-istrazivanje/716728
https://www.nezavisne.com/novosti/bih/Osim-sto-je-najjaca-vojna-alijansa-NATO-ima-najjace-resurse-za-istrazivanje/716728
https://www.nezavisne.com/novosti/bih/BiH-ucestvuje-u-velikoj-vojnoj-vjezbi-s-americkom-vojskom/712366
https://www.nezavisne.com/novosti/bih/BiH-ucestvuje-u-velikoj-vojnoj-vjezbi-s-americkom-vojskom/712366
https://www.faktor.mk/napadot-vrz-rusija-sozdava-nov-poredok-vospostavena-e-nova-golema-osumka
https://faktor.mk/peskov-veli-deka-zapadot-so-isporaka-na-oruzje-pravi-vo-ukraina-da-bide-ushte-polosho
https://faktor.mk/peskov-veli-deka-zapadot-so-isporaka-na-oruzje-pravi-vo-ukraina-da-bide-ushte-polosho
https://faktor.mk/zakana-za-kidnapiranje-ruski-politichar-veli-deka-minister-za-odbrana-na-nato-ako-odi-vo-kiev-moze-da-se-razbudi-vo-moskva
https://faktor.mk/zakana-za-kidnapiranje-ruski-politichar-veli-deka-minister-za-odbrana-na-nato-ako-odi-vo-kiev-moze-da-se-razbudi-vo-moskva
https://faktor.mk/shojgu-dade-zaprepastuvachka-izjavaukraina-ja-opremuvaat-so-nuklearno-oruzje-se-plashat-od-poraz
https://faktor.mk/shojgu-dade-zaprepastuvachka-izjavaukraina-ja-opremuvaat-so-nuklearno-oruzje-se-plashat-od-poraz
https://faktor.mk/sergej-shojgu-pod-istraga-za-sorabotka-so-cia-ushte-dvajca-bliski-lugje-na-putin-ischeznaa-od-javnosta
https://faktor.mk/sergej-shojgu-pod-istraga-za-sorabotka-so-cia-ushte-dvajca-bliski-lugje-na-putin-ischeznaa-od-javnosta
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Figure 13. Number of articles referencing Russian state-controlled sources -
RT, TASS, RIA Novosti and Sputnik — in five most visited news
websites (1 January-31 December 2022)
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Source: CSD based on data from Sensika.

It is argued that the frequency and explicitness of their openly pro-Kremlin
editorial stances opens them up for more in-depth investigations as tools
of political and information warfare. In this context, it is not simply their
content or editorial policies that bear attention, but also their business and
ownership structures, financial flows, and political and economic exposure
to authoritarian actors, both foreign and domestic.

The journalistic standards of reporting on Kremlin's claims and ideology
vary greatly from one outlet to another. Higher-quality outlets qualify claims
coming from the Kremlin using words such as “allegedly” and “supposedly”,
and provide facts and expert interpretations that may contradict those
claims. Conversely, lower quality reporting, use such qualifications to a much
lesser extent, if at all, often reporting the claims as facts without providing
any alternative viewpoints, thus falling into the realm of disinformation and
other types of propaganda.

The significant discrepancies in the journalistic standards of reporting point
out to a highly important observation in regard to pro-Kremlin messaging
and the functioning of informational influence in general. Beyond clear-cut
disinformation and other types of explicit propaganda, biased messaging
is also constituted in the frequency, volume, and editorial mannerisms of
news reporting about particular actors and events. Depending on the extent
to which outlets report the Kremlin’s claims and qualify and put them into
context, readers will be left with vastly different interpretations of events,
regardless of the presence of outright disinformation. In the long term,
exposure to poor journalistic standards in geopolitical reporting leads to
warped worldviews and problematic shifts in public perceptions. Subpar
geopolitical reporting may make disinformation narratives more digestible to
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affected audiences and serve as a gateway for readers into more problematic
content from sources that systematically proliferate disinformation.

In addition to the content review, organic traffic metrics from the past
two years (October 2020 to October 2022) of all selected mainstream news
websites were collected from the well-regarded search engine optimization
(SEO) tool SemRush. The data revealed alarming trends with regard to the
popularity of the outlets identified as sources of pro-Kremlin disinformation
through the content review. In Albania and Bulgaria, these sources (top-
channel.tv and blitz.bg respectively) were the ones with the highest organic
traffic out of all five mainstream outlets. In Montenegro, the two mainstream
outlets identified as proliferating pro-Kremlin disinformation, in4s.net and
mondo.me, had the second and fourth-highest organic traffic respectively,
while in Bosnia the relevant outlet (nezavisne.com) had the third-highest
organic traffic.

The web traffic data also appears to reflect an informational competition
between the mainstream outlets using the so-called Bosnian-Croatian-
Montenegrin-Serbian (BCMS) pluricentric language.” While having four
distinct country-specific standard varieties, all four are mutually intelligible.
The Croatian and Serbian varieties dominate the BCMS part of the region’s
digital ecosystem and compete with each other for audience attention from
the BCMS speakers in the Western Balkans. This is evident in the fact that
mainstream news websites based in the two countries receive significant
traffic from Bosnia, Montenegro, and from BCMS-speaking minorities in
the region. There is also significant cross-country traffic between Serbia and
Croatia themselves.

In fact, almost every single mainstream outlet under study from Croatia and
Serbia has Bosnia, Montenegro, or the corresponding competing country
(Croatia or Serbia) as its second, third or fourth-most country sending traffic
to its website.”** For example, the Serbia-based website of blic.rs (which has the
second-highest organic traffic of the selected mainstream outlets in Serbia),
received just 68% of its traffic from Serbia between August and October
2022.1% Some 7% of its traffic came from Bosnia, 3% from Montenegro and 2%
from Croatia. Srbijadanas.com, which was identified as a systematic amplifier
of pro-Kremlin disinformation, received only 55% of its traffic from Serbia
itself between August and October 2022."%* Some 9% of its traffic came from
Bosnia and another 4% came from Croatia.’”” The mainstream outlet Index.hr,
which had the highest organic traffic from the Croatian outlets, received 72%
of its traffic from Croatia between August and October 2022, 8% from Bosnia,
and 4% from Serbia.'*

15 Sipka, D., Lexical layers of identity: words, meaning, and culture in the Slavic languages, New York:
Cambridge University Press, 2019; The Economist, “Is Serbo-Croatian a language?”, April 10,
2017.

134 As confirmed through the web traffic and online ranking tools Semrush and SimilarWeb.
%5 Data collected through SimilarWeb.com.
13 Data collected through SimilarWeb.com.
137 Data collected through SimilarWeb.com.
1% Data collected through SimilarWeb.com.


https://www.economist.com/the-economist-explains/2017/04/10/is-serbo-croatian-a-language
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Figure 14. Average monthly organic traffic for mainstream news websites (October 2020-October 2022)
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Source: CSD based on data from SEMRush.

While these metrics are (the best available) estimates and it is impossible
to account for all phenomena that obfuscate data on web traffic, there is
little doubt that there is informational competition between the Kremlin-
leaning media of Serbia and the relatively more democratically-leaning
media of Croatia. In addition, mainstream Serbian and Croatian outlets have
subsidiaries in Bosnia and/or Montenegro, or are otherwise sold or consumed
in these countries. This is the case for the Serbian daily Blic (at blic.rs), which
is sold as EuroBlic in Bosnia, the Serbian daily Vecernje novosti, which has a
Bosnian edition at vecernjenovosti.ba, and the Croatian daily Vecernji list (at
vecernji.hr), which has one of its regional editions in Bosnia.

It is therefore reasonable to assume that the traffic metrics of mainstream
news websites publishing in the BCMS pluricentric language are boosted
by the considerable cross-country audience overlap. This is also likely true
of Albanian-language media in Albania, Kosovo, Montenegro, and North
Macedonia due to the presence of Albanian-speaking minorities throughout
the region and the fact that Albanian is used in all of these countries. For
example, the outlet hosted at telegrafi.com has its main headquarters in
Pristina, a secondary headquarters in Skopie, and prides itself on having “the
highest credibility in all Albanian-speaking territories”.** Some 33% of its
traffic came from Serbia and 21% came from Albania between August and
October 202214

North Macedonian mainstream online outlets stand out as having relatively
minuscule organic traffic compared to the other countries under study,
despite having a comparable population size and internet penetration levels.
This is likely due to a combination of demographic and linguistic factors.
In the context of South-Slavic languages, which form a dialect continuum,
Macedonian’s closest relative is Bulgarian rather than Serbian. It is also worth
noting that people identifying as Macedonians accounted for just 58% of the

139 Telegrafi.com, About us.

140 Data collected through SimilarWeb.com.


https://telegrafi.com/per-ne/
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population in 2021, while the Albanian minority accounted for 24%. Another
4% identified as Turks, 2.5% as Romani, 1.3% as Serbian, and nearly 1% as
Bosniaks. By all accounts, media consumption in the country is diluted and
Macedonian citizens often rely on news sources from other countries in the
region, including the BCMS countries, Bulgaria, as well as Albanian-speaking
countries. This likely makes it difficult for local outlets to compete for market
and audience share.

The Kremlin’s information influence in Kosovo is very limited, to
the point where isolating and investigating it is difficult. This is readily
apparent in the large amounts of data collected from Kosovo’s digital
media space using dedicated media monitoring tools, with only a minute
fraction of the data consisting of pro-Kremlin disinformation. Recurrent
pro-Kremlin propaganda terms and disinformation narratives appeared
to be almost completely absent from Kosovo’s digital media space in the
first half of 2022.

The fact that the Kremlin remains unable and/or unwilling to creep into
Kosovo’s information space has been well-documented in the past and all
signs indicate that this continues to be the case. The overarching historical and
geopolitical context of Russia’s international stance on Kosovo’s independence
from Serbia remains a natural barrier against attempts by the Kremlin and
Kremlin-aligned entities to spread pro-Kremlin sentiments through digital
media. Given the longue duree nature of geopolitics, logic dictates that this will
continue to be the case in the foreseeable future.

Given Russia’s support for extra-territorial Serbian nationalism, as well as
the fact that the Kremlin can rely on a well-oiled, ready-made propaganda
machine in Serbia, itis reasonable to assume that any pro-Kremlin information
influence in Kosovo is primarily channeled from the outside, through
outlets based in Serbia and Serbian-speaking enclaves in the region. This is
corroborated by the fact that only two pro-Kremlin Kosovar online outlets
could be identified by local experts. Both news websites are published in
Serbian, are based in Kosovo’s north and attract miniscule traffic. In a similar
vein, it should also be noted that pro-Kremlin disinformation and other types
of propaganda can also potentially seep through Albania’s or Montenegro’s
information spaces.

In this context, it is important to note that Kosovo is still forced to route its
internet traffic through other countries, namely Albania, North Macedonia,
and Serbia. This is because the Internet Corporation for Assigned Names and
Numbers (ICANN) has not granted Kosovo a unique country code top-level
domain (ccTLD), which is a country-specific domain name used to designate
a domain as belonging to a particular country or a geographical area (such as
“us” for the USA or “.bg” for Bulgaria). The country’s lack of ccTLD is directly
related to the overarching issue of Kosovo’s statehood and its recognition
by other countries and international organizations. In fact, Kosovo’s official
top-level domain is still technically the Serbian one (namely,.rs), but state
institutions do not use it. This issue prevents estimating the extent to which
pro-Kremlin narratives are consumed in Kosovo, but it is also a critical
vulnerability in terms of Kosovo’s cyber-information security.
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Pro-Kremlin news
websites and ownership

Content from pre-identified pro-Kremlin outlets was filtered based on the
same three narratives originating from the Kremlin that were used to filter
mainstream outlets. ! As some of the mainstream outlets from the previous
chapter were also identified as being known proliferators of pro-Kremlin
disinformation following a review of their content, there was considerable
overlap between the data collected from mainstream and pro-Kremlin online
outlets.

A review of the ownership structures of pro-Kremlin news portals revealed
that most of them have been or continue to be significantly exposed to
informal political and economic interests, especially through ties with local
Kremlin-aligned political and business elites. Moreover, many local pro-
Kremlin outlets are closely associated with Kremlin-aligned political parties
and oligarchs that have repeatedly been implicated in high-level corruption
and even sanctioned by the EU and the US for their state-capture activities.
Given the pro-Kremlin content of the websites, all signs point to the notion
that their editorial policies are directed by the private interests of their owners
and their associates.

Figure 15. Number of articles from local pro-Kremlin online outlets (1 January-30 June 2022)
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With 3,608 articles, Bulgaria accounted for nearly half (47%) of all the 7,787
collected articles, and 46% of the Bulgarian articles come from a single outlet —
pogled.info. Pogled.info was founded in 2008 by a breakaway group from the
Bulgarian Socialist Party (BSP), the successor to the Bulgarian Communist
Party. The outlet is well-known among local experts as a staunchly pro-
Kremlin source that exclusively publishes lengthy articles containing various
pro-Kremlin disinformation narratives and propaganda. A significant share

41 Country correspondents were asked to identify the four most popular locally-owned news
websites known for systematically proliferating pro-Kremlin disinformation. Data was
collected from these sources for content published between January and June 2022. Selecting
four pro-Kremlin online outlets was not possible in the cases of Albania, Croatia and Kosovo,
either because four could not be identified, or because the identified sources did not receive
enough traffic to be covered by media monitoring tools.
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of its content consists of translated articles from two Russian-based think
tanks — the Strategic Culture Foundation (SCF) and the Analytical Center
Katehon. Managed by well-known Kremlin-aligned oligarchs and ideologues,
including Konstantin Malofeev, Leonid Reshetnikov and Alexander Dugin,
Katehon was sanctioned in 2014 by the US and UK for being a systematic
producer of disinformation with close links to the Kremlin. For its part, the
SCF is controlled by Russia’s Foreign Intelligence Service (SVR) and is closely
related to the Russian Ministry of Foreign Affairs. *2 It was sanctioned by the
US in April 2021 for its attempts to interfere in the US presidential elections
of 2020.

Blitz.bg, which is among the most visited news websites in Bulgaria and is a
systemic proliferator of pro-Kremlin disinformation, changed ownership
under suspicious circumstances in 2015 and then again in 2016. Ultimately, it
fell into the hands of close associates of Delyan Peevski, who was sanctioned
under the Global Magnitsky Actin 2021 for engaging in high-level corruption.
According to one of the minor shareholders of the company that owns blifz.
bg, the owners were forced to sell the website to the editor-in-chief of a
newspaper widely considered to be controlled and owned by Peevski.'** Soon
after, articles from blitz.bg began appearing in the EUvsDisinfo database, the
flagship project of the EEAS’ East Stratcom Task Force, which was established
to monitor and counteract the Kremlin’s disinformation campaigns.

Serbian pro-Kremlin outlets accounted for the second-highest number of
collected articles, standing at 1,773 or 22% of all collected articles, with novosti.
rs accounting for 1,153 of those or 65% of all articles from the Serbian group
of outlets. Serbia’s Anti-Corruption Council found several irregularities in
the 2006 privatization process of the media group that owns novosti.rs related
to corruption and political exposure.'** While ownership information is not
available through Serbia’s public records, it is widely believed by international
observers and investigative journalists that the outlet is still owned by the
Serbian state. Furthermore, the outlet is known for its staunch support of the
ruling SNS party.

Srbija Danas (at sd.rs) accounted for 452 articles or 32% of all articles from
Serbia. Despite being one of the most popular news websites in Serbia, Srbija
Danas’ owner, Aleksandra Martinovic, was not known in media circles before
founding the outlet in 2018.1 Investigative journalists have repeatedly linked
her previous business ventures and some family members to the ruling SNS,
particularly to Branislav Prostran, former president of the Executive Board
of the SNS and deputy director of the state-owned weapons manufacturing
company Yugoimport SDPR.

Similarly, kurir.rs, which is the most visited locally-owned website in Serbia,
was founded in 2009 by an infamous media tycoon with political clout.

142 Global Engagement Center, GEC Special Report: Pillars of Russia’s Disinformation and Propaganda
Ecosysten, US Department of States, 2020.

143 Mediapool.bg, ,I1aamen Kamenos: ITeescku Hn otkpaana “bani” cbe sHarnero Ha bopucos”
[Plamen Kamenov: Peevski stole “Blitz” from us with the knowledge of Borisov], November
14, 2017.

144 Anti-Corruption Council, Report on the privatization of “Novosti”, 2011.
145 RSF, Media Ownership Monitor Serbia 2017.
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Between 2014 and 2018, the founder was involved in several public disputes
with Aleksander Vucic, leader of the ruling SNS party, and with the owners
of SNS-aligned outlets, for openly claiming that kurir.rs was forced to be part
of the SNS propaganda machine.** Adria Media Group, the company that
owns kurir.rs, was ultimately sold in 2018 to the Serbian company Mondo,
which was founded by the state-owned Telekom Srbija and allegedly owned
by it until 2019."

Figure 16. Average monthly visits of leading pro-Kremlin outlets
(1 January 2022-31 December 2022) 48
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In4s.net was identified as the most popular pro-Kremlin outlet in
Montenegro and as one of the country’s most visited news websites in general.
It was founded in 2008 by Gojko Raicevi¢, a Serbian native and former general
secretary of the Serbian National Council of Montenegro, and Vladimir
Bozovi¢ who has been serving as Rector of the University of Montenegro
since 2021."° During the 2011 population census in Montenegro, the outlet ran
a campaign that highlighted the most significant figures from Serbian history
and culture on billboards and brochures throughout the country, as well as
on the internet. In a similar fashion, in 2015 the outlet began coordinating a
network of NGOs opposed to Montenegro’s ascension to NATO, called “He y
par — e y HATO” (No to war, no to Nato).™

46 RSF, Media Ownership Monitor Serbia 2017.
47 RSF, Media Ownership Monitor Serbia 2017.

48 Data for pro-Kremlin online outlets in Croatia, Kosovo, North Macedonia and Albania has
been excluded due to low web traffic.

149 Aktuelno.me, “SCANDAL This is the editor of IN4S — a famous Cuban boxer: Srzentic claims
that Rector Bozovic is lying when he says that this portal is a media!”, August 18, 2021.

15

3

In4s.net, “He y pat He y HATO: Perture nctuny o ocupomarieHom ypanujymy”, November 25,
2015.
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Social media in the Facebook remains the dominant social media in the region, accounting for

Balkans: an open forum  an average of 90% of all web traffic to social media platforms in seven of

for disinformation the eight countries between September 2021 and September 2022. Facebook’s
popularity ranges from 98% of all web traffic to social media in Albania
and Bulgaria, to 72% in Croatia at the lower end. !> Notably, in four out
of eight countries, namely Albania, Bulgaria, Bosnia, and North Macedonia,
Facebook represented just shy of 100% of total web traffic to social media,
clearly indicating the dominance of the platform.

A key proxy for estimating and understanding the extent and reach of the
Kremlin’s information influence in each country (with the exception of
Kosovo) are the metrics of the Facebook pages of Russia’s Embassies. The
content of Russian Embassy pages is the most directly reflective of the
Kremlin'’s official state ideology, in contrast to “third-party” Kremlin-aligned
sources, which can exhibit various contradictory (but calculated) ideas that
do not always overlap with those of the Kremlin. Due to the EU’s restrictive

Figure 17. Number of posts published (left) and interactions received (right) by Russian Embassy pages in 2022
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Source: CSD based on data from CrowdTangle.

51 Web traffic data for Kosovo is unavailable due to a mixture of jurisdictional and technical
issues. Read more about this in the section on Kosovo.

152 GlobalStats StatCounter, Social Media Stats Worldwide, 2023.; Cosenza, V., World Map of Social
Networks, 2023.


https://gs.statcounter.com/social-media-stats/all/
https://vincos.it/world-map-of-social-networks/
https://vincos.it/world-map-of-social-networks/

Disinformation in the Balkan Digital Media Landscape

65

measures against Russian state-controlled media in the third, sixth, and ninth
sanctions packages, the Kremlin’s diplomatic missions and their associated
social media accounts took on a new significance as tools of informational
influence. The EU sanctions were implemented in EU members Bulgaria and
Croatia but also in Albania, Kosovo, and Montenegro.

One explanation for the strikingly low number of interactions on the Russian
Embassy pages in both Serbia and Croatia is that the communications teams
behind these pages are considerably less active relative to the six other
pages. In Serbia this could also be the result of Russia’s reliance on other,
less attributable channels, as the Russian state-owned media operating in
the country and the many Serbian media with pro-Russian bias. In the first
half of 2022, only 81 and 35 posts were published by the embassy pages in
Serbia and Croatia respectively. In comparison, the Russian Embassy in
Bulgaria published 537 posts during the same period, while the one in North
Macedonia published a whopping 1,160 posts, the most out of any embassy.
This is also an indication of the political priority, which the Kremlin attaches
to each country in terms of exerting influence on the local population and the
political system. There is also the likelihood that active embassies have been
trying to counterbalance continuously emerging bilateral diplomatic issues,
as Russia’s invasion of Ukraine has produced multiple tensions and disputes.
However, it is likely that the reasoning is different for each country.

Figure 18. Posts per month published on the Facebook pages of Russian embassies (2021-2022)
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Serbia is the hotbed for Russia’s informational influence in the Western
Balkans. The country itself is the most politically and economically captured
by the Kremlin in the region. Pro-Kremlin narratives are the norm for both
political elites and mainstream media in Serbia. Nevertheless, Serbian
leadership and the Kremlin are engaged in a fine balance vis-a-vis each other
and are not always in agreement. While pro-Kremlin disinformation is a
mainstay for Serbian politicians, they often appear to conduct themselves
independently and react negatively whenever they interpret that the Kremlin
has overreached and/or is not consulting its local allies. This sort of balancing
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is also evident in the fact that there are two main types of pro-Kremlin
outlets in Serbia: pro-government ones, which are beholden to Serbian
political elites, and anti-government ones, which exert pressure on the
leadership in Serbia by blaming it for not going far enough in its anti-Western
and pro-Russian stance.

Itisreasonable to assume that the social media inactivity of Russia’s diplomatic
mission in Serbia is reflective of these complex dynamics and that there exists
a general unwritten agreement: Serbian entities take the lead, while the
Kremlin takes a backseat. This explains well why Russia’s diplomatic mission
in Serbia barely maintains any social media presence. Even if it did, it would
compete with a torrent of Serbian-based pro-Kremlin material and arguably
add little value to a country that is already under severe cognitive capture.

Figure 19. Number of posts (left axis) and interactions (right axis) of Russian embassies' Facebook pages
per host country (2021-2022)
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Another factor to consider is that, unlike the other countries in the region,
the pro-Kremlin establishment in Serbia has never faced substantial political
opposition, i.e. a pro-Western political force that stands a chance of yielding
power. As such, the Kremlin does not face the same necessity to maintain
its own channels of informational influence in Serbia in case a pro-Western
government comes to power and cracks down on Kremlin-aligned entities.
Conversely, in the other seven Balkan countries, pro-Kremlin political forces
may be influential to different degrees, but are not a majority and must
constantly compete with and push back against actors that favor increased
integration into Euro-Atlantic structures.

Facebook has become a key medium for political parties” outreach to voters.
Pro-Kremlin parties throughout the region boasted nearly 1 million followers
and published some 22 thousand posts in 2022, receiving approximately 13
million interactions. In the most problematic case, the hyper-populist and
staunchly pro-Kremlin Revival party in Bulgaria has been able to monopolize
the country’s political Facebook space, receiving more interactions than all
other parliamentary represented parties combined in 2021 and 2022.
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Figure 20. Follower counts of the official Facebook pages of pro-Kremlin parties
at the end of 2022
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The mutually reinforcing combination of parliamentary represented pro-
Russian political parties and pro-Russian media capture and disinformation,
creates an extremely toxic environment. Public institutions self-censor
their reaction not to attract the ire of political parties, while captured media
amplify fake or disinformation narratives uttered from the highest tribune in
the countries — the Parliament. While Russia has lost public popularity in all
Balkan countries but Serbia, the presence of this toxic mix presents a real and
present danger that the Kremlin could at some point manage to coerce more
countries to change their forieng policy stance in support of the EU and/or
NATO.
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BREAKING THE CODE:
COUNTERING THE NEXUS BETWEEN ILLICIT
FINANCE AND MEDIA CAPTURE

Stemming the tide
of illicit financial flows

Russia invaded Ukraine and intensified its influence operations across
Europe. Reversing this process must be the first order of business on the
public policy agenda in SEE, Brussels, and Washington."®® Decoupling the
region’s economies from Russia has proven difficult, even after the full-scale
invasion of Ukraine put off a lot of public support for the Kremlin. Illicit
financial flows underpin state and media capture oligarchic networks
across SEE, while the Kremlin has consistently utilized the infrastructure of
these networks to weaponize information and economic resources.’*

The EU must prioritize disconnecting the continent’s economy from Russia
by first addressing energy dependence and dismantling Russian oligarchic
networks throughout the continent. Russia’s weaponization of trade
against the vulnerable economies of SEE must be counteracted by pursuing
a policy of strategic investment by the EU and the U.S. An effective public
policy approach should include the concurrent introduction of (i) diagnostic
mechanisms which expose and investigate political corruption, and (ii)
increased anti-money laundering enforcement against Russian and Chinese
financial flows in the region.

Stemming the tide of IFFs necessitates identifying the government institutions
and decision-making processes that have been affected by institutionalized
political corruption (state capture). The EU should establish an evidence-
gathering policy instrument to verify the existence of capture practices
across diverse economic sectors and regulatory institutions, such as the State
Capture Assessment Diagnostics (SCAD).”® The initial application of the
SCAD instrument in selected European countries has demonstrated various
sources of risk and governance vulnerabilities. To ensure its effectiveness,
a broad coalition of civic actors should be involved in its regular use across
Europe, particularly in vulnerable regions such as SEE.

There is a critical need to increase the quantity and quality of data available on
the nature and magnitude of IFFs, in order to comprehend their key drivers,
channels and trends and initiate a stronger policy response. As a transnational
problem, the push to curb IFFs requires coherence within and between
national and international normative frameworks, and coordinated action
within the scope of EU enlargement and the Berlin Process.

153 Center for the Study of Democracy, Countering the Kremlin Playbook in Europe after Russia’s
Invasion of Ukraine, Policy Brief No. 115, October 2022.

154 Center for the Study of Democracy, lllicit Financial Flows and Disinformation in Southeast
Europe, Policy Brief No. 126, March 2023.

155 Stoyanov, A., Gerganov, A, and Yalamov, T, State Capture Assessment Diagnostics, Sofia:
Center for the Study of Democracy, 2019.
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Policy agenda for
countering media capture
and disinformation

Breaking the Code

The EU and local governments must act to prevent illicit financial flows from
foreign authoritarian jurisdictions into SEE by enhancing the enforcement of
anti-money laundering measures and allowing the investigation of money
laundering as a separate crime rather than only a predicate one. The EU
should accelerate the rollout of the newly established Anti-Money Laundering
Authority and help improve the screening of investment inflows into SEE, in
particular such from offshore financial centers, as many of these transactions
enabled the capture of strategic assets in the region, including media.

SEE countries must react quicker and introduce measures in areas that
have long been vulnerable to illicit finance, such as beneficial ownership
transparency, which is directly related to preventing, detecting, prosecuting,
and sanctioning financial crimes. Enforcement of transparency requirements
forbeneficial ownershipis vital, asis the stricter security vetting of investments
by third parties in SEE and European companies or operations. More attention
should be given to the crypto sphere, which comprises a prominent new
channel to move money illicitly in and out of the SEE countries, especially due
to the lower-than-average levels of compliance with international standards
on risks from virtual assets.

As a matter of urgency, SEE countries must update their investment and
national security strategies to include a robust FDI screening mechanism as
a key defense against foreign malign influence and an additional safeguard
for boosting quality foreign investment. The governments should integrate
the private and civil society sectors in the development of this mechanism,
and ensure adequate transparency of the process.

Countering disinformation in SEE necessitates addressing all four compo-
nents of media capture: (i) ownership, (ii) advertising, (iii) government, and
(iv) cognitive capture.”®® An effective public policy approach must consider
both the production (or supply-side) and impact (or demand-side) of disinfor-
mation through a combination of deterrence and preventive measures. Policy
interventions must not simply target the ideational aspects of disinformation,
i.e, the ideologies embedded in it, but also the material and financial infra-
structure that supplies the content, as well as the institutional vulnerabili-
ties that make it susceptible to capture. As such, tackling foreign authoritar-
ian media capture and disinformation necessitates an integrated approach
across society that combines actions by policymakers, civil society, and the
private sector, and makes effective use of cooperation with the EU and the
us.

SEE countries should seek to enhance the transparency of ownership,
business models, and financial resources of media entities, and to impose
constraints on the concentration of media ownership, particularly for online
outlets, which have benefited from much laxer regulation. Ensuring that
competition and antitrust laws are implemented impartially and in strict
accordance with the rule of law will help curb ownership concentration and
increase media pluralism. Similar measures should also cover related sectors,

15 Filipova, R., Vladimirov, M., and Gerganov, A., Tackling Kremlin's Media Capture in Southeast
Europe, Sofia: Center for the Study of Democracy, 2021.
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such as telecommunications and commercial publishing, which serve as the
middlemen between media and end-users and can have a direct influence on
access to information and content consumption habits.

It is essential to strengthen the administrative and professional capacity of
national media regulators and provide guarantees that protect them from
political interference. Regulators should actively cooperate with civil society,
non-governmental organizations, and international journalistic associations
and should also have the option to appeal to EU institutions. In addition, they
should pay particular attention to SLAPP (strategic lawsuits against public
participation) cases, publicizing and responding to them when necessary.

SEE governments must strive to address rule of law deficits by adopting
independent governance vulnerability monitoring mechanisms, such as the
State Capture Assessment Diagnostics (SCAD) and integrated annual national
security threat assessments.’” Such diagnostic mechanisms would be most
effective when conducted under the umbrella of NATO and the EU, and
should provide common evaluation and guidelines for follow-up joint and
national action.

National public broadcasters should similarly be shielded from political
pressure and be guaranteed their financial and operational independence.
Public broadcasters must be financed through a mixed model that includes
not only government subsidies but also license fees, which allows the
audience to maintain a more direct link to the media it sponsors and demand
greater accountability. They should not only report on their finances to the
government, but also make their financial reports publicly available. Countries
with strong public media models, such as the UK, France and Germany, could
provide continuous peer learning, knowledge sharing and support.

Increased priority should be given to the specific issue of preventing
malign media influence from both foreign and local authoritarian actors.
Actions should be guided by strategic policy plans and comprehensive
risk assessments on the national vulnerabilities to media capture and
disinformation, both in general and in regard to Russian and Chinese
activities. As it stands, governance frameworks in the SEE suffer from a lack of
coordination and cooperation between institutions and agencies tasked with
countering disinformation, which calls for the introduction of a centralized
harmonization of efforts, division of competences, and specific institutional
procedures.

The EU’s sanctions packages against Russia related to media have only been
partially implemented throughout SEE, even in EU members such as Bulgaria.
Countries have been slow to adopt the institutional and legal mechanisms
needed to implement restrictive measures and should consider the inclusion
of media regulators in interdepartmental government councils tasked with
coordinating the application of sanctions. This is especially true in relation to
sanctions that do not target specific Russian state-controlled outlets such as
Sputnik and RT, but instead oblige members to independently identify outlets
that republish and amplify content from known Kremlin-controlled media.

157 Stoyanov, Gerganov, and Yalamov, State Capture Assessment Diagnostics, Sofia: CSD, 2019.
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While EU Regulations only create obligations for members, non-members in
the Balkans should consider the implementation of sanctions as an important
step on the road to accension. Legal certainty should also be provided in
terms of clearly and comprehensively defining the boundaries between and
permissibility of different forms of offensive discourse (including hate speech
and deceptive and manipulative statements).

Figure 21. Public policy model for countering disinformation
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It is paramount for governments in SEE to begin developing the digital
forensic infrastructure needed to detect and investigate disinformation
campaigns in near real-time, as well as the actors that produce and proliferate
them. This includes deploying media monitoring and audience analysis tools
that can measure the volume and reach of recurrent disinformation narratives
in online news websites and social media.

More sophisticated systems would also comprise of tools that analyze the
digital infrastructure of online news sources in bulk and automatically detect
exploitation and abuse, such as inauthentic contact or ownership information,
domain repurposing, and lack of a privacy policy or terms of use, as well as
other well-documented signs of malicious actors. Such technological solutions
should be leveraged through public-private partnerships with the IT sector.
Notably, SEE has a competitive advantage in the context of technological
solutions due to the presence of leading media monitoring and audience
analysis companies in the region.

Improving national capacity to detect and investigate disinformation
campaigns necessitates the development of a robust methodology
for identifying problematic media outlets, patterns in the spread of
disinformation, and estimates of its impact on national decision-making and
public perceptions. This includes approaches that regular study the tactics and
techniques commonly used by purveyors of disinformation to manipulate
information and artificially amplify its reach. Relevant institutions should
coordinate on developing a shared set of indicators commonly used to
approximate the impact of disinformation, such as conventional reach metrics
and engagement statistics, repetitive opinion polling of experts and citizens,
and periodic focus groups.

Data acquired through the improved investigation and analysis of ongoing
disinformation campaigns should be used to inform the development of
preventative measures that limit the impact and demand for disinformation.
A key step is building trust in democratic institutions by providing strategic
communication units throughout government ministries with the necessary
resources to consistently raise awareness and clarify policy initiatives.
The experience and expertise of civil society should be employed in the
development of educational resources that increase media literacy and societal
resilience against disinformation. Regular public awareness campaigns,
standard-setting initiatives, and normative appeals will similarly contribute
to limiting the impact of disinformation.

National efforts should be conducted in the framework of and in cooperation
with existing digital security mechanisms established by NATO and the
EU, such as the NATO Strategic Communications Centre of Excellence and
the EEAS’s Strategic Communication Task Forces and Rapid Alert System.
In addition, countries in SEE, including non-EU members, should prioritize
the implementation of the EU’s Digital Services Act (DSA), especially
the development of strong Digital Services Coordinators (DSC) that can
coordinate national regulators involved in the oversight of social media and
search engines.
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ALBANIA: REZUME

Njékohésisht me pushtimin e ploté té Ukrainés, Rusia
ka shtuar operacionet e saj hibride té ndikimit qé syn-
ojné minimin e unitetit dhe vendosmérisé sé anétaréve
té NATO-s dhe BE-sé, si dhe té shteteve té tjera me
réndési strategjike. Evropa Juglindore (EJL) né vecanti
éshté njé nga rajonet mé té cenueshme ndaj ndikimit
keqdashés té huaj; historikisht ajo ka gené fushé bete-
jash gjeopolitike dhe propagandistike pér ndikim
ndérmjet (super)fugive rajonale dhe globale dhe efektet
e géndrueshme té késaj lufte ndihen edhe sot. Mbrapsja
nga demokracia, deficitet e geverisjes, erozioni i lirive
civile dhe ngecja e integrimit né institucionet euroat-
lantike e kané mbajtur rajonin né njé gjendje pasigurie
politike dhe paqartésie strategjike e cila filloi t€ inten-
sifikohej qé pas vitit 2014. Njékohésisht, shtetet autori-
tare si Rusia dhe Kina pérdorin fuginé e tyre népérmjet
taktikave té dukshme apo “té fshehta” pér té minuar
besimin né demokraciné liberale dhe pér té promovuar
autoritarizmin si njé sistem mé efektiv té geverisjes
shtetérore né té gjithé Evropén Juglindore.

Pavarésisht dénimit té gjeré nga komuniteti ndérkom-
bétar, pushtimi rus i Ukrainés shérbeu gjithashtu edhe
pér konsolidimin, forcimin dhe pérshpejtimin e pérp-
jekjeve té saj aktive pér té ndikuar né vendimmarr-
jen kombétare ndérmjet vendeve té EJL. N€ vitet para
pushtimit, Kremlini kishte pérfituar tashmé nga mje-
disi rregullator jo mjaft i rrepté né EJL pér t'u pérfshiré
né kapjen e shtetit népérmjet rrjeteve lokale jo-trans-
parente té patronazhit dhe ndikimit. Kéto rrjete, té
pérbéra kryesisht nga manjaté biznesi té lidhur me
Kremlinin, politikané dhe agjenté té tjeré té ndikuar,
vazhdojné té lehtésojné né ményré aktive pérdorimin
e energjetikés, financave dhe medias nga Rusia si armé
pér té mbrojtur mé tej interesat e saj. Ky shembull éshté
ndjekur edhe nga Kina, e cila térheq dhe financon té
njéjtén infrastrukturé dhe rrjete pér té ushtruar ndi-
kimin e saj né rajon dhe pér té pérforcuar dinamikén
autoritare lokale.

Kapja e medias dhe pérdorimi i flukseve té paligjshme
financiare té synuara (FPF) jané dy nga instrumentet
mé té réndésishme qé fugqité e huaja autoritare pérdorin
pér kapjen e shtetit né rajon. FPF dhe kapja e medias
jané té lidhura né ményré té pandashme si me njéra-
tjetrén, ashtu edhe me njé rrjet né rritje té€ interesave
keqdashése. Moska dhe Pekini pérfagésojné njérin

prej komponentéve té kétij rrjeti, ndérsa oligarkét ven-
das — njé tjetér, dhe kéta té fundit kané njé ndikim té
konsiderueshém politik né demokracité ende té pakon-
soliduara ballkanike. Ky raport paraget njé vlerésim té
thellé té metodave, fushéveprimit dhe objektivave
té taktikave pér kapjen e mediave dhe pér operacio-
net e paligjshme financiare né teté vende té Ballkanit:
Shqipéri, Bosnje dhe Hercegoviné, Bullgari, Kroaci,
Kosové, Mal té Zi, Magedoni té Veriut dhe Serbi. Ai
gjithashtu zbulon shkallén né té cilén ky rrjet i ndérhyr-
jeve mediatike dhe parave té pista minon demokraciné
dhe integrimin euroatlantik duke ndikuar né rezulta-
tet e brendshme politike dhe vendimet e politikés sé
jashtme té vendeve té Evropés Juglindore.

Rusia dhe Kina prej kohésh pérdorin struktura té fshe-
hta té pronésisé sé korporatave dhe FPF pér té sigu-
ruar gjithcka — nga teknologjité e reja dhe ekspertiza
teknike deri te ndikimi ekonomik dhe politik né vendet
me interes pér ta. Mé konkretisht, Kremlini ka pérfituar
né ményré té pérséritur nga integrimi i tij né sistemin
financiar peréndimor pér té shfrytézuar boshlléget né
sistemet e geverisjes shtetérore népérmjet efekteve gér-
ryese té korrupsionit dhe financimit té paligjshém dhe
rrjedhimisht t€ mbéshtesé interesat e tij keqdashése
brenda dhe jashté shtetit. Pushtimi brutal i Ukrainés ka
hedhur dritén e nevojshme mbi rreziget e shkaktuara
nga kleptokracia dhe rreziget qé Evropa po i ekspozon
vetes — dhe botés — pérmes géndrimit sé saj té dobét
ndaj parave té pista.

NEé nivel botéror véllimi i flukseve té paligjshme finan-
ciare vlerésohet né 1-1.5 trilioné dollaré amerikané né
vit, q€ pérbén péraférsisht 3-5% té PBB-sé globale. Pér
krahasim, né Ballkan ato arrijné né rreth 6% té PBB-sé
sé rajonit. Vendet né rajon vazhdojné té jené shumé té
cenueshme ndaj FPF-ve — njé tendencé e cila po ash-
pérsohet nga dobésia institucionale dhe kapja e shte-
tit. Flukset e paligjshme financiare inkurajojné sjell-
jen manipulative kundrejt politikave shtetérore apo
kushteve ekonomike pér t€ marré pérfitime dhe sjell-
jen kriminale, zvogélojné kapacitetin e geverive pér té
mbéshtetur zhvillimin dhe rritjen gjithépérfshirése,
minojné sundimin e ligjit, shkatérrojné funksionimin
e sistemeve té drejtésisé penale dhe véné né rrezik mje-
disin e biznesit. Pérveg késaj, FPF-té shterojné burimet
publike, zvogélojné shtrirjen dhe cilésiné e shérbimeve
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publike dhe né kété ményré minojné integritetin e in-
stitucioneve shtetérore, duke démtuar né kété ményré
besimin e shogérisé né qgeveri. Ato gjithashtu ndihmo-
jné né krijimin dhe mirémbaijtjen e rrjeteve té fugishme
té ndikimit gé mund tu shérbejné si interesave keg-
dashése té brendshme dhe té jashtme.

Flukset e paligjshme financiare né Evropén Juglindore
jané té mundura né saje té ekosistemit i cili ka favorizuar
pérhapjen e gjeré té korrupsionit, krimit t€ organizuar
dhe anashkalimit té rregullave nga ana e ndérmarr-
jeve. Pjesérisht si rezultat i depértimit masiv té FPF-ve
ekonomité e rajonit jané mé pak konkurruese se ato té
vendeve té BE-sé, duke vuajtur nga njé numér i madh
ndérhyrjesh té padrejta politike dhe pronésie shtetérore,
njé sektor privat t€ pazhvilluar dhe prania e shpeshté
dhe e fshehté e marréveshjeve ndérgeveritare me shtete
autoritare. Flukset e paligjshme financiare mundésohen
gjithashtu nga kufijté porozé shtetéroré né rajon, natyra
endérvarur e ekonomive té tij dhe sektori i madh infor-
mal. Sinjé uré lidhése midis Azisé dhe Evropés Peréndi-
more, EJL ka shérbyer tradicionalisht si njé porté hyrése
pér drogén dhe migrantét, si dhe pér njé gamé té gjeré
mallrash me pérdorim té dyfishté dhe té akcizés. Rrit-
ja e ndjeshme e investimeve infrastrukturore né vitet e
fundit — veganérisht ato té nxitura nga Iniciativa e Kinés
“Njé brez, njé rrugé” dhe skema té tjera t€ udhéhequra
nga shteti — e cila i shtoi benziné zjarrit, duke forcuar
flukset ekzistuese té tregtisé sé paligjshme.

Megjithaté, Kina nuk éshté e vetmja né géndrimin e saj
pér té mbushur kontinentin me paraté e drejtuara nga
shteti; aférsisht 1 trilioné dollaré amerikané kapital rus
jané investuar né té gjithé Evropén pas shpérbérjes sé
Bashkimit Sovjetik dhe njé pjesé e konsiderueshme e
kétyre parave jané pérdorur pér blerjen e aseteve né sek-
toré strategjiké té ekonomisé si energjetika, telekomu-
nikacioni, bankat, ndértimi dhe logjistika. Duke gené se
Kremlini arrin gjithnjé e mé shumé té dominojé rrjetet
lokale oligarkike, ai €shté né gjendje lirisht t’i kthejé
né armé kéto rrjete qé duken si oportuniste. Né prag té
pushtimit té Ukrainés, kompanité ruse ishin ngulitur
fort né ekonominé evropiane: né janar 2022 Rusia kon-
trollonte 277 miliardé euro né formén e investimeve té
huaja direkte (IDH) né 27 shtetet anétare té BE-s€, rreth
njé té tretén mé shumé se né fillimin e valés sé sank-
sioneve té pafrytshme mbaré evropiane té vendosura
ndaj Rusisé né pérgjigje té aneksimit té Krimesé né vitin
2014. Pérmasat e vérteta té investimeve ruse me sigu-
ri jané shumé mé té larta se sa tregojné shifrat zyrtare
té bankave gendrore, sepse té paktén 50 % e té gjitha
flukseve financiare ruse drejt Evropés kalojné pérmes
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destinacioneve offshore si Qiproja, Ishujt e Virgjér Bri-
taniké, Irlanda, Luksemburgu dhe Hollanda, ku mjetet
financiare ruse fshihen pas formacioneve me pronaré
nominalé, marrédhénieve té besimit dhe investimeve
té portofolit pérmes fondeve té investimeve té paléve té
treta. Né fund té vitit 2021 aktivet e korporatave ruse
brenda Evropés arritén né pothuajse 600 miliardé euro,
ndérsa bankat evropiane ende mbajné 83 miliardé euro
né formén e pasiveve ndaj kompanive dhe individéve
rusé dhe vendet si Austria, Hollanda, Italia dhe Franca
kané nivelet mé té larta té ekspozimit ndaj tregut rus.
Shumé nga transaksionet qé béjné té mundur blerjen e
aseteve strategjike né EJL kalojné pérmes kétyre gen-
drave financiare evropiane. Pas fillimit té pushtimit né
shkallé té gjeré té Ukrainés né shkurt té vitit 2022 BE
filloi t€ shpallé sanksione gjithnjé dhe mé té rrepta ndaj
Rusisé, Kremlini ndérmerr veprime pér shképutjen
zyrtare té lidhjeve qé 1éné gjurmé ndaj arméve té tij
té biznesit, duke rritur fluksin e financimeve té palig-
jshme né Evropé dhe vecanérisht né EJL.

Megjithése ndjekja e numrit dhe frekuencés sé FPF-ve
né ¢do sektor té ekonomisé éshté e véshtiré, financimi
i paligjshém né sektorin mediatik dhe né sektoré té
lidhur me té mund té zbulohet pérmes identifikimit té
shenjave té ndryshme gé tregojné praniné e tyre. Njé
prej tyre éshté pérqendrimi i pronésisé sé medias né
duart e individéve me burime té dyshimta t€ ardhurash,
shpesh té lidhur me korrupsionin né nivelet e larta té
pushtetit dhe me faktoré té huaj autoritaré. Né raste té
tjera, kontrolli editorial ushtrohet népérmjet financim-
it shtetéror té siguruar nga elitat né pushtet, anétarét e
té ciléve jané implikuar vazhdimisht né skandale pér
mashtrime financiare apo korrupsion. Njé dinamikeé e
ngjashme ekziston tek ofruesit e shérbimit té telekomu-
nikacionit, si dhe né industriné e botimeve dhe sektoré
té tjeré kyg né EJL, té cilét mundésojné kontrollin mbi in-
frastrukturén e shpérndarjes sé pérmbajtjes mediatike.
Neé fakt, presioni i kapjes mediatike mund té ushtrohet
népér sektoré té ndryshém ekonomiké duke i kthyer té
ardhurat nga reklamat né njé armé pér t€ ndikuar né
politikén editoriale t€ mediave. Anomalité e papritura
dhe afatshkurtra né pérmbajtjen dhe politikén ed-
itoriale té mediave me ndikim, sidomos né lidhje me
projektet e pérnasave té médha t€ infrastrukturés dhe
nismat politike té udhéhequra nga shteti i huaj, jané
gjithashtu njé tregues potencial pér pérdorimin e FPF-
ve pér té ndikuar né media. Anomali té tilla né pérm-
bajtjen mediatike jané té zakonshme né té gjithé rajonin
dhe manifestohen mé sé shumti né mediat té cilat jané
né pronési té rrjeteve oligarkike té aférta me forcat poli-
tike ose té lidhura ngushté me rrjete té tilla. Edhe pse



Albania: Rezume

kéto rrjete shpesh veprojné pér leverdiné e tyre perso-
nale dhe avancimin politik, interesat e tyre shpesh pér-
puthen me ato té Moskés ose Pekinit, duke krijuar né
kété ményré njé ndérthurje keqdashése té FPF.

Orientimi i FPF te mediat e cénueshme éshté njé nga
instrumentet kryesore qé faktorét autoritaré té huaj dhe
kanalet e tyre lokale pérdorin pér té lehtésuar kapjen
e mediave, qé nga ana tjetér i kthen mediat e prekura
né platforma pér pérhapjen e dezinformimit dhe pro-
pagandés. Bile né vendet anétare té BE-sé — Bullgariné
dhe Kroaciné, ka mungesé té garancive té mjaftueshme
institucionale né lidhje me zbulimin e pronaréve té
vérteté dhe burimeve té financimit, si dhe mekanizma
adekuat pér kontroll ndérinstitucional dhe balancé pér
té parandaluar pérgendrimin e pronésisé. Kjo dilemé
éshté komplikuar vitet e fundit pér shkak té rritjes sé
platformave té mediave sociale, té cilat ofrojné njé fo-
rum té hapur pér shpérndarjen e dezinformimit dhe
propagandés dhe njékohésisht shkatérrojné bazén pér
financimin e mediave tradicionale.

Deficitet e vazhdueshme té geverisjes dhe korrupsioni
sistematik né EJL ilejuan Rusisé té krijojé njé prani tepér
té madhe né peizazhin e informacionit té EJL né vitet
gé paraprijné invazionet e saj né Ukrainé né 2014 dhe
2022. Ndikimi konjitiv (njohés) i Kremlinit né rajon
éshté i pérgendruar né vija gjeografike, etnolinguistike
dhe fetare dhe pasqyron gjendjen aktuale té pranisé sé
tij ekonomike dhe marrédhénieve té tij diplomatike me
secilin vend. Té dhénat e monitorimit té medias trego-
jné se dezinformimi pro-Kremlinit éshté mé i theksu-
ar né vendet me lidhje té thella kulturore dhe historike
me Rusiné—Bullgaria, Serbia dhe Mali i Zi, si dhe né
enklavat serbe né rajon, si p.sh. Republika Srpska né
Bosnje dhe Hercegovina. U konstatua se peizazhet
kryesore dixhitale té lajmeve né mé shumé se gjysmén e
Evropés Juglindore (Bosnja, Bullgaria, Mali i Zi, Maqe-
donia e Veriut dhe Serbia) pérmbajné dezinformime té
pérséritura pro-Kremlinit, t€ shpérndara sistematikisht
né disa nga faget e internetit mé t€ vizituara té lajmeve
né secilin prej kétyre vendeve. Mé sé shumti bie né sy
rasti i Serbisé, ku katér nga pesé faget e internetit mé
té vizituara t€ lajmeve publikojné vazhdimisht dezin-
formime pro-Kremlinit. Pérveg késaj u konstatua se né
vitin 2022 mediat kryesore té lajmeve né té gjitha ven-
det e Evropés Juglindore u jané referuar katér burimeve
mediatike té kontrolluara nga shteti rus (TASS, RIA No-
vosti, RT dhe Sputnik) né mijéra artikuj.

Sondazhet sociale té zhvilluara né té gjithé rajonin kané
véné né dukje njé rénie té dukshme té mbéshtetjes
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shogérore pér Rusing, qé pérkon me fillimin e pushti-
mit dhe publikimin e mizorive té Kremlinit né Ukrainé.
Megjithaté, politikat dhe fushatat dashakeqe editoriale
té mediave kryesore pro-Kremlinit dhe ndonjéheré
edhe té mediave kryesore dhe partive politike jané ru-
ajtur pavarésisht nga ky ndryshim né opinionin publik
né masé. Subjektet politike me simpati ndaj Moskés, si
SNS dhe SPS né Serbi, Vazrazhdane dhe BSP né Bull-
gari dhe SNSD né Bosnje, ruajtén pozitat e tyre parla-
mentare dhe fuqiné e tyre né marrjen e vendimeve né
seriné e zgjedhjeve parlamentare 2022-2023 dhe tek disa
parti, si p.sh. Vazrazhdane madje vihet re njé rritje e
mbéshtetjes publike gjaté késaj periudhe. Té kombinu-
ara me rritjen e aktivitetit t€ mediave pro-Kremlinit ato
kontribuan pér rimékémbjen e pjesshme té simpatisé
publike ndaj Rusis€, pas tronditjes fillestare té shkak-
tuar nga invazioni. Mbéshtetja pér Rusiné vazhdon té
ndahet nga shumica né Serbi dhe né rajonet etnike ser-
be té vendeve té tjera té rajonit, duke mbetur mé e larté
kudo né EJL sesa né Evropén Peréndimore gjaté gjithé
periudhés.

Bullgaria dhe Serbia vazhdojné té veprojné si qendra
primare koordinuese dhe platforma léshimi/fillimi
pér operacionet e Kremlinit pér ushtrimin e ndikimit
né rajon. Politikanét dhe reporterét bullgaré veshin me
rrobén e normalitetit dezinformimin pro-Kremlinit né
vend si dhe né hapésirén euroatlantike, ndérsa Serbia
ndihmon pérhapjen e dezinformimit té Kremlinit né
territorin e Ballkanit Peréndimor pérmes mediave né
gjuhén serbe, té bazuara si né Serbi ashtu edhe né en-
klavat serbe si Republika Srpska. Shifrat e trafikut té
té dhénave té fageve kryesore té internetit té lajmeve
né Ballkanin Peréndimor pasqyrojné konkurrencén
informative pér auditorin serb dhe kroat-folés midis
mediave serbe pro-Kremlinit dhe botimeve kroate me
orientim relativisht euroatlantik.

Pér té kundérshtuar pérdorimin e FPF-ve dhe kapjes sé
medias si mjete pér ndikimin keqdashés té huaj nevojitet
njé qéndrim i integruar, qé pérfshin téré shoqériné,
té bazuar né bashképunimin midis politikave kryesore
né nivel kombétar, sektorit privat, shogérisé civile dhe
strukturave institucionale evropiane dhe amerikane.
Kéto kundérmasa duhet té bazohen né njohjen paralele
té mekanizmave pér diagnostikim dhe zbatimin, té
drejtuara drejt ndarjes sé ekonomisé evropiane nga
Rusia, si p.sh.:

e Krijimi i mekanizmave pér mbledhjen e provave
pérmes té cilave do té mundésohet rritja e cilésisé
dhe sasisé sé té dhénave pér FPF dhe identifikimi
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i institucioneve shtetérore dhe proceseve vendim-
marrése té prekura nga korrupsioni i instituciona-
lizuar politik (kapja e shtetit);

e Zbatimi i veprimeve té bashkérenditura transat-
lantike kundér parave té paligjshme dhe aseteve
té paligjshme né EJL pérmes respektimit efektiv né
mbaré BE-né té sanksioneve evropiane kundér Ru-
sisé dhe hetimit paraprak té investimeve strategjike
ruse dhe kineze.

e BE-ja dhe geverité vendore duhet t€ ndérmarrin
veprime pér té parandaluar flukset e paligjshme
financiare nga juridiksionet e huaja autoritare né
EJL duke mbéshtetur zbatimin e masave pér lufté
kundér pastrimit té parave dhe duke lejuar gé pas-
trimi i parave té hetohet si njé krim mé vete dhe jo
vetém si krim predikat.

e Kapércimi i dobésive institucionale né lidhje me
financimin e paligjshém, si p.sh. mungesa e akteve
normative pér transparencén e pronaréve teé verteteé
dhe shtréngimi i regjimit té studimit paraprak té
investimeve duhet té plotésohet me njé politiké t&é
investimeve strategjike nga ana e BE-sé dhe SHBA-
sé gé synon futjen dhe stimulimin e praktikave té
drejta té tregut.

e Kapércimi i krizés me siguriné energjetike dhe
klimatike evropiane dhe pérfundimi i varésisé sé
tepért nga energjetika ruse vazhdon té jeté njé kom-
ponent kryesor i shképutjes strategjike t€ ekonomisé
evropiane nga Rusia.

Pé té kundérshtuar kapjen mediatike né rajon kér-
kohen veprime urgjente dhe té koordinuara pér té ku-
fizuar komponentét e saj, lidhur me pronésiné, reklam-
én, menaxhimin dhe veprimtariné konjitive (njohése),
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dhe pér té arritur kéto jané té€ nevojshme pérpjekje né
nivel kombétar dhe ndérkombétar. Zbatimi i masave té
méposhtme do té pérfagésonte hapat e paré kyc né kété
drejtim:

o Tejkalimi i boshllégeve institucionale dhe defi-
citeve menaxheriale g€ ulin cilésiné e mjedisit me-
diatik dhe krijojné dobési kyce té ndjeshme pér tu
pushtuar. Kjo pérfshin rritjen e transparencés pér
pronésing, strukturat e biznesit dhe burimet e fi-
nancimit t€ mediave, si dhe vendosjen e kufijve né
pérgendrimin e pronésisé sé medias.

e Krijimi i infrastrukturés sé kriminalistikés dixhi-
tale, t€ nevojshme pér té zbuluar dhe pér té hetuar
fushatat e dezinformimit dhe aktorét e tyre né po-
thuajse kohé reale, e cila do té siguronte njé linjé té
paré jetike té mbrojtjes kundér pérhapjes sé dezin-
formimit.

e Té dhénat e marra pérmes hetimit dhe analizés sé
pérmirésuar té fushatave aktuale té dezinformimit
duhet té pérdoren pér té zhvilluar masa paranda-
luese gé synojné kufizimin e ndikimit té dezin-
formimit dhe faktoréve gé nxisin kérkesén e tij, e
pikérisht komunikim strategjik, programe mési-
more né fushén e edukimit mediatik dhe informa-
tiv, fushata pér rritjen e informimit t€ publikut dhe
iniciativa pér caktimin e standardeve.

Prania e Kremlinit né nyjat kritike té infrastrukturés
mediatike né Evropén Juglindore mund té zhven-
doset vetém pérmes krijimit té njé rrjeti t€ shpérndaré
né ményré té barabarté t€ mediave té financuara me
mjete publike dhe té menaxhuara né ményré té pa-
varur, té afta té ringjallin natyrén qytetare té gazetarisé
dhe shpérndarjen e informacionit, si dhe pér té rikthyer
besimin e publikut né media.
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Istodobno s invazijom Ukrajine u punom opsegu, Ru-
sija je pojacala svoje operacije hibridnog utjecaja s
cilijem potkopavanja jedinstva i odlucnosti ¢lanica NA-
TO-aiEU-a, kao i drugih strateski vaznih drzava. Jugo-
regija na strani zlo¢udni utjecaj; povijesno, to je polje
geopolitickih i propagandnih borbi za utjecaj regio-
nalnih i globalnih (vele)sila, a trajne posljedice te borbe
osjecaju se i danas. Uzmicanje od demokracije, deficiti
upravljanja, erozija gradanskih sloboda i zastoj u inte-
graciji u euroatlantske institucije doveli su regiju u sta-
nje politicke neizvjesnosti i strateske dvosmislenosti
koje se pojacalo od 2014. U isto vrijeme, autoritarne dr-
zave poput Rusije i Kine su dosljedno provodile taktike
meke i tvrde mod¢i diljem JIE kako bi potkopale povje-
renje u liberalnu demokraciju i promicale autoritarizam
kao ucinkovitiji sustav vlasti.

Unato¢ Sirokoj osudi medunarodne zajednice, ruska
invazija na Ukrajinu takoder je posluzila konsolidaciji,
jacanju i ubrzanju njenih aktivnih napora da utjece na
donosenje nacionalnih odluka u zemljama JIE. U godi-
nama prije invazije, Kremlj je ve¢ iskoristio nedovoljno
strogu regulatornu okolinu u Jugoistocnoj Europi da
se ukljuci u zarobljavanje drzave kroz netransparen-
tne lokalne mreze pokroviteljstva i utjecaja. Te mreze,
koje se sastoje od poslovnih tajkuna, politi¢ara i dru-
gih utjecajnih ljudi povezanih s Kremljem, nastavljaju
aktivno olaksavati Rusiji koriStenje energije, financija i
medija kao oruzja za promicanje svojih interesa. Ovaj
primjer je slijedila Kina, koja je privukla i financira-
la istu infrastrukturu i mreze kako bi ostvarila vlastiti
utjecaj u regiji i ojacala lokalnu autoritarnu dinamiku.

Zarobljavanje medija i koristenje ciljanih nezakonitih
financijskih tokova (NFT) dva su najvaznija alata koje
strane autoritarne sile koriste za zarobljavanje drzava u
regiji. NFP i zarobljavanje medija neraskidivo su pove-
zani jedno s drugim i s rastu¢com mrezom zlo¢udnih in-
teresa. Moskva i Peking predstavljaju jednu komponen-
tu te mreze, a lokalni oligarsi drugu, pri ¢emu potonji
imaju znacajan politicki utjecaj u jos nekonsolidiranim
balkanskim demokracijama. Ovo izvjeS¢e predstavlja
detaljnu procjenu metoda, opsegai ciljeva taktika zaro-
bljavanja medija i nezakonitih financijskih operacija
u osam balkanskih zemalja: Albaniji, Bosni i Hercegovi-
ni, Bugarskoj, Hrvatskoj, Kosovu, Crnoj Gori, Sjevernoj

Makedoniji i Srbiji. Takoder otkriva u kojoj mjeri ova
mreza medijskog uplitanja i prljavog novca potkopava
demokraciju i euroatlantske integracije utjecuci na do-
mace politicke ishode i vanjskopoliticke odluke zemalja
Jugoistocne Europe.

Rusija i Kina ve¢ dugo koriste prikrivene korporativ-
ne vlasnicke strukture i NFP-ove kako bi osigurale sve
od novih tehnologija i tehnicke stru¢nosti do gospodar-
skog i politickog utjecaja u zemljama koje ih zanimaju.
Konkretno, Kremlj je u viSe navrata iskoristio svoju in-
tegraciju u zapadni financijski sustav kako bi iskoristio
praznine u sustavima upravljanja kroz korozivne ucin-
ke korupcije i nezakonitog financiranja te u skladu s tim
podrzao svoje zlo¢udne interese u zemlji i inozemstvu.
Brutalna invazija na Ukrajinu bacila je odavno potreb-
no svjetlo na opasnosti koje predstavlja kleptokracija i
rizike kojima Europa izlaze sebe - i svijet — svojim opu-
Stenim pristupom prljavom novcu.

Globalno, obujam nezakonitih financijskih tokova pro-
genjuje se na 1-1,5 trilijuna americkih dolara godisnje,
Sto predstavlja otprilike 3-5% globalnog BDP-a. Uspo-
redbe radi, na Balkanu oni iznose oko 6% BDP-a regije.
Zemlje u regiji i dalje su vrlo ranjive na NFP, trend koji
je pogorsan institucionalnom slaboscu i zarobljavanjem
drzave. Nezakoniti financijski tokovi poticu profi-
terstvo i kriminalno ponasanje, smanjuju sposobnost
vlada da podrze razvoj i ukljucivi rast, potkopavaju
vladavinu prava, potkopavaju funkcioniranje kazne-
nopravnih sustava i ugroZavaju poslovno okruZenje.
Osim toga, NFP crpe javne resurse, smanjuju opseg i
kvalitetu javnih usluga i time potkopavaju integritet dr-
zavnih institucija, ¢ime se narusava povjerenje javnosti
u vladu. Oni takoder pomazu u stvaranju i odrzavanju
moc¢nih mreza utjecaja koje mogu posluziti i unutarnjim
i vanjskim zlonamjernim interesima.

Nezakonite financijske tokove u Jugoistocnoj Europi
omogucuje ekosustav endemske korupcije, organizira-
nog kriminala i zaobilazenja pravila od strane poduzeca.
Djelomicno kao rezultat masovnog prodora NFP-ova,
gospodarstva u regiji manje su konkurentna od onih u
EU-u, pate od obilja nepotrebnog politickog uplitanja i
drzavnog vlasniStva, nerazvijenog privatnog sektora te
Ceste i prikrivene prisutnosti meduvladinih sporazuma
s autoritarnim drzavama. Nezakonite financijske toko-
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ve takoder omogucuju porozne drzavne granice u regi-
ji, meduovisna priroda njezinih gospodarstava i veliki
neformalni sektor. Kao most izmedu Azije i Zapadne
Europe, Jugoisto¢na Europa tradicionalno je sluzila kao
prolaz za narkotike i migrante, kao i Sirok raspon robe
dvojne namjene i akcizne robe. Znacajna povecanja
ulaganja u infrastrukturu posljednjih godina — posebi-
ce ona potaknuta kineskom inicijativom “Pojas i put” i
drugim shemama koje vodi drzava — dolila su ulje na
vatru, poticuci postojece tokove nezakonite trgovine.

Medutim, Kina nije sama u svom pristupu preplavlji-
vanju kontinenta drzavnim novcem; otprilike 1 bilijun
americkih dolara ruskog kapitala uloZeno je diljem Eu-
rope od raspada Sovjetskog Saveza, a znacajan dio tih
sredstava koriSten je za stjecanje imovine u strateskim
gospodarskim sektorima kao Sto su energija, telekomu-
nikacije, bankarstvo, gradevinarstvo i logistika. Kako
Kremlj sve viSe uspijeva dominirati lokalnim oligarhij-
skim mrezama, on je u stanju te naizgled oportunistic-
ke mreze po zelji koristiti kao oruzje. Uoci invazije na
Ukrajinu, ruske su se tvrtke ¢vrsto ukorijenile u europ-
skom gospodarstvu: u sijecnju 2022. Rusija je kontroli-
rala 277 milijardi eura dostupnih izravnih stranih ula-
ganja (ISU) u 27 drzava ¢lanica EU-a, sto je tre¢ina vise
nego na pocetku vala besplodnih sankcija diljem EU-a
nametnutih Rusiji kao odgovor na njezinu aneksiju Kri-
ma 2014. Pravi opseg ruskih ulaganja vjerojatno ce biti
mnogo veci nego sto pokazuju sluzbene brojke sredis-
nje banke, jer najmanje 50 % svih ruskih financijskih
tokova u Europu prolazi kroz offshore odredista kao
Sto su Cipar, Britanski Djevicanski Otoci, Irska, Luk-
semburg i Nizozemska, gdje su ruska sredstva skrive-
na iza subjekata s nominalnim vlasnicima, trustovima i
portfeljnim ulaganjima kroz investicijske fondove tre-
¢ih strana. Krajem 2021. ruska korporativna imovina u
Europi iznosila je gotovo 600 milijardi eura, a europske
banke jos uvijek drze 83 milijarde eura obveza prema
ruskim tvrtkama i pojedincima, gdje su zemlje poput
Austrije, Nizozemske, Italije i Francuske. najvise izloze-
ne ruskom trzistu. Mnoge transakcije koje omogucuju
stjecanje strateske imovine u jugoistocnoj Europi pro-
laze kroz ta europska financijska sredista. Otkako je EU
pocela uvoditi sve stroze sankcije Rusiji nakon pocetka
sveobuhvatne invazije na Ukrajinu u veljaci 2022., Kre-
mlj je sluzbeno prekinuo pratljive veze sa svojim po-
slovnim ograncima, povecavajuci protok nezakonitih
financija u Europi, i — posebno u JIE.

Iako je tesko pratiti broj i ucestalost NFT-ova u bilo
kojem sektoru gospodarstva, nezakonito financiranje
u medijima i srodnim sektorima moze se otkriti iden-

Breaking the Code

tificiranjem razli¢itih znakova koji bi mogli otkriti. Je-
dan od njih je koncentracija vlasnistva nad medijima
u rukama pojedinaca sa sumnjivim izvorima prihoda,
Cesto povezanih s korupcijom na visokoj razini i stra-
nim autoritarcima. U drugim se slucajevima uredivac-
ka kontrola provodi putem drzavnog financiranja koje
osiguravaju vladajuce elite ¢iji su ¢lanovi opetovano bili
upleteni u financijske prijevare ili korupcijske skandale.
Sli¢na dinamika postoji i kod pruzatelja usluga u sek-
toru telekomunikacija, kao i kod izdavacke industri-
je i drugih klju¢nih sektora u Jugoisto¢noj Europi koji
omogucuju kontrolu nad infrastrukturom distribucije
medijskih sadrzaja. Zapravo, pritisak da se zarobe me-
diji moze se vrsiti u razli¢itim gospodarskim sektorima
pretvaranjem prihoda od oglasavanja u oruzje kojim se
utjece na uredivacku politiku medija. Iznenadne, krat-
koro¢ne anomalije u sadrzaju i uredivackoj politici
utjecajnih medija, posebice u vezi s velikim infrastruk-
turnim projektima i politickim inicijativama predvode-
nim inozemstvom, takoder su potencijalni pokazatelj
koristenja NFT-a za utjecaj na medije. Ovakve anomalije
u medijskom sadrzaju ceste su u cijeloj regiji, a najcesce
se ocituju u medijima koji su u vlasnistvu ili usko po-
vezani s oligarhijskim mrezama bliskim politickim sna-
gama. lako te mreze cesto djeluju za vlastitu dobrobit i
politicki probitak, njihovi se interesi cesto preklapaju s
interesima Moskve ili Pekinga, stvarajuci tako zlokob-
nu isprepletenost NFP-a.

Ciljanje NFP-a na ranjive medije jedan je od primarnih
alata koje strani autoritarci i njihovi lokalni kanali kori-
ste kako bi olaksali zarobljavanje medija, Sto zauzvrat
pretvara pogodene medije u platforme za dezinforma-
cije i propagandu. Cak i u dravama ¢lanicama EU-a,
Bugarskoj i Hrvatskoj, nedostaju dostatna institucional-
na jamstva u pogledu otkrivanja krajnjih stvarnih vla-
snika i izvora financiranja, kao i odgovarajuci mehaniz-
mi za meduinstitucionalne provjere i ravnoteze kako
bi se sprijecila koncentracija vlasnistva. Ova se dilema
posljednjih godina pogorsala porastom platformi drus-
tvenih medija, koje pruzaju otvoreni forum za Sirenje
dezinformacija i propagande, dok potkopavaju bazu
financiranja tradicionalnih medija.

Kontinuirani deficiti upravljanja i sustavna korupcija
u jugoistocnoj Europi omogucili su Rusiji da izgradi
izvanrednu prisutnost u informacijskom krajoliku jugo-
istocne Europe u godinama koje su prethodile invaziji
na Ukrajinu 2014. i 2022. Kognitivni utjecaj Kremlja u
regiji koncentriran je po geografskim, etnolingvistickim
i vjerskim linijama i odrazava trenutno stanje svoje gos-
podarske prisutnosti i diplomatskih odnosa sa svakom
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zemljom. Podaci pra¢enja medija pokazuju da su pro-
kremaljske dezinformacije najizraZenije u zemljama
s duboko ukorijenjenim kulturnim i povijesnim veza-
ma s Rusijom — Bugarskoj, Srbiji i Crnoj Gori — kao i u
srpskim enklavama u regiji, poput Republike Srpske u
Bosni i Hercegovini. Utvrdeno je da mainstream digi-
talne vijesti u viSe od polovice Jugoistocne Europe (Bo-
sna, Bugarska, Crna Gora, Sjeverna Makedonija i Srbija)
sadrze ponavljajuce prokremaljske dezinformacije, koje
sustavno Sire neke od najposjecenijih novinskih web
stranica u svakoj od ovih zemalja. Tu se najvise istice
slucaj Srbije, gdje cetiri od pet najposjecenijih novin-
skih stranica stalno objavljuju prokremaljske dezinfor-
macije. Takoder je utvrdeno da su 2022. glavne novinske
kuce u svim zemljama JIE citirale Cetiri ruska drzavna
medijska izvora (TASS, RIA Novosti, RT i Sputnik) u
tisucama clanaka.

Ankete diljem regije zabiljeZile su znacajan pad javne
potpore Rusiji, Sto se poklopilo s pocetkom invazije i
objavljivanjem zlo¢ina Kremlja u Ukrajini. Medutim,
zlonamjerne uredivacke politike i kampanje kljucnih
pro-kremaljskih, a ponekad cak i mainstream medija i
politickih stranaka nastavile su se unato¢ ovoj promjeni
u mainstream javnom mnijenju. Politicki subjekti koji
su simpaticni Moskvi, kao sto su SNS i SPS u Srbiji,
Vazrazdanje i BSP u Bugarskoj i SNSD u Bosni, zadr-
zali su svoje parlamentarne pozicije i mo¢ odlucivanja
u nizu parlamentarnih izbora 2022.-2023., a neke stran-
ke, poput stranke Vazrazdanje, cak biljeze porast javne
potpore tijekom tog razdoblja. U kombinaciji s pojaca-
nom aktivnoséu prokremaljskih medija pridonijeli su
djelomi¢nom oporavku simpatija javnosti prema Rusiji
nakon pocetnog Soka izazvanog invazijom. U Srbiji i
drugim dijelovima regije gdje Zive etnicki Srbi, potpora
Srbiji jos uvijek je vecéinska, a posvoda u jugoistocnoj
Europi je ostala veca nego u zapadnoj Europi tijekom
cijelog razdoblja.

Bugarska i Srbija nastavljaju djelovati kao primarni ko-
ordinacijski centri i lansirne rampe za operacije utje-
caja Kremlja u regiji. Bugarski politicari i novinari nor-
maliziraju prokremaljske dezinformacije u zemlji, kao i
u euroatlantskom prostoru, dok Srbija pomaze u Sirenju
kremaljskih dezinformacija diljem zapadnog Balkana
putem medija na srpskom jeziku koji se nalaze u Srbiji
i u srpskim enklavama poput Republike Srpska. Podaci
o prometu podataka vodecih web stranica s vijestima
na zapadnom Balkanu odrazavaju informacijsko natje-
canje za publiku koja govori srpski i hrvatski izmedu
prokremaljskih srpskih medija i relativno euroatlantski
orijentiranih hrvatskih medija.
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Suprotstavljanje koriStenju NFT-ova i zarobljavanja me-
dija kao sredstava stranog zlo¢udnog utjecaja zahtijeva
integrirani, cjelokupni drustveni pristup koji se temelji
na suradnji izmedu kreatora nacionalne politike, pri-
vatnog sektora, civilnog drustva te europskih i americ-
kih institucionalnih struktura. Ove protumjere trebale
bi se temeljiti na paralelnom uvodenju dijagnostickih
i provedbenih mehanizama usmjerenih na odvajanje
europskog gospodarstva od Rusije, kao sto su:

e stvaranje mehanizama za prikupljanje dokaza, pu-
tem kojih ¢e se moc¢i poboljsati kvalitetatu i koli¢inu
NFT podataka te identificirati drzavne institucije i
procese donosenja odluka na koje utjece instituci-
onalizirana politicka korupcija (zarobljavanje dr-
zZave);

e provedba uskladene transatlantske akcije protiv ne-
zakonitog novca i nelegitimne imovine u Jugoistoc-
noj Europi kroz ucinkovito postivanje europskih
sankcija protiv Rusije u cijeloj EU i prethodnu istra-
gu ruskih i kineskih strateskih ulaganja.

e EU i lokalne vlasti trebale bi poduzeti mjere kako
bi sprijecile nezakonite financijske tokove iz stranih
autoritarnih jurisdikcija u Jugoistocnoj Europi po-
dupiruci provedbu mjera protiv pranja novca i do-
pustajuci da se pranje novca istrazuje kao zasebno
kazneno djelo, a ne samo predikatno.

e Rjesavanje institucionalnih ranjivosti u vezi s neza-
konitim financiranjem, kao Sto su nedostatak pro-
pisa o transparentnosti stvarnih vlasnika i poos-
travanje rezima dubinske analize ulaganja, trebalo
bi nadopuniti strateskom investicijskom politikom
EU-a i SAD-a usmjerenom na uvodenje i poticanje
postene trziSne prakse.

e Prevladavanje europske energetske i klimatske si-
gurnosne krize i okoncanje pretjerane ovisnosti o
ruskoj energiji i dalje je glavna komponenta strates-
kog odvajanja europskog gospodarstva od Rusije.

Suprotstavljanje zarobljavanju medija u regiji zahtije-
va hitnu i koordiniranu akciju za suzbijanje vlasnistva,
oglasavanja, upravljanja i kognitivnih komponenti, sto
zahtijeva nacionalne i medunarodne napore. Provedba
sljedec¢ih mjera predstavljala bi kljucne prve korake u
tom smjeru:

e prevladavanje institucionalnih praznina i nedosta-
taka u upravljanju koji snizavaju kvalitetu medij-
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skog okruZzenja i stvaraju klju¢ne ranjivosti podlozne
osvajanju. To ukljuc¢uje povedanje transparentno-
sti vlasnistva nad medijima, poslovnih struktura i
izvora financiranja, kao i uvodenje ogranicenja kon-
centracije vlasnistva nad medijima.

Stvaranje digitalne forenzicke infrastrukture po-
trebne za otkrivanje i istrazivanje kampanja de-
zinformacija i njihovih aktera u gotovo stvarnom
vremenu, $to bi pruzilo vitalnu prvu liniju obrane
protiv Sirenja dezinformacija.

Podaci dobiveni poboljSanom istragom i analizom
teku¢ih kampanja dezinformiranja trebaju se ko-
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ristiti za razvoj preventivnih mjera usmjerenih na
ogranicavanje utjecaja dezinformacija i ¢imbenika
koji pokrecu njihovu potraznju, a to su strateska ko-
munikacija, programi obuke u podrucju medijske i
informacijske pismenosti, kampanje podizanja jav-
ne svijesti i inicijative za postavljanje standarda.

Prisutnost Kremlja na kriticnim ¢voristima medijske in-
frastrukture u jugoistocnoj Europi moze se pomaknuti
samo stvaranjem ravnomjerno rasporedene mreze jav-
no financiranih i neovisno upravljanih medija koji su
sposobni oZivjeti gradansku prirodu novinarstva i Sire-
nja informacija, kao i vratiti povjerenje javnosti u me-
dije.



BULGARIA: PEBIOME

EaHOBpeMeHHO ¢ IbAHOMAaNIabHOTO HaXAyBaHe B YK-
paiiHa, Pycust 3acman XxmOpuAHNTe CY OIlepariim 3a
BAVSTHIIE, HACOUEH! KbM IIOAKOIIaBaHe Ha eAVHCTBOTO
u pemumMoctTa Ha uaeHoseTe Ha HATO n EC, kakTo 1
Ha ApPYyIU Abp>KaBlU OT CTparermnyecko sHaveHue. fOro-
nsTouHa Esporma (IOVIE) B yacTHOCT e eAH OT Hali-ys13-
BIIMITE PEIVIOHN 3a 3A0BPeAHO Uy>KA0 BAVsHMe. B nc-
TOPUYECKN I1AaH T € O114a IMoAe Ha TeOIOANTIIeCKI
VI IIPOIIaTaHAHY OMTKM 3a BAVISTHVME MEXAY Peruo-
HaAHU U I100a4HU (CBPBHX)CUAH, a TPATHUTE ITOCAeAN-
1M OT Ta3yu OopOa ce ycemar u gHec. OTCThIIAeHNETO
OT geMOKpalu:ATa, AepUUINTHUTE B yIIpaBAEHIETO, epo-
3MsTa Ha IPaXkKAAaHCKMUTe CBOOOAM U OyKCyBaHETO Ha
MHTETpal/Ta B €BpOaTAaHTIUIeCKUTEe MHCTUTYIINN T10-
CTaBAT PEervoHa B CHCTOSHNE Ha MOAUTHUIECKA HeCU-
TYPHOCT I cTpaTermiecka HesiICHOTa, KOUTO ce 3acu-
auxa caeg, 2014 r. EanoBpeMeHHO ¢ TOBa aBTOpUTapHU
Abp>kaBy Kato Pycms n Kurait nmocaegosaTeaHO IIpu-
JaraT TaKTMKI Ha MeKa U TBbpJAa cuaa B 1paaa IOVE,
3a Aa ITOAKOIIaBaT J0BEPUETO B AMbepalHaTa AeMOKpa-
LVISL U 4@ AaHCHpaT aBTOpUTapu3Ma KaTo I10-e(peKTIB-
Ha CuCTeMa Ha Abp>KaBHO yIIpaBJeHle.

Bobmpexkn mmpokoTo ochXKAaHe OT CTpaHa Ha MeXAy-
HapOAHaTa ODIITHOCT, HaXAyBaHeTo Ha Pycus B Ykpaii-
Ha MOCAY>KI CBIO U 3a KOHCOAMAMPAaHe, 3aciABaHe U
YCKOpsiBaHe Ha HeIHUTe aKTVBHM MepOIIPUATIAS, Ha-
CoYeHM KbM OKa3BaHe Ha BAVSIHIE BLPXY CTpaHMUTe OT
IOVIE. B roaunute npeau HamageHnero, Kpemsba Beue
ce Oelrre BB3II0A3BaAd OT HeCTaOMAHATa peryJaTOpHa
cpeaa B IOVE, 3a ga peaausupa pasAudHU ITPAKTUKA
Ha 3aBaajsiBaHe Ha AbpKaBaTa Upe3 HeIIpO3padHu
MeCTHM MpeXN 3a HOKPOBUTEACTBO ¥ BAVSHIIE.
Tesu mpesxn, chcTosAmIN ce OT cBhp3anu ¢ Kpemba oan-
rapcy, HOAUTUIIU U APYTU (PaKTOpU 3a BAVSHIE, IIPO-
ABAXKaBaT AEMHO Ja yaAecHsasaT Pycus B M3I10A3BaHETO
Ha eHepreTrKaTa, PMHAHCUTE U MeANITe KaTo OPBXKIe
3a OTCTOsIBaHe Ha HeliHuTe nHTepecn. To3u mpumep He
rnocaeasaH u ot Kuraii, KoiTo npusanda U IoAXpaH-
Ba ¢ PMHAHCOBM CpeACTBa ChlllaTa MHPpacTPyKTypa 1
MpEXH, 3a Aa yIpa’KHsABa COOCTBEHOTO CM BAUSHIE B
permoHa u ja IoAcuABa MecTHaTa aBTOpUTapHa AMHa-
MIKa.

3aBaaasiBaHETO Ha MeAUITE U M3II0A3BaHeTO Ha He3a-
koHHU (puHaHcoBU norony (HOIT) ca gBa or Kao4o-
BUTe MHCTPYMEHTN, KOUTO Uy>KJeCTpaHHUTE aBTOPU-

TapHI CUAN M3II0A3BaT 3a 3aBAajsgBaHe Ha AbpP>KaBUTe
B pernona. HOII u 3aBaajsBaHeTo Ha MeAuuUTe ca He-
PaspMBHO CBbP3aHM KaKTO IIOMeXAY CH, TakKa U C Hapa-
CTBallla MpeXka OT 310HaMepeHN MHTepecu. MockBa 1
Ilexnn npeacTaBAsBaT eAMH OT KOMIIOHEHTUTE Ha Ta3!
Mpe>Ka, a MeCTHITe OAMUTapPCH — APYT, KaTO ITOCAeAHM-
Te pasroJaraT CbC 3HaYUTEAHO IOANTIYECKO BANIHIIE
BBB BCe OIlle HeyKpelTHaAuTe 0DaAKaHCKM JAeMOKpaIlu.
B HacTosmus A40Kaaj e n3A0KeHa 3a4bA004eHa OIleH-
Ka Ha MeTOAMUTe, OOXBaTa M I[eANTe Ha TaKTUKITE
3a 3aBaajsiBaHe Ha MeAUNTe U 3a He3aKOHHITe Ppu-
HAHCOBU OIlepalui B oceM 0aaKaHCKU AbP>KaBiu: Aa-
6amns1, bocma n Xeprerosuna, boarapus, XbpsaTis,
Kocoso, Yepna ropa, Cesepna Makegonus u ChpOusi.
B Hero ce paskpuBa 1 cTereHTa, B KOATO Ta3y MpeXka 3a
HaMeca B MeAMUTe U 3a MPBCHIU Iapu IIOAKOIIaBa JAe-
MOKpaIlsTa I eBpoaTAaHTHUIecKaTa MHTerpaIs, KaTo
BB3A€IICTBa BbPXY BBTPEITHOIOAUTIIECKITE pe3yaTa-
T ¥ BPHIITHOIIOANTUYECKUTE PEIIeHrs Ha CTPaHUTe OT
IOrousrouna Esporma.

Pycusa n Kutaii orgasHa OOpaBAT ChC 3aMacKMpaHMI
CTPYKTYpPM Ha KOpHopaTusHa coocTBeHOCT 1 HOPIT,
3a 4a CM OCUTYPAT BCIYIKO — OT HOBYM TEXHOAOTVM I TeX-
HIYeCKa eKCIepTr3a 40 MKOHOMUYECKO U ITOAUTIIECKO
BAMAHNE B AbP>KaBUTe, KOUTO IPeACTaBAsSBaT NHTepeC
3a Tax. Ilo-xonkperno, KpeMba MHOTOKpaTHO ce Bb3-
[1043Ba OT MHTeTpamysTa CU B 3allagHaTa UHaHCOBa
cucTeMa, 3a Ja U3BAMYA U3T0Aa OT IIPOITYCKUTE B CHC-
TeMUTe Ha AbP>KaBHO yIIpaBAeHIUe Ype3 passKAalliis
e(eKT Ha KOPyIIMATa M HEe3aKOHHOTO (pUHAHCHpPaHe
U CLOTBETHO Aa 00CAY>KBa CBOUTE 310HaMEpPeHM MHTe-
pecu B cTpaHarta 1 4y>kOuHa. bpyraaHOoTO HaxaysaHe
B YKpailHa Hacoull OTJaBHa HeoOXOAMMaTa CBeTAMHA
BbpPXy OIAaCHOCTHUTE, IIOPOAE€HM OT KAeNTOKpaIisi-
Ta 1 pUCKOBeTe, Ha KOUTO EBporia maaara cede cu — u
CBeTa — Ype3 CBOs HexaeH I104X04 KbM MPbCHITE ITapIA.

B cBeroBen Mariab oOeMbT Ha He3aKOHHUTE (PUIHAHCO-
BU IIOTOLIM ce oueHsiBa Ha 1-1,5 Tpmanona marckm 40-
Aapa TOAUIIIHO, KOEeTO MIpeAcTaBAsiBa IPUOAUZUTEAHO
3-5 % ot cBetoHm: bBII. 3a cpasnenne, Ha baakanmnTe
nm3xoasute HOIT pp3ansar Ha okoa0 6 % ot BBIT na
pernona. CTpaHuTe B permoHa Ipo4gbAKaBar Aa ObaaT
CUAHO ys3BUMM 110 oTHOoIeHue Ha HOPII, TenaenHIims,
KOATO Ce U30CTPs MOpasut MHCTUTYIIMOHaAHa cAabocT
U 3aBAajsiBaHe Ha Abp>kaBaTa. HesakonauTe ¢puHaH-
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COBI ITIOTOIIM HaCbp4aBaT CTpeMe>Ka KbM I10AydaBaHe
Ha obaaru u IIPeCThIIHOTO IIOBEeAEHNE, HaMalsBaT Ka-
HalyTeTa Ha IIpaBUTeACTBaTa 4a IIOAKPEeILIT pasBUTe-
TO U IIpMOOITaBaIINs pacTeXX, II0AKOIIaBaT BhPXOBEeH-
CTBOTO Ha IPaBOTO, paspyllaBaT (PYHKIIMOHMpPaHETO
Ha CUCTeMUTe 3a HaKa3aTeAHO IIpaBoChbAuie U M3Aaratr
Ha puck ousHec cpegata. Ocsen ToBa, HOIT narousar
Hy6/H/I‘IHI/I pecypcu, HaMaAasBaT oOxBaTa U KadyecTBO-
TO Ha IyOAMYHUTE yCAYIM U IIO TO3UM HAUMH CpUBAT
IIOYTeHOCTTa Ha Abp>KaBHUTe MHCTUTYLNMM, KaTo TaKa
yPOHBaT OOIIIeCTBEeHOTO J0Bepyie KbM IPaBUTEeACTBOTO.
Te cpI10 Taka criomarar 3a Ch34aBaHeTO U IOAAbpIKa-
HETO Ha MOIIHU MPEeXX! 3a BAVISIHIIE, KOUTO MOraT JAa
O6C/ly>KBaT KaKTO BBTPENIHN, TaKa 11 BbHIIIHI 340BPeA-
HI MHTepecH.

Hesaxkonnnrte ¢purHaHcosu moroun B IOromsrouna Es-
poIia ca Bb3MOXKHI OAarojapeHne Ha OTAaBHa CBIIIeCT-
ByBalllaTa CMMO103a OT eHAeMIYHa KOPYIIINs, OpTa-
HIUBJpaHa IPeCTBIIHOCT U 3a00MKaAsHe Ha IIpaBylara
OT cTpaHa Ha OmsHeca. JOHAKbAE B pe3yATaT Ha Maco-
BOTO IlpoHMKBaHe Ha H®II, mkoHOMUKUTe B perroHa
ca I10-MaAKO KOHKypeHTocriocoonm ot Tesu 5 EC, kato
CTpajaT OT IIpeKOMepHa HellpaBOMepHa IT0ANTIYecKa
HaMeca I Abp>KaBHa COOCTBEHOCT, c1ab0 pa3BUT YacTeH
CEeKTOp M YeCTO CpelllaHy, HeIIPO3pauHy MeKAyIIpaBl-
TeACTBEHI CIIOpasyMeHIs C aBTOPUTApHU Abp>KaBU.
H®II ca yaecHeHM M mnopaau IIOpecTUTe AbpP>KaBHU
TpaHUIIM B PeryoHa, B3aIMO3aBMCUMOCTTa Ha MKOHO-
MIKUTE My U roldemMmrTe HedpopMaaHM ceKTopu. B
KayecTBOTO CU Ha MOCT MexXAy Asus n 3anagHa Espo-
na, JOVE TpaguiimoHHO cAy>XM KaTo BXO4Ha BpaTa 3a
HapKOTVIN I MUTPaHTI, KaKTO I 3a IIMPOK CIIEKTLP
OT aKIIM3HM ¥ CTOKM C ABOJIHA yIIOTpeOa. 3HauuTea-
HOTO HapacTBaHe Ha MHPPaCTPyKTypPHUTE NHBECTUIINI
Ipe3 IOCAeJHUTE TOAVHU — IIO-CIIeIIadHO TaKIBa,
IoAXpaHBaH!U OT KUTalicKaTa MHUIIMaTuBa «EAnH mosc,
€AVH ITbT» U APYTU HEIIPO3pauyHM Abp>KaBHIU CXeMU 3a
duHaHCKpaHe — 400aBAT MacAO B OTBH:, 3aCUABAVIKI
CBhIIIeCTBYBaIllUTe ITOTOIT Ha He3aKOHHA ThPTOBIL.

Kuranm obaue He e eAMHCTBEH B IIOAXOJa CH Aa 3aAl-
Ba KOHTUMHEHTa C yIIpaBAsSIBaHM OT Abp>KaBaTa ITapId.
IMpubansureano 1 TpMAMOH IIATCKM AOJAapa PYCKI
KaIlnTaAl ca u3TeKau B EBpomna caeg pasmagaHeTo Ha
CoBeTckus ChI03, KaTO 3HaYMTeAHa JacT OT Te3U Cpea-
CTBa Ca ITOCAY>KIAM 3a IPNA00BaHe Ha aKTUBU B CTPpa-
Ternm4ecky MKOHOMMYECKU CEKTOPM KaTO eHepreTHKa,
Te/eKOMYHMKaly, OaHKOBO 410, CTPOUTEACTBO U
aoructuka. KpemMba Bce mo-uecTo ycrsiBa 4a OBAaasBa
MEeCTHM, IIPUBJAHO OIIOPTIOHMCTUYHV OAUTapXMYHN
MPEeXU 1 Aa I'M HpeBpblla B OpbKIe 3a IIOCTUraHe Ha

Breaking the Code

UMHTepecuTe cu. B HaBeuepmeTro Ha HaxAyBaHETO B YK-
paiiHa, pycKM KOMIIaHUM ce OsXa BKAMHUAU AbAOOKO B
eBporelickaTa MKoHomuka. Kem sanyapnu 2022 1., Pycns
VIIPpasKHsBA KOHTPOA BBPXY 277 MAPA. €Bpo 1og Ppop-
MaTa Ha IpeKy uyKaecTpaHHu ymHBectunuy (ITUN) B
27-te agpp>kaBu-uaeHKu Ha EC, koeTo e ¢ egHa TpeTa 1mo-
Beye B CpaBHeHNe C Ha4aA0To Ha BbAHAaTa OT 0e3I110AHNI
0OIIIOeBPOIIEVICKY CaHKIIVY, HaA0>KeHn Ha Pycust B o1-
roBOp Ha aHekcupaHeTo Ha Kpuwm mipes 2014 1. Mcrun-
CKITe pasMepl Ha PyCKNUTe MHBeCTUIINI BepOsTHO ca
MHOTO I10-BJMCOKM, OTKOAKOTO ITOKa3BaT OpUIIaAHUTe
JAAHHU Ha LeHTpaJHNUTe OaHKM, Thil Kato moHe 50 %
OT BCMYKM PycKy (pUMHAHCOBM HmOTONM KbM EBpo-
na mpeMIHaBaT IIpe3 OPpUIOPHM AeCTUHAIIMIL KaTo
Kumsp, bpuranckurte Bupaxuucku ocrposu, Vpaan-
aus, AokcemOypr n Huaepaanaus, KbaeTo pyckuTte
(puHaHCOBU CpejcTBa Ca CKPUTH 3aj OOpasyBaHUA C
HOMMHAAHU COOCTBEHUIIM, TPHCTOBE M HOPTQeniHn
VHBECTULIMI Ype3 MHBECTUIIMOHHM (POHAOBE Ha Tpe-
Tt crpanu. Kem kpast Ha 2021 1., akTMBUTE Ha PyCKU
kopniopanyu B EBporna Bp3amsaTt Ha noutn 600 mapa.
€BPO, a eBPOIIelICKITe DaHKI Bce Ollle AbpKaT 83 MAPA.
eBpo 10/ (gopmaTa Ha IacHMBU KbM PYCKU QUPMU U
¢usmaecku auna. Anpxkasu kato Ascrpus, Huaep-
AaHaus, Vitaans n @paHiiys MMaT MHOTO BUCOKM HUBa
Ha eKCIIO3UIMs KbM PyCcKUs Itasap. MHOTo OT caea-
KIITe, II0CPeACTBOM KOUTO CTaBa Bb3MOXKHO OBJa/sBa-
HeTO Ha cTpartermdecku akTusu B IOVE, mpemunasar
IIpe3 Te3! eBpOIericky (pUHaHCOBU IIeHTpoBe. OTKaKTO
cle/ HavaJ0TO Ha I'bAHOMAIlaOHOTO HaXAyBaHe B YK-
paiina pes ¢espyapu 2022 r. EC szamouna ga Haaara
BCe IIO-CTpOoru caHKIum Ha Pycus, Kpemba nipeanpue
AeVICTBIS 3a IIPeKbCcBaHe Ha IIPOCAeAVIMUATEe BPb3KIA
KBbM CBOM OM3HeC OpbKIsI, yBeAdaBalikyl IIOTOI[UTe

Ha He3aKOHHO ¢uHaHCHpaHe B EBpora, u mo-crrernyas-
o B IOVIE.

Boropekn ue mpocaeasiBaHeTO Ha pasMepa U JecToTa-
ta Ha H®IT B KoMiTO M Aa € OoTpachba Ha MKOHOMMKaTa
e TPyAHO, He3aKOHHOTO (pMHaHCHUpaHe B MeAVIITHWS
¥ CBbp3aHNUTE C HErO CeKTOPM MOXe Ja Obae 3ace-
9YeHO upe3 NAeHTU(UINMpaHe Ha pa3ANIHI IPU3HaI,
KOUTO M3AaBaT HAAMYMETO UM. EAVH OT TsIX € KOHITeH-
TpanysATa Ha COOCTBEHOCTTa B pbhlieTe Ha AMIla ChC
CbMHUTEAH!U M3TOYHUIIM Ha AOXOAM, YeCTO CBbP3BaHMU
C KOPYIIINS IO BUCOKUTE eTaXKM Ha BAacTTa I dy>KAec-
TpaHHU aBTOpUTapHU (akTopm. B apyru cayuam, pe-
AAKIIMOHHMSAT KOHTPOA Ce YIIPpaykHsIBa Ype3 Abp KaB-
HO (UHaHCMpaHEe, OCUTYPsIBAaHO OT YIIPaBASBaIINUTE
€AUTY, YUUTO YA€HOBe MHOTOKPATHO Ca Ce 3aMecBall B
CKaHJaAu 3a PUHAHCOBU M3MaMu mau Kopymuyst. [lo-
A0OHa AMHaMMKa CBIIEeCTByBa IIO OTHOIIIEHIEe Ha A0C-
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TaBYMIIM B TeA€KOMYHUKAIIMIOHHIS CEKTOpP, KaKTO U Ha
u3jaTeAcKaTta MHAYCTPUS U APYIV KAIOYOBU CEKTOPU B
IOME, xonTo 1103B0As1BaT KOHTPOA BHPXY MH(PPaCTPYK-
TypaTa 3a pas3IpOCTpaHeHNe Ha MeAUIHO ChAbpKa-
Hue. HatucksT 3a 3aBaaasiBaHe Ha MeAUINTE MOXKe Aa
Ce yIIpa’kKHsABa IIpe3 pa3ANIHI MKOHOMITIECKV CEKTOPI
ype3 NpeBpbIllaHeTO Ha IPUXOAUTE OT peKdaMa B OPb-
>KIe 3a OKa3BaHe Ha Bb3/elICTBIe BbPXY peJaKlIOHHa-
Ta MOAUTMKA Ha MedunTe. BHe3armHuTe, KpaTKOCPOIHI
aHOMaAMM B ChbABbP>KaHMUETO U pejaKIIMOHHAaTa I10-
AWTHKA Ha BAMATEAHU MeANN, OCOOEHO BBB BpPBb3Ka C
MaraOHI MHPPaCTPYKTyPHU POEKTH U ITOANTIYECKI
VHUIIMATUBY, PBKOBOAEHM OT YyXJa Abp>KaBa, CBIIIO
ca IIOTeHIMaAeH IIoKa3aTeAa 3a usnoassaHero Ha HOIT
3a OKa3BaHe Ha BAUSIHIE BbpPXy MeaunTe. Takupa aHO-
MaAuu B MeAUITHOTO ChABbP>KaHME Ca YeCTO CpeIlaHy
B ILIeAVSI PEIVIOH U Hall-uecTO Ce IPOsBsIBAT B MeANN,
KOITO Ca COOCTBEHOCT Ha NpPMOAVKEHU A0 IOANUTH-
YecK! CHUAM OAUTAPXMYHM MPEX!U UAU ITBK ca TACHO
CBbp3aH!U C TaKMBa MpeXU. Bbrpekn ue Tesu Mpexmu
HepsAAKO JeliCTBaT 3a COOCTBeHa M13T0Aa U IIOAUTIYECKO
U3AUTaHe, TEXHUTE MHTEPeCH 4eCcTo ce IMPUIIOKPUBAT C
Te3u Ha MockBa man IlekuH, Kato 110 TO3U HAYMH Ce
Ch34aBa 340BpeaHo mpenanTane Ha HOII.

Hacousanero Ha HOIT kbM yA3BMMU MeAUN € e4UH OT
OCHOBHITE MHCTPYMEHTHU, KOUTO Uy>KAeCTpaHHUTE aB-
TopuTapHU (HaKTOPU U TEXHUTE MECTHU IIPOBOAHUITN
U3II0A3BaT, 3a Ja YAECHAT 3aBAalsgBaHeTO Ha MeAUMNTE,
KOETO Ha CBOI pe/, IMpeBpbllia 3aceTHaTUTe B I1AaT(op-
MM 3a pa3IpocTpaHeHle Ha ge3uMH@OpMaIys 1 IIpo-
naranga. Jopu B Abp>kasute-uaeHku Ha EC, bparapust
U XbpBaTusl, AUIICBAT AOCTaThYHO MHCTUTYLIMIOHAAHN
rapaHIUM IO OTHOIIIEHMe Ha pasKpUBaHETO Ha Kpail-
HIUTE AEVICTBUTEAHNM COOCTBEHUIIM M M3TOYHUIIUTE Ha
¢uHaHCKHpaHe, KaKTO ¥ IOAXOASAIIY MeXaHM3MIU 3a
MEXAYUHCTUTYIIMOHaAeH KOHTPOA 3a IIpeAOoTBpaTsBa-
He Ha KOHIIEHTpal/sTa Ha coOcTtseHOCT. Tasyu aunaema
Ce YCAOXHIU IIpe3 MocAeJHNUTe TOAVHI TTOpPajyl Bb3X0-
JAa Ha 11atrQopMuUTE Ha COIIMAAHUTE MPEXMU, KOUTO
IIPeAoCTaBAT OTKPUT POPyM 3a paslIpoCTpaHeHue Ha
Aes3vH(pOpMaIs U Ipolaraia, KaTo ChIIeBpeMeHHO
pymar Oaszara 3a (pMHaAHCHpaHe Ha TPaAULIVIOHHUTE
MEeAVIIA.

YrpasaeHckuTe AepUIINTU ¥ CUCTEMHATa KOPYIILIVSL
B IOVIE nosBoanxa Ha Pycus aa msrpaau ChliecTBeHO
IPUCHCTBUE B MHPOpManoHHMs reiisax Ha IOVIE s ro-
AVIHUTe, TIpeAIIIeCTBaIY MHBa3UNUTe I B YKpaliHa IIpe3
2014 r. n 2022 r. KorHMTMBHOTO BanssHue Ha KpeMba
B PErVioHa e KOHIIEHTPYPaHO 10 reorpadckii, ETHOAVHI-
BUCTUYHI U PEAUTMO3HU AMHUN U OTpas3sIBa TeKyII0TO
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ChCTOsIHME Ha MKOHOMMYECKOTO My HPUCHCTBUE U AU-
I10MaT/4YecKUTe My OTHOIIEHNs II0 OTHOIIeHUe Ha
BCsIKa AbpKapa. /JaHHUTe OT MeAUNHNS MOHUTOPUHT
IIOKa3BaT, 4ye HIpOKpeMbacKaTa AesMH@OpManis e
Hali-CIAHO M3pa3eHa B CTpPaHUTE C AbA00KO BKOpEHEeH!
KyATYPHI ¥ MCTOPMYECKN BPB3KM ¢ Pycust: boarapus,
CppOrt m YepHa ropa, KakTo U B CPBOCKUTE aHKAaBU
B pernoHa, Kato HaripuMep Pemnry6anka Cppocka B boc-
Ha 1 XepuerosyHa. OCHOBHUTE AVTUTAAHNU I1AaT(GOpMU
3a HOBUHMU B moBede oT noaosuHata ot IOVE (bocha u
XepuerosuHa, bearapus, Yepna ropa, Cesepra Maxke-
Aonnsa u CopOust) chabpsKaT IIOBTapsIla ce IPOKpe-
MbBACKa Ae3MH(pOpMaIs, CUCTEMaTUYHO JaHCHpaHa
U TUpakMpaHa OT HSKOU OT Hali-IlocelllaBaHuTe HOBU-
HapcKH yeOcaiiToBe BbB BCsAKa OT Te3y cTpaHu. Haii-sp-
KO ce OTKpOsBa caydasaT Ha CbpOusi, KbAETO YeTUPU
OT IIeTTe Hali-TlOceljaBaHy HOBMHAPCKM yeOcaliTa I10-
CTOSIHHO ITyOAMKYBaT IPOKPEeMbACKa Ae3MH(POPMaLIVL.
Omre noseyve, mpes 2022 1., OCHOBHITE HOBMHAPCKM U3~
AaHus BbB Bcuuku Abpskasu ot IOVE ca ce mososasaan
Ha 4eTHpU KOHTPOAMPaHU OT pycKaTa Abp>KaBa MeAuIi-
Hy nstounuka (TACC, PMA Hosocty, RT u CriyTHUK) B
XUASAV CTaTUNL.

CormoaornmyecknTe MpOyIBaHUsl, IIPOBEAECHI B IIe AV
pernoH, ordes3axa 3abede’XMM craj B OOIIecTBe-
HaTa moakpemna 3a Pycus, cpbBnagai ¢ Ha9a40TO Ha
MHBa3MsTa M OrdacsBaHeTO Ha 3BepcTsaTa Ha Kpemnba
B YKpaliHa. 3A0HaMepeHNTe peAaKLMMOHHN ITOAUTUKIA
U KaMITaHNMM Ha KAIOYOBU IIPOKPEMbBACKH, a ITOHIKOTa
AOPY OCHOBHU MeAVU U IOAUTNYECKU IapTy oDade
Ce 3arasyxa BBIIPEK!U Ta3U IPOMsHA B OOIIECTBEHOTO
Muenne. Cumnarusupamure Ha MockBa moantide-
cku cybexTn, kKato SNS u SPS 8 Cpp0Oust, Buspaxaane
u BCII 8 bearapmusa u SNSD B BocHa, 3amasmxa map-
JaMeHTapHUTe CM IO3UIIVM ¥ BAACT B IIOpeANIiaTa OT
ImapaaMeHTapHI 1300opu mpes 2022-2023 1., KaTo Ipu
HAKOM HapTum, KaTo Hanpumep Bospakaane, gopu ce
Ha0Al04aBa HapacTBaHe Ha OOIecTBeHaTa ITOAKpeIla
Ipe3 To3M Nepuod. B chueranne ¢ mosuireHaTa akTIB-
HOCT Ha IIPOKPeMbACKUTE MeAu TOBa A0BeJe A0 Jac-
TMYHOTO BB3CTaHOBsIBaHe Ha OOIIeCTBeHNUTe CUMIIaTII
kbM Pycns caes mbpBOHa4aAHOTO ChTpeceHue, IIpe-
AusBUKaHO oT uHBasusTa. [logkpenara 3a Pycus mpo-
AbAXKaBa Aa ce Criogeasl OT MHO3MHCTBOTO B ChpOnms u
B @ THIYEeCKM CPBOCKITe periOH! Ha APYIN AbP>KaBU OT
IOME, xaTto HaBCSIKbAE TSI OCTaBa I10-BIICOKA, OTKOAKO-
TO B 3amazHa Epporia mmpes means rnepmoga,.

bparapus n CppOnst mpoAbaXKaBaT ga A€MCTBAT KaTO
IIbPBOCTEIIEHHN IIeHTpOBe M CTapTOBM I1AOIIaj-
K1 3a onepanuurte Ha Kpemba 3a okassaHe Ha BANS-
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HII€ B perMoHa. bbArapckure MOAUTULIN U1 PeIOpTEPU
HOpMaAu3upaT HpOKpeMbaAcCKaTa Ae3mH(popManus B
CTpaHaTa, KaKTO U B €BPOaTAaHTUIECKOTO IIPOCTpaH-
cTBO, AokaTo ChpOms Imoarmomara pasHpOCTUPAHETO
Ha gesmHpopManmsaTta Ha Kpemba Ha Tepuropmsrta
Ha 3JamagHute baakaHu upes CpbOCKOE3NIHI MeAUI,
Hasmpann xkakTo B ChpOMsI, TaKa 1 B CPBOCKM aHKAABI
kaTo Perrybamka Cpnocka. [lokasareante 3a Tpaduka
Ha JaHHM Ha BOJeINTe HOBMHApPCKIU yeOcaiiToBe Ha
Banaguute baaxanm orpassBar MHPOpPMalMIOHHATa
KOHKYpPEeHIIM: 3a ChbpOO- M XbpBaTCKOIOBOpsIIaTa ay-
AUTOPUS MEXAY MPOKPEeMbACKUTE CPBOCKN M3AaHS I
OTHOCHTEAHO €BpOaTAaHTUIECKI OPUEHTNPAHNITE XbP-
BaTCKIL M3AAHVIS.

ITpoTuBogericTBeTo Ha w3noaspaHero Ha H®II u
3aBAaJsgBaHETO Ha MeAWMNTEe KaTo CpeAcTBa 3a 340-
BpeAHO 9y>KAEeCTPaHHO BAVISIHNE M3MCKBA MHTETPUpPaH
II0AX0A, OOXBaIaIi ISIA10TO OOIeCTBO, OCHOBAaH Ha
CBTPYAHUYECTBOTO MEXAY IOAUTUYECKUTE ANAEPH,
YJacTHIA CeKTOp, IPpa’k4aHCKOTO ODIIIeCTBO I eBpOIIeli-
CKHUTe I aMepMKaHCKIUTe MeXAyHapOAHM ITapTHLOPIU.
Tesn xoHTpaMepKm caeaBa ga ce OCHOBaBaT Ha Ilapa-
Ae4HOTO BBbBEXJaHe Ha MeXaHM3MH 3a AVMarHOCTHMKA
¥ M3I'bAHEHVe, HaCOUYeHN KbM OTAeAsIHe Ha eBpO-
merickaTa MKOHOMMKa OT Pycust, kato Hanpyumep:

e Cp3gaBaHe Ha MeXaHU3MU 3a ChOMpaHe Ha JOKasa-
TeACTBa, Ype3 KOUTO Aa ObAe BB3MOXHO Ja ce IIO-
BUIIIAT KAYE€CTBOTO M KOAMYECTBOTO Ha JAHHUTE 3a
HO®IT n aa ce maeRTMOUIMpPAT ABP>KAaBHUTE MHCT-
TYLMH U IIpOLlecTe Ha B3eMaHe Ha pelleHns], 3acer-
HaT! OT MHCTUTYIIMOHAa A3V PaHa OAMTIIUecKa
Kopynius (3aBaagsiBaHe Ha Abp>KaBaTa).

e OcepiiecTssBaHe Ha ChraacyBaHM TpaHCaTAaHTU-
9eCK! AeVICTBMS Cpellly He3aKOHHUTE Mapyu M aK-
tusu B IOVIE upes epekTUBHO cIiasBaHe OT CTpaHa Ha
€BPOIIeICKITe CAaHKIUI cperty Pycus 1 CKpMHMHT Ha
PYCKIUTe U KUTACKITE CTpaTerndecky MHBeCTUITIIAL.

e EC u mectHuTe IIpaBUTEACTBa TPsAOBa Aa IIPEAIIPU-
eMar AeliCTBI 3a IIpeAOTBpaTsiBaHe Ha He3aKOHHUTe
(UHaAHCOBU TIOTOIM OT Yy>KAeCTpaHHM aBTOPUTapHI
1opucaukiyy B FOVIE KaTo MoAKperaT mpuaaraHeTo
Ha MepKuTe 3a 60p0Oa ¢ M3NMpaHeTO Ha Iapu I
IIO3BOASAT UBIMPAHeTO Ha TIaph Ja ce pa3cleBa KaTo
OTAE/HO IPEeCThILAeHNe, @ He CAMO KaTO IIPeAMKAaTHO.

L HpeO,ZI,OA}IBaHeTO Ha MHCTUTYIMOHAAHNTE YsI3BIIMI
MecCTa ITO OTHOIIIeHIMe Ha He3aKOHHOTO Cl)I/IHaHCI/Ipa-
He, KaTO HaIllpMMep ANIICaTa Ha HOpMaTVBHI aKTOBE
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3a MPO3PavyHOCT Ha AEVICTBUTEAHUTE COOCTBEHUIIN
U 3aTATaHeTO Ha pe’KMMa Ha CKPMHMHI Ha MHBECTU-
UuTe cAeaBa da ObJaT AOII'bAHEHN C IIOAMTMKA Ha
cTpaTermyecky MHBEeCTUIINM OT cTpaHa Ha EC n
CAIlIl, HacoyeHa KbM BBBEKJaHe U CTUMYAMpaHe Ha
CIIpaBe/AViBY a3apHU ITPaKTKIA

e IIpepn3MorsaHeTo Ha Kpu3aTa C eBpoIleiicKkaTa eHep-
IMifHa ¥ KAMMaTH49Ha CUTYPHOCT M IpeKpars-
BaHeTO Ha ITpeKOMepHaTa 3aBUCHMOCT OT pycKaTa
eHepreTuka Ipogbaxkasa ga ObAe OCHOBEH KOMIIO-
HeHT Ha CTPaTernyeckoTO OTAeAsSHe Ha eBpOITelicKa-
Ta MKOHOMUKa OT Pycrst.

3a aa ce IpOTMBOJENICTBa Ha 3aBAajsIBaHETO Ha Me-
AVINITE B PEIrVIOHA, Ca HY>KHIU CIIeIIHN 1 KOOPAVHUPAHN
AEVICTBUS 3a OTpaHMYaBaHe Ha HETOBNTe KOMIIOHEHTI,
CBBP3aHM CBC COOCTBEHOCTTa, peKJlaMara, yIpabae-
HIETO M KOTHUTMBHATA 3aBUCUMOCT, KaToO 3a TOBa ca
HEOOXOAVMMU YCHAVS KaKTO Ha HallMIOHAAHO, TaKa 1 Ha
MeXAyHapoAHO pasHuIle. ITpnaaranero Ha caeaHuTe
MepKI ca KAIOYOBU IIbPBU CTBIIKU B Ta3! ITOCOKA:

e IIpeogoasiBae Ha MHCTUTYIIMOHAAHUTE IPO-
MyCKM ¥ YIIpaBA€HCKNUTE JAepUIINTI, KOUTO
IIOHJDKaBaT KavyeCTBOTO Ha MeAMITHaTa cpeda W
Cb3JaBaT KAIOUOBM YA3BUMU MeCTa, IIOAATAMBY Ha
3aBaagsBaHe. ToBa BKAIOYBA IIOBUIIIAaBaHe Ha IIPO-
3payHOCTTa Ha COOCTBEHOCTTa, OM3HEC CTPYKTypuUTe
U M3TOYHMIINTE Ha (PMHAHCHpPaHe Ha MeAUNTe, Kak-
TO ¥ BBbBEXKAaHe Ha OTpaHMYeHNs Ha KOHIIEHTpaly-
ST HAa MeAUITHA COOCTBEHOCT.

e Cpb3gaBaHeTO Ha MHPPACTPYKTYypa 3a IUPpo-
BaTa KpMMWHaAVCTNKA, HeOOXOAVMA 3a PasKpu-
BaHe U pa3cAe/BaHe Ha KaMIIaHMUTe 3a Ae3MHQOp-
Malysl U Ha yJ9aCTHMIIUTE B TAX B IOYTU PeaaHO
BpeMe, KOeTO OV OCUTYPUAO KM3HEHOBa’KHa IIbpBa
AVIHUA Ha 3allluTa Cpely paslpoCcTpaHeHNMeTO Ha
Ae3rHPOpMaIVIsL.

e /JanHute, NpuAOOUTU Upe3 MOA00PEHOTO pascaed-
BaHe U aHAaAU3 Ha TeKyIu KaMIIaHUM 3a Ae3MHQOp-
Malus, cAeaBa Ja ce U3IOA3BaT 3a paspaboTBaHe
Ha MPeBaHTUBHI MepPKM, HacOYeH! KbM OIrpaHu-
JyaBaHe Ha Bb3JENCTBUETO Ha JAe3uHpOopMalysiITa U
Ha (paKTOpUTe, ABVKEIIN THPCEHETO If, a MMEeHHO
cTparermyecka KOMYHMKaINsl, y4eOHM IIpOorpaMm B
004acTTa Ha MeAMifHaTa ¥ MH(OPMaIIMOHHATa Ipa-
MOTHOCT, KaMIIaHNIM 3a IIOBMINIaBaHe Ha OOIecTBe-
HaTa OCBeAOMEHOCT U MHMIIMATVUBU 3a OIpejeasHe
Ha CTaHAAPTH.
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[Ipmucncruero Ha Kpemba B KpUTUIHUTE BB3AM Ha
MeauitHata MHPpacTpykrypa B lOromsrouna Espoma
MOXe Aa Obge M3MecTeHO e4VHCTBeHO 4ypes3 Ch3JaBa-
HeTO Ha paBHOMEpPHO paslpeJedeHa Mpeska OT MeAWIA,
¢$uHAHCHPaHN ¢ IIyOAMYHN CpeACTBa ¥ yIIpaBasiBa-

89

HI HEe3aBUC1MMO, CIIOCOOHM Aa CbXUBAT I'Pa’kKAaHCKIL
XapakKTep Ha XypHaalCTHKaTa 1 pasiipOCTpaHEHMETO
Ha I/IHCI)OpMaLU/I}I, KaKTO 1 A4a Bb3CTaHOBAT O6IJ.I€CTB€HO-
TO AOBEpPIIE€ B MEAUIITE.
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Rusia ka rritur operacionet e saj hibride té ndikimit
me pushtimin e Ukrainés, qé synojné minimin e unitetit
dhe vendosmérisé sé anétaréve t& NATO-s dhe BE-sé,
si dhe té shteteve té tjera me réndési strategjike. Evropa
Juglindore (EJL) né veganti éshté njé nga rajonet mé té
cenueshme ndaj ndikimit keqdashés té huaj; historik-
isht ajo ka gené fushé betejash gjeopolitike dhe propa-
gandistike pér ndikim ndérmjet (super)fuqive rajonale
dhe globale dhe efektet e géndrueshme té késaj lufte
ndihen edhe sot. Mbrapsja nga demokracia, deficitet e
geverisjes, erozioni i lirive civile dhe ngecja e integrimit
né institucionet euroatlantike e kané vendosur rajonin
né njé gjendje pasigurie politike dhe paqartésie strate-
gjike gé jané intensifikuar pas vitit 2014. Njékohésisht
me kété shtetet autoritare si Rusia dhe Kina zbatojné
vazhdimisht taktika té fuqisé sé buté dhe té forté né
té gjithé Evropén Juglindore pér té minuar besimin né
demokraciné liberale dhe pér té lansuar autoritarizmin
si njé sistem mé efektiv té geverisjes shtetérore.

Pavarésisht dénimit té gjeré nga komuniteti ndérkom-
bétar, pushtimi rus i Ukrainés shérbeu gjithashtu edhe
pér konsolidimin, forcimin dhe pérshpejtimin e pérp-
jekjeve té saj aktive pér té ndikuar né vendimmarrjen
kombétare né vendet e EJL. Né vitet para pushtimit
Kremlini kishte pérfituar tashmé nga mjedisi rregulla-
tor jo mjaft i rrepté né EJL pér t'u pérfshiré né kapjen
e shtetit népérmjet rrjeteve jotransparente lokale té
patronazhit dhe ndikimit. Kéto rrjete, t€ pérbéra krye-
sisht nga biznese té lidhura me Kremlinin, politikané
dhe faktoré té tjeré té ndikimit, vazhdojné té lehtésojné
né ményré aktive pérdorimin e energjetikés, financave
dhe medias nga Rusia si armé pér té mbrojtur interesat
e saj. Ky shembull éshté ndjekur edhe nga Kina, e cila
térheq dhe financon t€ njéjtén infrastrukturé dhe rrjete
pér té ushtruar ndikimin e saj né rajon dhe pér té pér-
forcuar dinamikén autoritare lokale.

Kapja e medias dhe pérdorimi i flukseve té paligjshme
financiare té synuara (FPF) jané dy nga instrumentet
mé té réndésishme gé fuqité e huaja autoritare pérdorin
pér kapjen e shtetit né rajon. FPF dhe kapja e medias
jané té lidhura né ményré té pandashme si me njéra-
tjetrén, ashtu edhe me njé rrjet né rritje t€ interesave
keqdashése. Moska dhe Pekini pérfagésojné njérin
prej komponentéve té kétij rrjeti, ndérsa oligarkét
vendas rrjetin tjetér, e gé kéta t€ fundit kané njé ndi-

kim té konsiderueshém politik né demokracité ende
té pakonsoliduara ballkanike. Ky raport paraget njé
vlerésim té thellé t€ metodave, fushéveprimit dhe ob-
jektivave té taktikave pér kapjen e mediave dhe pér
operacionet e paligjshme financiare né teté vende té
Ballkanit: Shqipéri, Bosnje dhe Hercegoviné, Bullgari,
Kroaci, Kosové, Mal té Zi, Magedoni té Veriut dhe Ser-
bi. Ai gjithashtu zbulon shkallén né té cilén ky rrjet pér
ndérhyrjeve né mediat dhe pér paraté e pista minojné
demokraciné dhe integrimin euroatlantik duke ndikuar
né rezultatet e brendshme politike dhe vendimet e poli-
tikés sé jashtme té vendeve té Evropés Juglindore.

Rusia dhe Kina prej kohésh pérdorin struktura té fshe-
hta té pronésisé sé korporatave dhe FPF pér té sigu-
ruar gjithcka — nga teknologjité e reja dhe ekspertiza
teknike deri te ndikimi ekonomik dhe politik né vendet
me interes pér ta. Mé konkretisht, Kremlini ka pérfituar
né ményré té pérséritur nga integrimi i tij né sistemin
financiar peréndimor pér té shfrytézuar boshlléqet né
sistemet e geverisjes shtetérore népérmjet efekteve gér-
ryese té korrupsionit dhe financimit té paligjshém dhe
rrjedhimisht t€é mbéshtesé interesat e tij keqdashése
brenda dhe jashté shtetit. Pushtimi brutal i Ukrainés ka
hedhur dritén e nevojshme mbi rreziget e shkaktuara
nga kleptokracia dhe rreziget gé Evropa po i ekspozon
vetes — dhe botés — pérmes géndrimit sé saj t€ dobét
ndaj parave té jashtéligjshme.

Né nivel botéror véllimi i flukseve té paligjshme finan-
ciare vlerésohet né 1-1.5 trilioné dollaré amerikané né
vit, g€ pérbén péraférsisht 3-5% té GDP-sé globale. Pér
krahasim, né Ballkan ato arrijné né rreth 6% té GDP-sé
sé rajonit. Vendet né rajon vazhdojné té jené shumé té
cenueshme ndaj FJF — njé tendencé e cila po ashpérso-
het nga dobésia institucionale dhe kapja e shtetit. Fluk-
set e paligjshme financiare inkurajojné synimin pér
marrjen e pérfitimeve dhe sjelljen kriminale, zvogélojné
kapacitetin e geverive pér té mbéshtetur zhvillimin dhe
rritjen gjithépérfshirése, minojné sundimin e ligjit, sh-
katérrojné funksionimin e sistemeve té drejtésisé penale
dhe véné né rrezik mjedisin e biznesit. Pérvec késaj,
FPF-té shterojné burimet publike, zvogélojné shtrirjen
dhe cilésiné e shérbimeve publike dhe né kété ményré
minojné integritetin e institucioneve shtetérore, duke
démtuar né kété ményré besimin e shoqgérisé né geveri.
Ato gjithashtu ndihmojné né krijimin dhe mirémbajtjen
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e rrjeteve té fugishme té ndikimit g€ mund t-u shérbejné
si interesave keqdashése t€ brendshme dhe té jashtme.

Flukset e paligjshme financiare né Evropén Juglindore
jané té mundura né saje té ekosistemit té pérhapjes sé
gjeré té korrupsionit, krimit t€ organizuar dhe anashka-
limit té rregullave nga ana e ndérmarrjeve. Pjesérisht si
rezultati depértimit masiv té FPF-ve ekonomité e rajonit
jané mé pak konkurruese se ato né BE, duke vuajtur nga
njé bollék ndérhyrjesh té padrejta politike dhe pronésie
shtetérore, njé sektor privat i pazhvilluar dhe prania e
shpeshté dhe e fshehté e marréveshjeve ndérqeveritare
me shtete autoritare. Flukset e paligjshme financiare
mundésohen gjithashtu nga kufijté porozé shtetéroré
né rajon, natyra e ndérvarur e ekonomive té tij dhe sek-
tori i madh joformal. Si njé uré lidhése midis Azisé dhe
Evropés Peréndimore EJL shérben tradicionalisht si njé
porté hyrése pér drogén dhe migrantét, si dhe pér njé
gamé té gjeré mallrash me pérdorim té dyfishté dhe
té akcizés. Rritja e ndjeshme e investimeve infrastruk-
turore né vitet e fundit — veganérisht ato t€ nxitura nga
Iniciativa e Kinés “Brez dhe Rrugé” dhe skema té tjera
té udhéhequra nga shteti — i shtoi benziné zjarrit, duke
forcuar flukset ekzistuese té tregtisé sé paligjshme.

Megjithaté, Kina nuk éshté e vetmja né géndrimin e saj
pér té mbushur kontinentin me paraté e drejtuara nga
shteti; aférsisht 1 trilioné dollaré amerikané kapital rus
jané investuar né té gjithé Evropén pas shpérbérjes sé
Bashkimit Sovjetik dhe njé pjesé e konsiderueshme e
kétyre mjeteve jané pérdorur pér blerjen e aseteve né
sektoré strategjiké té ekonomisé si energjetika, teleko-
munikacionet, bankat, ndértimi dhe logjistika. Mbasi
Kremlini arrin gjithnjé e mé shumé té dominojé rrjetet
lokale oligarkike ai éshté né gjendje lirisht t'i kthejé
né armé kéto rrjete qé duken si oportuniste. Né prag
té pushtimit t€ Ukrainés kompanité ruse ishin ngulitur
fort né ekonominé evropiane: né janar 2022 Rusia kon-
trollonte 277 miliardé euro né formén e investimeve té
huaja direkte (IDH) né 27 shtetet anétare té BE-s€, qé
éshté me njé té tretén mé shumé se né fillimin e valés
sé sanksioneve té pafrytshme mbaré evropiane té ven-
dosura ndaj Rusisé né pérgjigje té aneksimit té Krimesé
né vitin 2014. Pérmasat e vérteta té investimeve ruse
me siguri jané shumé mé té larta se sa tregojné shifrat
zyrtare t€ bankave gendrore, sepse té paktén 50 % e
té gjitha flukseve financiare ruse drejt Evropés kalo-
jné pérmes destinacioneve offshore si Qiproja, Ishujt e
Virgjér Britaniké, Irlanda, Luksemburgu dhe Niderlan-
da, ku mjetet financiare ruse fshihen pas formacioneve
me pronaré nominalé, trusteve dhe investimeve porto-
foli pérmes fondeve té investimeve té paléve té treta.
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Né fund té vitit 2021 aktivet e korporatave ruse brenda
Evropés arritén né pothuajse 600 miliardé euro, ndér-
sa bankat evropiane ende mbajné 83 miliardé euro né
formén e pasiveve ndaj kompanive dhe individéve rusé
dhe vendet si Austria, Holanda, Italia dhe Franca kané
nivelet mé té larta té ekspozimit ndaj tregut rus. Shumé
nga transaksionet qé béjné té mundur blerjen e aseteve
strategjike né EJL kalojné pérmes kétyre gendrave fi-
nanciare evropiane. Pas fillimit t€ pushtimit né shkallé
té gjeré t€ Ukrainés né shkurt té vitit 2022, BE fillojé té
shpallé sanksione gjithnjé mé té rrepta ndaj Rusisé, ku
Kremlini ndérmerr veprime pér shképutjen zyrtare té
lidhjeve qé mund té ndigen ndaj arméve té tij té biz-
nesit, duke rritur fluksin e financimeve té paligjshme né
Evropé dhe vecanérisht né EJL.

Megjithése ndjekja e numrit dhe frekuencés sé FPF-ve
né ¢do sektor té ekonomisé éshté e véshtiré, financimi
i paligjshém né sektorin mediatik dhe né sektoré té
lidhur me té mund té zbulohet pérmes identifikimit té
shenjave té ndryshme gé tregojné praniné e tyre. Njé
prej tyre éshté pérqendrimi i pronésisé sé medias né
duart e individéve me burime té dyshimta té ardhurash,
shpesh té lidhur me korrupsionin né nivelet e larta té
pushtetit dhe me faktoré té huaj autoritaré. Né raste té
tjera, kontrolli editorial ushtrohet népérmjet financim-
it shtetéror té siguruar nga elitat né pushtet, anétarét
e té ciléve jané implikuar vazhdimisht né skandale pér
mashtrime financiare apo korrupsion. Njé dinamiké e
ngjashme ekziston né lidhje me ofruesit né sektorin e
telekomunikacionit, si dhe né lidhje me industriné e bo-
timeve dhe sektorét e tjeré ky¢ né EJL, té cilét mundéso-
jné kontrollin mbi infrastrukturén e shpérndarjes sé
pérmbajtjes mediatike. Né fakt, presioni pér té kapur
mediat mund té ushtrohet népér sektoré té ndryshém
ekonomiké duke i kthyer té ardhurat nga reklamat né
njé armé pér té ndikuar né politikén editoriale té me-
diave. Anomalité e papritura, afatshkurtra né pérm-
bajtjen dhe politikén editoriale té mediave me ndik-
im, sidomos né lidhje me projektet e infrastrukturés né
pérpjesétime té gjera dhe nismat politike té udhéhequra
nga shteti i huaj, jané gjithashtu njé tregues potencial pér
pérdorimin e FPF-ve pér té ndikuar né media. Anoma-
li té tilla né pérmbajtjen mediatike jané té zakonshme
né té gjithé rajonin dhe mé sé shpeshti manifestohen né
media qé jané né pronési té rrjeteve oligarkike té aférta
me forcat politike ose té lidhura ngushté me rrjete té
tilla. Edhe pse kéto rrjete shpesh veprojné pér leverdiné
e tyre personale dhe avancimin politik, interesat e tyre
shpesh pérputhen me ato té Moskés ose Pekinit, duke
krijuar né kété ményré njé ndérthurje keqdashése té
FPF-ve.
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Orientimi i FPF te mediat e cenueshme éshté njé nga
instrumentet kryesore qé faktorét autoritaré té huaj dhe
kanalet e tyre lokale pérdorin pér té lehtésuar kapjen
e mediave, g€ nga ana tjetér i kthen mediat e prekura
né platforma pér pérhapjen e dezinformimit dhe pro-
pagandés. Bile né vendet anétare té BE-sé — Bullgariné
dhe Kroacing, ka mungesé té garancive té mjaftueshme
institucionale né lidhje me zbulimin e pronaréve té vér-
teté pérfundimtaré dhe burimeve té financimit, si dhe
mekanizma adekuat pér kontroll ndérinstitucional dhe
balancé pér té parandaluar pérgendrimin e pronésisé.
Kjo dilemé éshté komplikuar vitet e fundit pér shkak té
rritjes sé platformave té mediave sociale, té cilat ofrojné
njé forum té hapur pér shpérndarjen e dezinformimit
dhe propagandés dhe njékohésisht shkatérrojné bazén
pér financimin e mediave tradicionale.

Deficitet e vazhdueshme té geverisjes dhe korrupsioni
sistematik né EJL i lejuan Rusisé té krijojé njé prani
tepér té madhe né peizazhin e informacionit té EJL né
vitet qé paraprijné invazionet e saj né Ukrainé né 2014
dhe 2022. Ndikimi kognitiv i Kremlinit né rajon éshté
i pérgendruar né vija gjeografike, etnolinguistike dhe
fetare dhe pasqyron gjendjen aktuale té pranisé sé tij
ekonomike dhe marrédhénieve té tij diplomatike me
secilin vend. Té dhénat e monitorimit té medias trego-
jné se dezinformimi pro-Kremlinit éshté mé i theksuar
né vendet me lidhje té thella kulturore dhe historike me
Rusiné —Bullgaria, Serbia dhe Mali i Zi, si dhe né en-
klavat serbe né rajon, si p.sh. Republika Srpska né Bosn-
je dhe Hercegoviné. U konstatua se peizazhet kryesore
digjitale té lajmeve né mé shumé se gjysmeén e Evropés
Juglindore (Bosnja dhe Hercegovina, Bullgaria, Mali i
Zi, Magedonia e Veriut dhe Serbia) pérmbajné dezin-
formime t€ pérséritura pro-Kremlinit, t€ shpérnda-
ra sistematikisht nga disa nga faget e internetit mé té
vizituara té lajmeve né secilin prej kétyre vendeve. Mé
sé shumti bie né sy rasti i Serbisé, ku katér nga pesé
faqet e internetit mé té vizituara té lajmeve publikojné
vazhdimisht dezinformime pro-Kremlinit. Pérveg késaj
u konstatua se né vitin 2022 mediat kryesore té lajmeve
né té gjitha vendet e Evropés Juglindore u jané referuar
katér burimeve mediatike té kontrolluara nga shteti rus
(TASS, RIA Novosti, RT dhe Sputnik) né mijéra artiku;.

Sondazhet e béra sociale né t€ gjithé rajonin kané véné
né dukje njé rénie té dukshme té mbéshtetjes sho-
qérore pér Rusing, qé pérkon me fillimin e pushtimit
dhe publikimin e mizorive t€ Kremlinit né Ukrainé.
Megjithaté, politikat dhe fushatat dashakeqe editori-
ale té mediave kryesore pro-Kremlinit dhe ndonjéheré
edhe té mediave kryesore dhe partive politike jané ru-
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ajtur pavarésisht nga ky ndryshim né opinionin publik
né masé. Subjektet politike me simpati ndaj Moskés, si
SNS dhe SPS né Serbi, Vazrazhdane dhe BSP né Bullgari
dhe SNSD né Bosnje, ruajtén pozitat e tyre parlamenta-
re dhe fuqiné e tyre né marrjen e vendimeve né serin€ e
zgjedhjeve parlamentare 2022-2023 dhe te disa parti, si
p-sh. Vazrazhdane madje vihet re njé rritje e mbéshtetjes
publike gjaté késaj periudhe. Té kombinuara me rritjen
e aktivitetit té mediave pro-Kremlinit ato kontribuan
pér rimékémbjen e pjesshme té simpatisé publike ndaj
Rusisé pas tronditjes fillestare té shkaktuar nga invazi-
oni. Mbéshtetja pér Rusiné vazhdon té ndahet nga shu-
mica né Serbi dhe né pjesét etnike serbe té vendeve té
tjera t€ rajonit, duke mbetur mé e larté kudo né EJL sesa
né Evropén Peréndimore gjaté gjithé periudhés.

Bullgaria dhe Serbia vazhdojné té veprojné si qendra
primare koordinuese dhe sheshe fillestare pér opera-
cionet e Kremlinit pér ushtrimin e ndikimit né rajon.
Politikanét dhe reporterét bullgaré veshin me rrobén
e normalitetit dezinformimin pro-Kremlinit né vend si
dhe né hapésirén euroatlantike, ndérsa Serbia ndihmon
pérhapjen e dezinformimit té Kremlinit né territorin e
Ballkanit Peréndimor pérmes mediave né gjuhén ser-
be, té bazuara si né Serbi ashtu edhe né enklavat ser-
be si Republika Srpska. Shifrat e trafikut té té dhénave
té fageve kryesore té internetit t€ lajmeve né Ballkanin
Peréndimor pasqyrojné konkurrencén informative pér
auditorin serb dhe kroat-folés midis mediave serbe
pro-Kremlinit dhe botimeve kroate me orientim relativ-
isht euroatlantik.

Kundérshtimi i pérdorimit té FPF-ve dhe kapjes sé me-
dias si mjete pér ndikimin keqdashés té huaj kérkon njé
géndrim té integruar, qé pérfshin téré shoqéring, té
bazuar né bashképunimin midis politikave kryesore
né nivel kombétar, sektorit privat, shogérisé civile dhe
strukturave institucionale evropiane dhe amerikane.
Kéto kundérmasa duhet té bazohen né futjen paralele
té mekanizmave pér diagnostikim dhe zbatimin, té
drejtuara né ndarjen e ekonomisé evropiane nga Ru-
sia, si p.sh.:

e krijimi i mekanizmave pér mbledhjen e provave
pérmes té cilave do té mundésohet rritja e cilésisé
dhe sasisé sé té dhénave pér FPF dhe identifikimi
i institucioneve shtetérore dhe proceseve vendim-
marrése té prekura nga korrupsioni i instituciona-
lizuar politik (kapja e shtetit);

e zbatimi i veprimeve té bashkérenditura transat-
lantike kundér parave té paligjshme dhe aseteve
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té paligjshme né EJL pérmes respektimit efektiv né
mbaré BE-né té sanksioneve evropiane kundér Ru-
sisé dhe hetimit paraprak t€ investimeve strategjike
ruse dhe kineze.

e BE-ja dhe geverité vendore duhet té ndérmarrin
veprime pér té parandaluar flukset e paligjshme
financiare nga juridiksionet e huaja autoritare né
EJL duke mbéshtetur zbatimin e masave pér lufté
kundér pastrimit t€ parave dhe duke lejuar qé pas-
trimi i parave té hetohet si njé krim mé vete dhe jo
vetém si krim predikat.

e Kapércimi i dobésive institucionale né lidhje me fi-
nancimin e paligjshém, si p.sh. mungesa e akteve
normative pér transparencén e pronaréve teé vérteté
dhe shtréngimi i regjimit té studimit paraprak té
investimeve duhet té plotésohet me njé politiké té
investimeve strategjike nga ana e BE-s¢ dhe SHBA-
sé gé synon futjen dhe stimulimin e praktikave té
drejta té tregut.

o Kapércimi i krizés me siguriné energjetike dhe
klimatike evropiane dhe pérfundimi i varésisé sé
tepért nga energjetika ruse vazhdon té jeté njé kom-
ponent kryesor i shképutjes strategjike té€ ekonomisé
evropiane nga Rusia.
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Kundérshtimi i kapjes sé mediave né rajon kérkon
veprime urgjente dhe té koordinuara pér té kufizuar
komponentét e tij, lidhur me pronésing€, reklamén, me-
naxhimin dhe veprimtariné kognitive, pér kéto jané
té nevojshme pérpjekje né nivel kombétar dhe ndér-
kombétar. Zbatimi i masave té méposhtme do té pér-
fagésonte hapat e paré ky¢ né kété drejtim:

o tejkalimi i boshllégeve institucionale dhe defi-
citeve menaxheriale qé ulin cilésiné e mjedisit me-
diatik dhe krijojné dobési kyge té ndjeshme pér t'u
pushtuar. Kjo pérfshin rritjen e transparencés pér
pronésiné, strukturat e biznesit dhe burimet e fi-
nancimit té mediave, si dhe vendosjen e kufijve né
pérgendrimin e pronésisé sé medias.

e krijimi i infrastrukturés sé kriminalistikés digjitale,
té nevojshme pér té zbuluar dhe pér t€ hetuar fush-
atat e dezinformimit dhe aktorét né to né pothuajse
kohé reale, e cila do té siguronte njé linjé té paré je-
tike té mbrojtjes kundér pérhapjes sé dezinformimit.

e Té dhénat e marra pérmes hetimit dhe analizés sé
pérmirésuar té fushatave aktuale té dezinformimit
duhet té pérdoren pér té zhvilluar masa paranda-
luese gé synojné kufizimin e ndikimit té dezin-
formimit dhe faktoréve gé nxisin kérkesén e tij, e
pikérisht komunikim strategjik, programe meési-
more né fushén e edukimit mediatik dhe informa-
tiv, fushata pér rritjen e informimit té publikut dhe
iniciativa pér caktimin e standardeve.

Prania e Kremlinit né nyjat kritike t€ infrastrukturés
mediatike né Evropén Juglindore mund té zhvendoset
vetém pérmes krijimit t€ njé rrjeti té shpérndaré né
ményré té barabarté t€ mediave té financuara me mjete
publike dhe té menaxhuara né ményré té pavarur, té
afta té ringjallin karakterin qytetar té gazetarisé dhe
shpérndarjen e informacionit, si dhe pér té rikthyer
besimin e publikut né mediat.
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Istovremeno sa invazijom na Ukrajinu u punom obimu,
Rusija je pojacala svoje operacije hibridnog uticaja
koje imaju za cilj podrivanje jedinstva i odluc¢nosti ¢lan-
ica NATO-a i EU, kao i drugih strateski vaznih drzava.
na na strani zlonamjerni uticaj; istorijski gledano, ovaj
region je bio polje geopolitickih i propagandnih bor-
bi za uticaj izmedu regionalnih i globalnih (super)sila,
a trajni efekti te borbe osjecaju se i danas. Odstupanje
od demokratije, deficiti upravljanja, erozija gradanskih
sloboda i odugovlacenje integracije u evroatlantske in-
stitucije doveli su region u stanje politicke neizvijesno-
sti i strateske dvosmislenosti koje se pojacalo od 2014.
U isto vrijeme, autoritarne drzave kao Sto su Rusija i
Kina su dosljedno sprovodile taktiku meke i tvrde
modi Sirom JIE kako bi potkopali povjerenje u liberalnu
demokratiju i promovisali autoritarizam kao efikasniji
sistem vlasti.

Uprkos Siroko rasprostranjenoj osudi medunarodne za-
jednice, ruska invazija na Ukrajinu je, takode, posluzi-
la za konsolidaciju, jacanje i ubrzanje njenih aktivnih
napora da utice na nacionalno odlucivanje u zemljama
JIE. U godinama prije invazije, Kremlj je ve¢ iskoristio
nedovoljno strogo regulatorno okruzenje u JIE da se
ukljuci u zarobljavanje drzave kroz neprozirne loka-
Ine mreze pokroviteljstva i uticaja. Ove mreze, koje se
sastoje od poslovnih tajkuna, politicara i drugih utica-
jnih ljudi povezanih s Kremljem, nastavljaju aktivno da
olaksavaju rusku upotrebu energije, finansija i medija
kao oruZzja kako bi Rusija promovisala svoje interese.
Ovaj primjer je slijedila i Kina, koja je privukla i finansir-
ala istu infrastrukturu i mreZze kako bi izvrsila sopstveni
uticaj u regionu i ojacala lokalnu autoritarnu dinamiku.

Zarobljavanje medija i upotreba ciljanih nezakonitih fi-
nansijskih tokova (NFT) su dva od najvaznijih alata koje
strane autoritarne sile koriste za preuzimanje kontrole
nad drzavama u regionu. NFT i zarobljavanje medija
neraskidivo su povezaniijedno sa drugim i sa rastu¢om
mrezom podlih interesa. Moskva i Peking predstavljaju
jednu komponentu ove mreze, a lokalni oligarsi - dru-
gu, pri cemu ovi drugi imaju znacajan politicki uticaj
u jos uvek nekonsolidovanim balkanskim demokratija-
ma. Ovaj izvjestaj predstavlja detaljnu procjenu meto-
da, obima i ciljeva taktike zarobljavanja medija i ne-
zakonitih finansijskih operacija u osam balkanskih

zemalja: Albaniji, Bosni i Hercegovini, Bugarskoj, Hr-
vatskoj, Kosovu, Crnoj Gori, Severnoj Makedoniji i Sr-
biji. Takode, otkriva u kojoj mjeri ova mreza medijskog
mijeSanja i prljavog novca podriva demokratiju i ev-
roatlantske integracije uticuc¢i na unutrasnje politicke
ishode i spoljnopoliticke odluke zemalja jugoistocne
Evrope.

Rusija i Kina dugo koriste prikrivene korporativne
vlasnicke strukture i NFT da obezbijede sve - od novih
tehnologija i tehnicke ekspertize do ekonomskog i
politickog uticaja u zemljama od interesa za njih. Konk-
retno, Kremlj je viSe puta koristio svoju integraciju u
zapadni finansijski sistem kako bi iskoristio praznine u
sistemima upravljanja kroz korozivne efekte korupcije i
nezakonitog finansiranja, i shodno tome podrzao svoje
podle interese u zemlji i inostranstvu. Brutalna invazija
na Ukrajinu bacila je dugo ¢ekano svijetlo na opasnosti
koje predstavlja kleptokratija i rizike kojima se Evropa
ali i cijeli svijet izlazu popustajudi u pristupu prljavom
novcu.

Na globalnom nivou, obim nezakonitih finansijskih
tokova se procijenjuje na 1-1,5 biliona americkih dolara
godiSnje, Sto predstavlja priblizno 3-5% globalnog
BDP-a. Poredenja radi, na Balkanu oni iznose oko 6%
BDP-aregiona. Zemlje u regionu su i dalje veoma ranjive
na NFT, a trend je pogorsan institucionalnom slabosc¢u
i zarobljavanjem drzave. Nezakoniti finansijski tokovi
podsticu profiterstvo i kriminalno ponasanje, smanjuju
kapacitet vlada da podrze razvoj i inkluzivni rast, pot-
kopavaju vladavinu prava, podrivaju funkcionisanje
sistema krivicnog pravosuda i ugrozavaju poslovno
okruzenje. Pored toga, NFT crpe javne resurse, sman-
juju obim i kvalitet javnih usluga, narusavaju integritet
drzavnih institucija i na taj nacin narusavaju povjeren-
je javnosti u vlast. Oni, takode, pomazu u stvaranju i
odrzavanju moc¢nih mreza uticaja koje mogu sluziti i
unutrasnjim i spoljnim zlonamjernim interesima.

Nezakonite finansijske tokove u Jugoistocnoj Evropi
omogucava ekosistem sveprisutnog Sirenja korup-
cije, organizovanog kriminala i zaobilaZenje propisa
od strane preduzeca. Djelimi¢no kao rezultat masov-
nog prodora NFT-a, ekonomije regiona su manje
konkurentne od onih u EU, pate od obilja neprim-
jerenog politickog mijeSanja i drzavnog vlasniStva,
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nerazvijenog privatnog sektora i cestog i prikrivenog
prisustva meduvladinih sporazuma sa autoritarnim
drzavama. Nezakonite finansijske tokove omogucava-
ju i porozne drzavne granice u regionu, meduzavisna
priroda njegovih ekonomija i veliki neformalni sektor.
Kao most izmedu Azije i Zapadne Evrope, Jugoistocna
Evropa je tradicionalno sluzila kao kapija za narkotike
i migrante, kao i Sirok spektar robe dvostruke namjene
i akcizne robe. Znacajno povecanje investicija u infras-
trukturu poslednjih godina - posebno onih koje su pod-
stakli kineska inicijativa ,Pojas i put” i drugi drzavni
planovi - dolili su ulje na vatru, podsti¢udi postojece
tokove nezakonite trgovine.

Medutim, Kina nije sama u svom pristupu preplavl-
jivanju kontinenta drzavnim novcem; otprilike 1 tri-
lion dolara ruskog kapitala uloZen je Sirom Evrope
od raspada Sovjetskog Saveza, pri cemu je znaca-
jan dio ovih sredstava koriS¢en za sticanje imovine u
strateSkim ekonomskim sektorima kao Sto su ener-
getika, telekomunikacije, bankarstvo, gradevinarstvo
i logistika. Kako Kremlj sve vise uspijeva da domini-
ra lokalnim oligarhijskim mrezama, on je u stanju da
po svojoj volji naoruza ove, naizgled, oportunisticke
mreze. Uodi invazije na Ukrajinu, ruske kompanije su
se snazno ucvrstile u evropskoj ekonomiji: u januaru
2022. Rusija je kontrolisala 277 milijardi eura dostupnih
direktnih stranih investicija (DSI) u 27 zemalja clanica
EU, Sto je trecina vise nego na pocetku talasa besplod-
nih sankcija Sirom EU uvedenih Rusiji kao odgovor na
njenu aneksiju Krima 2014. Pravi obim ruskih inves-
ticija ¢e vjerovatno biti mnogo veci nego Sto pokazuju
zvani¢ni podaci centralne banke, jer najmanje 50 %
svih ruskih finansijskih tokova u Evropu ide preko
ofsSor destinacija kao sto su Kipar, Britanska Devicans-
ka Ostrva, Irska, Luksemburg i Holandija, gde su ruski
fondovi skriveni iza entiteta sa nominalnim vlasnici-
ma, trustovima i portfolio investicijama preko stranih
investicionih fondova. Ruska korporativna imovina u
Evropi je na kraju 2021. godine dostigla iznos od got-
ovo 600 milijardi eura, dok evropske banke jos uvek
drZe obaveze prema ruskim kompanijama i pojedinci-
ma u iznosu od 83 milijarde eura, pri ¢emu su zemlje
kao sto su Austrija, Holandjija, Italija i Francuska najvise
izlozene ruskom trzistu. Mnoge transakcije koje omo-
gucavaju sticanje strateskih sredstava u JIE prolaze kroz
ove evropske finansijske centre. Otkako je EU pocela da
uvodi sve stroZije sankcije Rusiji nakon pocetka invazije
na Ukrajinu u februaru 2022. godine, Kremlj je poceo
formalno da prekida veze svog biznis oruzja koje bi
mogle biti pracene, povecavajudi priliv nezakonitih fi-
nansija u Evropu, i - posebno u JIE.
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Iako je tesko pratiti broj i ucestalost NFT-a u bilo kom
sektoru privrede, nezakonito finansiranje u medijima
i srodnim sektorima moze se otkriti identifikacijom
razlicitih signala. Jedna od njih je koncentracija medi-
jskog vlasnistva u rukama pojedinaca sa sumnjivim
izvorima prihoda, ¢esto povezanih sa korupcijom na vi-
sokom nivou i stranim autoritarcima. U drugim sluca-
jevima, uredivacka kontrola se vrs$i putem drzavnog
finansiranja od strane vladajucih elita ¢iji su clanovi
vise puta bili umijeSani u finansijske prevare ili ko-
rupcionaske afere. Slicna dinamika postoji i u pogledu
provajdera u sektoru telekomunikacija, kao i u pogledu
izdavacke industrije i drugih klju¢nih sektora u JIE, koji
omogucavaju kontrolu nad infrastrukturom distribu-
cije medijskih sadrzaja. U stvari, pritisak da se zarobe
mediji moze se izvrSiti u razlicitim ekonomskim sek-
torima pretvaranjem prihoda od reklama u oruzje za
uticaj na uredivacku politiku medija. Iznenadne, krat-
korocne anomalije u sadrzaju i uredivackoj politici
uticajnih medija, posebno u odnosu na velike infras-
trukturne projekte i politicke inicijative predvodene
inostranstvom, takode su potencijalni pokazatelj up-
otrebe NFT-a za uticaj na medije. Ovakve anomalije u
medijskim sadrzajima uobicajene su Sirom regiona i
najéesce se manifestuju u medijima koji su u vlasnistvu
ili su usko povezani sa oligarhijskim mrezama bliskim
politickim snagama. Iako ove mreze cesto djeluju u svo-
ju i politicku korist, njihovi interesi se cesto preklapaju
sa interesima Moskve ili Pekinga, stvarajuéi tako zlo-
kobnu zamrSenost NFT-a.

Usmjeravanje NFT-a na ranjive medije je jedno od pri-
marnih instrumenata koje strani autoritarni faktori i nji-
hovi lokalni kanali koriste da bi olaksali zarobljavanje
medija, Sto zauzvrat pretvara pogodene medije u plat-
forme za dezinformacije i propagandu. Cak i u drza-
vama c¢lanicama EU Bugarskoj i Hrvatskoj nedostaju
dovoljne institucionalne garancije u pogledu otkrivan-
ja krajnjih stvarnih vlasnika i izvora finansiranja, kao i
adekvatnih mehanizama za meduinstitucionalne prov-
jere i ravnoteZe za sprecavanje koncentracije vlasnistva.
Ova dilema je pojacana posljednjih godina porastom
platformi drustvenih medija, koje obezbjeduju otvoreni
forum za Sirenje dezinformacija i propagande, istovre-
meno podrivajuc¢i osnovu finansiranja tradicionalnih
medjija.

Kontinuirani deficiti upravljanja i sistemska korupcija u
JIE omogucili su Rusiji da izgradi ogromno prisustvo u
informacionom okruzenju JIE u godinama koje su pre-
thodile njenoj invaziji na Ukrajinu 2014. i 2022. Prevla-
davajuci kognitivni uticaj Kremlja u regionu koncen-
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trisan je duz geografskih, etno-lingvistickih i vjerskih
linjja i odrazava trenutno stanje njegove ekonomske
prisutnosti i diplomatskih odnosa prema svakoj zemlji.
Podaci pracenja medija pokazuju da su prokremljovske
dezinformacije najizrazenije u zemljama sa duboko uko-
rijenjenim kulturnim i istorijskim vezama sa Rusijom —
Bugarskoj, Srbiji i Crnoj Gori — kao i u srpskim enkla-
vama u regionu, kao Sto je Republika Srpska u Bosni i
Hercegovini. Utvrdeno je da glavni digitalni novinarski
pejzazi u vise od polovine Jugoistocne Evrope (Bosna,
Bugarska, Crna Gora, Sjeverna Makedonija i Srbija) sa-
drze ponavljajuce prokremljovske dezinformacije, koje
sistematski Sire neki od najposjecenijih sajtova za vijesti
u svakoj od ovih zemalja. NajviSe se istice slucaj Srbi-
je, gdje cetiri od pet najposjecenijih novinskih sajtova
dosljedno objavljuju prokremljovske dezinformaci-
je. Takode je utvrdeno da su 2022. godine mejnstrim
novinske kuce u svim zemljama JIE citirale Cetiri rus-
ka drzavna medijska izvora (TASS, RIA Novosti, RT i
Sputnjik) u hiljadama ¢lanaka.

Ankete Sirom regiona konstatovale su znacajan pad
javne podrske Rusiji, Sto se poklopilo sa pocetkom
invazije i objavljivanjem zloc¢ina Kremlja u Ukrajini.
Medutim, zlonamjerna uredivacka politika i kampan-
je kljuénih pro-kremljskih, a ponekad cak i mejnstrim
medija i politickih partija i dalje su opstajale uprkos
ovoj promjeni u javnom mnjenju. Politicki subjekti nak-
lonjeni Moskvi, poput SNS-a i SPS-a u Srbiji, Vazrazanja
i BSP-a u Bugarskoj i SNSD-a u Bosni, zadrzali su svoje
parlamentarne pozicije i mo¢ odlucivanja na seriji par-
lamentarnih izbora 2022-2023, dok je kod nekih od njih,
poput Vazrazanja, zabiljeleZzen cak i porast javne po-
drske tokom ovog perioda. U kombinaciji sa pojacanom
aktivnos¢u prokremljanskih medija, oni su doprinijeli
djelimi¢nom oporavku simpatija javnosti prema Rusiji
nakon pocetnog Soka izazvanog invazijom. Podrsku
Rusiji i dalje dijele vec¢ina u Srbiji i u etnicki srpskim
regionima drugih zemalja u regionu, te je ta podrska i
dalje veca svuda u JIE nego u Zapadnoj Evropi, tokom
citavog perioda.

Bugarska i Srbija nastavljaju da djeluju kao primar-
ni koordinacioni centri i lansirne rampe za operacije
Kremlja u regionu. Bugarski politicari i novinari nor-
malizuju prokremljovske dezinformacije u zemlji, kao
i na evroatlantskom prostoru, dok Srbija pomaze u
Sirenju dezinformacija Kremlja na Zapadnom Balkanu
preko medija na srpskom jeziku sa sjedistem kako u Sr-
biji, tako i u srpskim enklavama kao Sto je Republika
Srpska. Podaci o prometu podataka vodec¢ih novinskih
sajtova na zapadnom Balkanu odrazavaju informativnu
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konkurenciju za publiku koja govori srpski i hrvatski
izmedu prokremaljskih srpskih medija i relativno ev-
roatlantski orijentisanih hrvatskih medija.

Suprotstavljanje upotrebi NFT-a i zarobljavanja medi-
ja kao sredstava stranog Stetnog uticaja zahtijeva inte-
grisani pristup cijelog drustva zasnovan na saradnji
izmedu nacionalnih kreatora politike, privatnog sekto-
ra, civilnog drustva i evropskih i americkih institucio-
nalnih struktura. Ove mjere predostroznosti treba da
se zasnivaju na paralelnom uvodenju dijagnostickih i
mehanizama sprovodenja koji imaju za cilj da odvoje
evropsku ekonomiju od Rusije, kao Sto su:

e uspostavljanje mehanizama prikupljanja dokaza
koji ¢e povecati kvalitet i kolicinu podataka o NFT
i identifikovati institucije vlade i procese donosen-
ja odluka koji su pogodeni institucionalizovanom
politickom korupcijom (zarobljavanjem drzave);

e sprovodenje koordinisanih transatlantskih akcija
protiv ilegalnog novca i nezakonitih sredstava u
JIE kroz efikasnu primjenu sankcija EU protiv Rusije
i pregled ruskih i kineskih strateskih investicija;

e EUilokalne vlade moraju djelovati kako bi sprijecile
ilegalne finansijske tokove iz stranih autoritarnih
jurisdikcija u JIE tako Sto ¢e podrzavati primjenu
mjera protiv pranja novca i omoguciti vodenje is-
trage pranja novca kao zasebnog krivicnog djela, a
ne samo kao preduslova za druga krivicna djela.

e rjeSavanje institucionalnih ranjivosti na nelegalne
finansije, kao Sto su nedostatak transparentnih
propisa o korisnickom vlasnistvu i blaga regulativa
pregleda investicija, treba da se dopuni politikom
strateskih investicija Evropske unije i Sjedinjenih
Americkih Drzava, usmjerenom na uvodenje i pod-
sticanje fer trzisnih praksi.

e prevazilazenje evropske energetske i klimatske
bezbjednosne krize i okoncanje prekomjerne za-
visnosti od ruske energije i dalje je glavna kompo-
nenta strateskog odvajanja evropske ekonomije od
Rusije.

Borba protiv zarobljavanja medija u regionu zahtije-
va hitnu i koordinisanu akciju kako bi se suzbile njene
komponente vlasniStva, reklamiranja, upravljanja i saz-
nanja, Sto zahtijeva napore in a nacionalnom i medun-
arodnom nivou. Sprovodenje sljedec¢ih mjera predstavl-
jalo bi kljucne prve korake u ovom pravcu:
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prevazilazenje institucionalnih praznina i upra-
vljackih deficita koji unizavaju kvalitet medijskog
okruzenja i stvaraju klju¢ne ranjivosti podlozne os-
vajanju. To ukljucuje povecanje transparentnosti
medijskog vlasnistva, poslovnih struktura i izvo-
ra finansiranja, kao i uvodenje ogranicenja koncen-
tracije medijskog vlasnistva.

uspostavljanje digitalne forenzicke infrastrukture
neophodne za otkrivanje i istrazivanje kampanja
dezinformacija i aktera koji ih pokrec¢u u skoro-re-
alnom vremenu, pruzilo bi vitalnu prvu liniju
odbrane protiv Sirenja dezinformacija.
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e podaci koji su prikupljeni kroz poboljSanu istragu
i analizu trajnih kampanja dezinformacija tre-
balo bi da se koriste za razvoj preventivnih mjera
usmjerenih na ublazavanje uticaja dezinformacija i
njenih pokretaca, prije svega strateske komunik-
acije, medija i kurikuluma za obuku medijske pis-
menosti, kampanja javne svijesti i inicijativa za ut-
vrdivanje standarda.

Prisustvo Kremlja na kriticnim ¢vorovima medijske in-
frastrukture u Jugoistocnoj Evropi moze se izmjestiti
samo stvaranjem ravhomjerno rasporedene mreZze jav-
no finansiranih i nezavisno vodenih medija, sposob-
nih da ozive gradansku prirodu novinarstva i Sirenja in-
formacija, kao i da povrate povjerenje javnosti u medije.
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VicToBpemeno co 11ea0cHaTa MHBa3uja BO YKpanHa, Py-
CMja TU 3aCUAV CBOUTE XMOPMAHN OIeparuu 3a
BAMjaHMe, 4Ylja Iled € Ja TO IIOTKOIla €JMHCTBOTO I
pemnTeaHocta Ha uaeHknuTe Ha HATO n EY, xako u Ha
APYTU CTpaTelIK! BaXKHU AP>KaBIA.

Ocobeno Jyroncrouna Espona (JVIE) Bo dea e eden og
HajpaHAVMBITE PErMoHM Ha CTPaHCKO BAUjaHUE; IC-
TOPNCKM, Taa € IoJe Ha TeONOAUTUYKM ¥ Ipoma-
TaHAHN CyAVWPM 3a BAUjaHye Mely perMoHalHUTe U
rao0aAHNTe (CYIIEep)CHAM, a TpajHuTe e(PeKTU 04 OBVe
CyAUpPU Ce 9yBCTByBaaT I AeHec. IIoBaexyBameTo o4 ae-
MOKparujarta, AepUIINTHNTe Ha BAajeerbe, eposujaTta Ha
rpafaHCKITE CA000AY M 3aCTOjOT Ha MHTerpalyjaTta BO
€BpOaTAaHTCKIUTe MHCTUTYIIUM IO CTaBUja PErVIOHOT BO
cocToj0a Ha MOAMTMYKA HeCUTYPHOCT U cTpaTelniKa
HejaCHOCT IITO Ce MHTeH3uBupaiie og 2014 roamxa.
Bo ncro Bpeme, asToputapHuTe ap>kaByu Kako Pycuja u
Kumna nocrojano mprMeHyBaaT TaKTUMKI Ha MeKa U TBP-
Aa MOK HU3 Ileda Jyroucrouna Espoma 3a ga ja moTko-
naar JosepOara BO AmOepaaHaTta AeMOKpaTuja 1 Aa TO
IIPOMOBIpaaT aBTOPUTAPU3MOT KaKO IT0e(PeKTUBEH CIC-
TeM Ha BAaJeerbe.

W mokpaj mumpoKo pacmpocTpaHeTaTa OCyJa OZ Mery-
HapoAHaTa 3aeJHMIlA, PycKaTa MHBasuja BO YKpauHa,
JCTO TaKa, IOCAY>KM 32 KOHCOAUAVIpaIbe, 3ajakKHyBarbe I
3abpa3yBarbe Ha Hej3MHIUTe aKTMBHY HaIlOPM 4a BAujae
BP3 044y4yBarbeTo Ha HAIIMOHAAHO HIBO BO 3€MjUTE O/
Jyroucrouna Eppomna. Bo rogunure mpes mHBasujara,
Kpema Beke ja McKOpUCTH HEAOBOAHO CTpOraTa peryaa-
TOpHa CpeayHa BO Jyroucrouna Espomna sa aa ce BITymTu
BO 3apo0OyBambe Ha Ap>KaBaTa IpeKy HeIIpOSUPpHU
A0KaAHV MPe>XV Ha IIOKPOBUTEACTBO U BAjaHME.
OsBme Mpexmu, cocraBeHU O/, AeAOBHU TajKyHU, IOAU-
TUYapyu U APyru (pakTopy KOM BAMjaaT U Ce IIOBP3aHU
co Kpema, mmpogoasKyBaaT akTMBHO Ja ja OA€CHyBaaT
Pycuja Bo ynorpeba Ha eneprujata, (pUMHaAHCUNATE U Me-
AUYMUTE KaKO Opy>Kje 3a yHaIlpeayBarbe Ha Hej3/HUTe
nHtepecu. OBoj mpumep ro caegente KuHa, xoja mpu-
BAede 1 (pUHAHCKPA MCTa MHPPACTPYKTypa 1 MPEXKU CO
e Ja M3BPIIN COIICTBEHO BAMjaH/e BO PEIMOHOT U Aa
ja 3ajaKHe A0KaJAHaTa aBTOPUTapHa AMHAMIKA.

KonTtpoaara Hag Meauymurte u ynorpebaTra Ha Haco-
4yeHy He3aKOHCKU ¢uHaHcucky tekosu (HPT) ce asere
HajBa’kHU aAaTKM IIITO TU KOPUCTAT CTPAHCKITE aBTOPU-

TapHU CHAU 3a 3apoOyBambe Ha ApP>KaBUTe BO PEIVIOHOT.
HO®T (HesakoHCKI (PMHAHCHCKM TE€KOBM) M KOHTpoJara
Ha/J MeJUyMUTEe Ce HepacKMHAVBO IIOBP3aHU IIOMEry
ceDe KaKoO e4HM CO APYTU TaKa I CO pacTeukaTa MpeXka
Ha mIteTHy uHTepecy. Mocksa u Ilexunr mpercrasyBsaar
e/Ha 0/ aAKITe Ha OBaa Mpe’ka, a A0KaAHNTe OAUTap-
CH ApyTa, IIPU IITO BTOpaTa MMa 3Ha4ajHO HOAMTIYKO
BAMjaHIE BO CE YIITe HEKOHCOAMAVMPAHUTE OaAKaHCKI
Aemokparyy. OBOj M3BeIlTaj IpeTcTaByBa A/Ja0MHCKa
IIpoIleHKa Ha MeTOANTE, OIICeTOT M IleANnTe Ha TaK-
TUKWTe 3a KOHTpOoaaTa Haj MeaUyMHuTe ¥ He3a-
KOHCKMTe PpMHaHCHUCKA OIepaIiy BO OCyM DaaKaH-
cku 3emju: Aabanuja, bocna n Xeprerosuna, byrapuja,
Xpsarcka, Kocoso, Ilpna Topa, Cesepna MakeaoHuja
n Cpbuja. Bo msBerTajor ce oTKpuBa 1 A0 KOj CTEIEH
OBaa Mpe’ka Ha MeJMYMCKO Melllaihe M BadKaH!U ITapu
I TIOTKOIIyBa AeMOKpaTujarta U eBpoaTAaHTCKITEe MH-
Terpamuu co BAMjaHNe Bp3 AOMalTHUTe HOAUTUYKI pe-
3yATaTV U HaABOPEITHOIIOAUTUIKUTE OAAYKI Ha 3eMji-
Te 04 Jyromcrouna Espora.

Pycuja u Kuna go4aro Bpeme kopucrar COKpueH KOp-
OOpPaTUBHU CONCTBeHNYKM CTPYKTypu 1 HOT (He-
3aKOHCKM (DMHAHCVICKI TEKOBM) 3a Ja 00e30esar ce, — 04
HOBJ TE€XHOAOTMM U T€XHUYKA eKCIIepTH3a A0 eKOHOM-
CKO U MHOAUTUYKO BAMjaHMe BO 3eMjuTe KOU IITO IpeT-
CTaByBaaT MHTepec 3a HUB.

Ocobeno, Kpems 1mocTojaHO ja KOpHUCTU CBojaTa MHTe-
rpaluja BO 3alalHMOT (PMHAHCHUCKM CHUCTEM 3a Aa I'|
VICKOPVICTY IIPa3HMHNTE BO CHCTEMUTE Ha AP>KaBHO yII-
paByBarbe IIpeKy KOpo3uBHMTEe e(peKTU Ha KOpyIIIuja-
Ta ¥ HE3aKOHCKOTO (pMHAHCHpPaHe, 1 COOABETHO Aa T
II0AAp>KyBa CBOMTE MHTepecy AoMa U BO CTPaHCTBO.
bpyTasnara mHBasuja Ha YKpamHa ja ppau AOATO IIO-
TpeOHaTa CBeTAMHAa BpP3 OIIACHOCTNTE IITO I't HOCK
KJAeIITOKpaTHjaTa 1 pu3nIuTe Ha kou Epporma ce m3-
JAOKyBa cebecl — 1 CBETOT — IIPeKy Hej3MHIOT OMYIITeH
IIpUCTaIl KOH BaAKaHUTe IIap.

Ha 1a00aano w©mBo, obOemoT Ha
(puHAHCHCKN TEKOBM Ce IpolleHyBa Ha 1-1,5 Tpuanonn
aMepryKM  A0JapU TOAWIIHO, IITO IIpeTcTaByBa
npuoArkHO 3-5% 04, raobaanmor bpyro-aomarreH
pon3soJ. 3a cropeada, Ha baakaHOT Tre M3HecyBaaT
okoay 6% oa BAIl Ha pernoHOT. 3emMjuTe BO PErMOHOT
ocTaHyBaaT MHOIy paHauBu Ha H®PT (HesakoHCKHU

HE3aKOHCKUTEe
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(puHaHCKMCKM TeKOBM), TpeHJ IITO Ce BAOIIyBa CO
MHCTUTYIMOHaAHaTa €4abocT 1 3apoOyBameTo Ha
ApxasaTa. HesakoHckmuTe (pMHAHCUCKM TeKOBI
IIOTTUKHYBaaT  HNPOQUTEPCTBO M  KPUMMUHAAHO
OJHecyBarbe, IO HaMaAlyBaaT KalaIlUTeTOT Ha BAajuUTe
Aa IO IMOAAp>KaT Pas3BOjOT UM MHKAY3UBHUOT PacT, TO
MOTKOITyBaaT BAaAeermeTo Ha IIPAaBOTO, TO MOTKOITyBaaT
(PYHKITMOHIPAbeTO Ha CUCTeMHUTe 3a KpUBUIHA IIpaBAa
M TO CTaBaaT BO PUBUK AEAOBHOTO OIIKpPYy>KyBalbe.
Ocsen T0a, HOT (HesakoHckuTe (pUHAHCUCKI
TeKOBM) I'M TpoOIIaT jaBHUTE pecypcy, ro HamaadyBaar
00eMOT ¥ KBaAUTETOT Ha jaBHUTE YCAYTM M Ha TOj
Haul{H IO IIOTKOIIyBaaT MHTEIPUTETOT Ha Ap>KaBHIUTE
MHCTUTYLMM, CO IITO ja IOTKOIyBaaT JosepOaTa Ha
jaBHOCTa BO BaAagaTa. Tue, MCTO Taka, IIOMaraar Ja ce
cozgajar U OAp>KyBaaT MOKHM MPpeXM Ha BAMjaHUe
KO MOXKaT Ja MM CAy>KaT M Ha BHaTpeIIHUTe U Ha
HaABOPEIIHNTE 3/10HaMEePHI MHTEPECIL.

HesaxoHckmTe pUHAHCICKM TEKOBM BO Jyromcrouna Es-
poria ce OBO3MOXKEHM CO ITIOMOII Ha CO34ajeH CUCTeM
Ha pacIpocTpaHeTa KOPYyIIIWja, OpraHu3upaH Kpu-
MIHA/ U Ha HEIIOUUTYBarhe Ha IIpaBlilaTa O/ CTpaHa Ha
KopIiopanymTe/peTipujatujara. JeayMHO Kako pesya-
Tat Ha MacosHaTa rojasa Ha HOT (Hesaxonckure ¢punan-
CHCKII TEKOBM), €KOHOMUMITE BO PErMOHOT Ce IIOMaAKy
KOHKYPEeHTHM 04 oHre Bo EY, crpajaar oa 130014CTBO
Ha HeCOOABETHO INMOAUTUYKO Melllarhe U Ap>KaBHa COIl-
CTBEHOCT, Hepa3BIeH IIpUBaTeH CEKTOP 1 YeCTOTO U IpU-
KPIMEHO IIPUCYCTBO Ha MelyBAaAVMHI AOTOBOPU CO aBTO-
putapuu ap>kasy. HesakoHckmTe (pUHAHCUCKI TEKOBU Ce
OBO3MOXKEHM I IIOpajyi IOPO3HUTe AP>KaBHM I'PaHULI
BO PErMoHOT, Mely3aBlcHaTa IIPUpPOJa Ha HEeTOBUTE eKO-
HOMUM U roaemuoTr HepopmaaeH cekTop. Kako mocr
Merly Asuja n 3aniagna Epora, Jyroucrouna Esporna Tpa-
AUITOHAAHO CAY>KM KaKoO II0pTa 3a ApOra i MUTPaHTH,
KaKo M IIMPOK CIIeKTap Ha IIPOMU3BOAY CO ABOjHA yIIO-
Tpeba 1 akIM3HM A00pa. 3HadajHITe 3roJeMyBarba Ha
VHBeCTULIMUTE BO MH(PACTPyKTypaTa BO IOCAeAHMBe
TOAVHI — 0CODEHO OHIe IIOTTUKHATU O, KMHecKaTa MHI-
nujatusa ,Ilojac m at” u gpyru memu IpeABOAEHN 04,
Ap>Kaparta — 404aA0a Mac40 Ha OTHOT, IHOTTUKHYBajKI I
ITOCTOEUKITE TEKOBI Ha HE3aKOHCKa TProBuja.

Cemnak, Kuna He e cama BO IIPMCTaIllOT KOH ITperilaBy-
Barbe Ha KOHTMHEHTOT CO AP>KaBHM Iapy; MpuOAVKHO
1 TprAMOH aMepUIKM 4oAapy PyCKU KaIluTaa € MHBeC-
Tupan Hu3 Espomna no pacriagor Ha Coserckuor Cojys,
IIpU IITO 3HAYUTEAEH AeA OZ OBMe CPeACTBa ce KOpucTar
3a CTeKHyBame CpeAcTBa BO CTpaTeIIKUTe eKOHOMCKM
CeKTOpU KaKo IIITO ce eHeprujara, TeAeKOMyHUKaIUUTe,
0aHKapCTBOTO, IPa4e>KHUIITBOTO U AOTUCTUKATA.
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Kaxo mro Kpema ce moseke ycreBa 4a AOMMHMpPaA CO
Z0Ka/ZIHWTE OAUTAPXVICKI MPEXKI, BO COCTOj0a e ga i
BOOPY KM OBMEe HaBMAYM OIMOPTYHMCTUYIKIU Mpe-
KM IIO CBOja BOAja.

Bo mpecper Ha uHBasujaTa BO YKpanHa, PyCKUTe KOM-
IaHUH IIBPCTO Ce BKOPeHMja BO eBpoIIcKaTa eKOHOMMja:
BO janyapu 2022 roauna, Pycuja koHTpoampare 277
MIUAMjapAl eBpa AOCTaIlHM CTPaHCKM AMPEKTHM JH-
secturiun (CAI) Bo 27-Te 3emju-uaeHKu Ha EY, miTo e
eJHa TpeTuHa IIOBeKe OJOIITO Ha ITOYeTOKOT Ha Opa-
HOT Oecriaoaum caHKIuy mupym EY Hamernatn 3a
Pycnja xako oarosop Ha HejsuHaTa aHekcuja Ha Kpum
B0 2014 roanHa. PyckuTe MHBeCTUIIUN HajBepOjaTHO ce
MHOTY IIOTOAeMM OJOIITO IIOKa>KyBaaT opuIiujaaHuTe
OpojKI Ha IleHTpaAHuTe OaHKY, O1AejKu HajMaaky 50%
04 cuTe pycky PpMHAHCUCKU TeKOBM KOH EBpoma
MMHYBaaT Hu3 opuiop AdectuHanmum kako Kmnmap,
bpuranckure Jesctsenn Octposu, Vpcka, Jykcem-
Oypr u XoaaHauja, Kagde pyckute (OHAOBU Ce Kpujar
3a4 CyOjeKTH CO HOMMHAAHI COIICTBEHUIIN, TPYCTOBI
MHBECTULINI IPeKy MHBeCTUIIVCKM (POHAOBU O/ Tpe-
™ crpann. Ao kpajor Ha 2021 roauHa, pyckuTe KOp-
HOpaTMBHU CPeACTBa/akTyBy BO EBpoma msHecyBaar
peuncu 600 MmaMjapAM eBpa, a eBPOIICKUTe OaHKM ce
yIIITe MMaaT OOBPCKM 04, 83 MuAMjapAM eBpa KOH PyCKU
KOMITaHU! ¥ PUBNYKY ANITa, KaKO IITO Ce 3eMji KaKo
Asctpuja, XoaaHauja, Viraanja n @paHiiuja. HajBUCOKI
HMBOA Ha M3A0KEHOCT Ha PYCKMOT Iazap. MHory o4
TpaHCaKIIMITE IITO OBO3MOXKyBaaT CTEKHyBarbe CTpa-
TEIIKM CpeacTBa BO JyromcrouHa Esporra muHyBaat
HI3 OBIE €BPOIICKM (prHAHCKUCKY LeHTpr. OTkako EY
IIOYHA Ja BOBeJyBa Ce IIOCTPOIV CaHKIMM KOH Pycuja
II0 ITIOYETOKOT Ha MHBasujaTa BO YKpanHa Bo ¢eBpyapn
2022 roauna, Kpems msspim aejctsuja Ha popmaa-
HO IpeKMHyBarbe Ha BPCKMUTe IITO MOXe Jda ce
caeAaT CO CBOUTEe AeA0BHU OpYKja, 3roaeMyBajKu
IO IIPOTOKOT Ha He3aKOHCKM (pyHaHCKM BO EBporma 1 —
ocobeHO BO JyroucrouHa Esporra.

Maxo e Temko caesemeTo Ha OpOjoT 1 3a4ecTeHOCTa Ha
Hesakonckure (prHaAHCHCKM TEKOBU BO KOj 01110 CeKTOP
0/, eKOHOMMjaTa, He3aKOHCKOTO (pUMHaHCUpaEke BO
MeauyMNUTe M CPOAHNUTE CeKTOPM MOXe Aa ce OT-
Kpue co NAeHTU(NKYBambe Ha Pa3ANIHN 3HaIN KOU ce
IIpU3HAK JeKa TaKBO (pMHaHcupame IocTon. Ejen oa
HUB e KOHIIeHTpallijaTa Ha COINCTBEHOCTa Ha MeAu-
yMITe BO palieTe Ha IIOeAMHIIN CO COMHUTEAHU U3BO-
U Ha IIPUXOJ, 9eCTO MOBP3aHM CO KOPYIIIIja Ha BICO-
KO HMBO ¥ CTPaHCKU asTopuTapuctu. Bo apyru cayuan,
ypeayBaukaTa KOHTpOAa ce BPIINM IIpeKy Ap>KaBHO
¢uHaHCHpame 00e30e4eHO 04 BaAaAejaukKuUTe eANTU
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YU 9A€HOBM IIOCTOjaHO OmJe BMeIIaHM BO (PIMHAH-
CUCKU M3MaMM MAM KOPYHIIUCKM cKaHAaau. CamdHa
AUHaMMKa IIOCTOM BO OAHOC Ha JaBaTeAuTe Ha yCAyIu
BO TeAeKOMYHUKAIIMCKMOT CeKTOp, Kako I BO O4HOC Ha
u3JaBadKaTa MHAYCTpUja 1 APYIUTe KAYIHI CeKTOPH BO
Jyromncrouna Epporia, Ko 0BO3MOKyBaaT KOHTpO4a BP3
nH(ppacTpyKTypara 3a AUCTpUOyIIMja Ha MeANYMCKI
coap>XMuHHU. Bo cymiTiHa, IpUTICOKOT 3a IOcegyBaibe
Ha MeAMyMMTe MOXe Ja Ce U3BPIINM HU3 pa3ANdHI
€KOHOMCKI CeKTOPM CO IIpeTBOparhe Ha IIPUXOAUTe O/
pekaaMm BO Opy:Kje 3a BAMjaHIe BP3 ypedyBauKara I10-
AUTHKa Ha Meauymure. Henaaejaure, KpaTKOpOUYHMI
aHOMaAuM BO COAp>XXMHAaTa U ypeAyBauKaTa HOAM-
THKa Ha BAUjaTeAHUTe MeANyMI, OCOOEHO BO OAHOC Ha
roaeMute MHQPPaCTPyKTYPHN IPOEKTH I IIOAUTUIKITE
VHUIMjaTUBY IPeABOAeHU OJ CTPaHCTBO, Ce MICTO TaKa
IIOTeHIIMjaeH IIOKa3aTe 3a yroTpeOara Ha Heszakon-
CKuTe (PMHAHCHUCKY TEKOBM 3a BAVjaHINE BP3 MEANYMII-
Te. BakBuTe aHOMaAnUM BO MeAMYMCKIUTE COAPKMHU Ce
BOOOMYaeH BO PETYIOHOT U HajuecTo ce MaHudecTrpaar
BO MeAMYMITe KOU Ce BO COIICTBEHOCT JAM TECHO ITOBp-
3aHM CO OAUTAPXVICKM MPEKM OAVCKA A0 TIOAUTUIKIATE
cuan. Vlako oBre MpeXXM YecToO AejCTByBaar 3a AMYHA
KOPUCT U HOAUTUYKO yHallpeAyBarbe, HUBHUTE MHTE-
pecu 9ecTo ce IpeKAOoIlyBaaT cO OHMe Ha Mocksa man
Ilexnn, co mTO ce coO3zaBa 3A0HaMepHa McIpenaeTe-
HOCT Ha HesakoHcKk1Te PpUMHAHCIICKI TEKOBM.

IleaTa Ha He3akoHCKMOT (PUHAHCUCKN TeK KOH paHAN-
BUTE MEAMYMMU € €4Ha 04 OCHOBHITE aAaTKU IIITO T KO-
PpUCTaT CTPAHCKUTE aBTOpUTApHU (PAKTOPU M HUBHITE
AOKaAHM KaHaAl 3a Ja TO 0OAecHaT OCBOjyBarbeTO Ha Me-
AUYMUTe, IITO IaK IV IIPeTBOopa IMOTOAEHIUTe MeAUyMIU
BO I11aT(OPMM 3a IIMpembe Ae3MH(OpMaIim 1 IIpo-
naraagaa. Aypu u Bo semjute-uaenku Ha EY, byrapuja u
XpBarcka, HeAOCTacyBaaT AOBOAHO MHCTUTYIIMOHAAHN
rapaHIIMM BO BpPCKa CO OTKPMBAMeTO Ha KpajHMUTe BUC-
TMHCKI COIICTBEHUIIN VI M3BOPY Ha (pUHAHCUpaIbe, KaKo
U COOABETHM MeXaHM3MM 3a MelyMHCTUTYLVOHAaAHN
IIPOBEPKM U paMHOTEXN 3a Ja Ce CIIpeuyl KOHIIeHTpa-
IMjaTa Ha corctseHocta. OBaa guaeMa BO IIOCAe HUBE
TOAVIHM Ce HaJOIIOAHYBa CO IIOPACcTOT Ha I11aT(POPMII-
Te 3a COUMjaAHM MeAMyMU, Kou o0e30eAyBaaT OTBOpPeH
dopyM 3a mupeme Ha A4e3MHPOPMaLIN U IIpOIIaraHAa,
JICTOBpPEMEHO ITOTKOIYBajK! ja OCHOBaTa 3a (PMHaAHCHU-
pambe Ha TpaAUIIMOHAAHUTE MeAUYMI.

KonTtunymupanure Baaguam AepuIUTUA U CUCTEMCKaTa
KopyInuja Bo Jyroucrouna Espoma u ocrasuja IIpocTop
Ha Pycuja ga marpagu roaemMo IpucycTso B0 MHQpOpMa-
TUBHATa CAMKa/Ilejsaxk Ha JyromucrouHa Eppora Bo rogu-
HIITe IIITO IIpeTXoAea Ha Hej3sMHaTa MHBas!uja BO YKpanHa

Breaking the Code

Bo 2014 n 2022 roguna. KorHMTHBHOTO BAMjaHUE Ha
KpeMa BO pernoHoT e KOHIIEHTPUPaHO BP3 reorpadckrs,
€THOAVHIBUCTMYKI ¥ BePCKUTe AVHMM M ja O4pasyBa
MOMeHTaAHaTa COCTojO0a Ha Hej3MHOTO eKOHOMCKO IIp¥i-
CYCTBO U AUILAOMAaTCKUTE OAHOCH CO ceKoja 3eMja. IToaa-
TOLIMTE O4 MOHUTOPMHIOT Ha MeAMyMUTe IIOKa’KyBaaT
Aeka 1po-Kpema aesundopmManiunTe ce Haju3paseHN BO
3eMjuTe CO 44aD0KO BKOPEHeTV KyATYPHM U UCTOPVICKA
Bpcku co Pycuja — byrapuja, Cpouja u Llpna T'opa — kako
U BO CPIICKUTe eHKAaBU BO PErMoHOT, KaKo mITo e Perry-
0amxka Cpricka Bo bocHa 11 XeprierosnHa. YTBpAEHO e AeKa
IJ1aBHUTE AVUTWMTAAHV HOBUMHAPCKM II€j3a’KM BO IIOBEKe
0/, TIoA0BMHa 04, Jyroucrouna Espona (bocna, Byrapuja,
Ipna I'opa, Cesepra Makegonmnja u CpOuja) coapskar
rosTopAuBY 1Ipo-Kpema aesnHpoOpMaImm, KOu CHCTe-
MaTCKM I'M IIMpaT HeKOU O/, HajiioceTyBaHNTe BeO-cTpa-
HIUIIM 3a BeCTU BO ceKoja o4 osue seMju. HajmuOry ce
n3aBojyBa caydajor co CpOmja, Kade JeTnpu o4, Iie-
TTe HajIIOCeTyBaHM BeO-CTpaHMIIM 3a BECTM IIOCTOjaHO
obGjaBysaar m1po-Kpema aesnndopmarym. Vcro taxa, ce
yTBpAU Aeka Bo 2022 roayHa, MeJHCTPVM BECTUTe BO CUTe
3eMju Ha Jyromcrouna Eppoma murmpaa 4eTmpu pycKm
Ap>XKaBHO KOoHTpoaupanyu Meamymcku ussopu (TACC,
PMA Hosocty, RT 1 CriyTHIK) BO M14jaAHAIIN HAIIVICHL.

ComnujasHuTe nCTpakyBarba HI3 PErMOHOT 3abeae’Kaa
3HaulTeJeH Ilaj Ha jaBHaTa mogapimika 3a Pycuja,
IIITO Ce COBIIafa CO ITOYETOKOT Ha MHBasMjaTa U OOjaBy-
BalbeTO Ha 340cTopcTBaTta BO Kpemsa Bo YkpamHua. Ce-
TaK, 310HaMEepPHITE ypeAyBadKl IMOAUTUKN Y KaMIIamb/
Ha KAy4uHnTe mpo-Kpem.m, a rmoHeKoram Aypu U MejH-
CTPUM MeAMYMU U TOAUTUYKM HapTHUM OICTOjyBaa U
IIOKPaj OBaa IpOMeHa BO MEJHCTPUM jaBHOTO MICAEHe.
INoanTnukuTe CyOjeKTU CO CUMIATUI KOH MOCKBa, KaKo
mto ce SNS u SPS Bo Cp6uja, Baspaskaane (IIpepoa0da)
u bCIT Bo byrapuja 1 SNSD so Bocna, ru 3aap>kaa csou-
Te IapAaMeHTapHM IO3UIIMM U MOKTa Ha OAAydyBame
Ha cepmjaTa IapAaMeHTapHM nsdoopu 2022-2023 roauHa,
KaKo IIITO HeKOM IIapTui, Kako mTo e Baspaxkgane (Ipe-
poaba), Aypu ce 3abeae’KyBa 1 3roleMyBarbe Ha jaBHaTa
IO/ ApIIIKa BO OBOj IIeproa. Bo komOnHatmja co sroaeme-
HaTa aKTMBHOCT Ha Ipo-Kpema Meauymure, Tuie Hpu-
AOHecoa 3a 4eAyMHO 3aKpeIlHyBame Ha jaBHaTa CHMIIa-
Tuja KOH Pycuja 1o IPpBUYHMOT IIOK MpeAu3BUKaH 04,
nnBasyujara. Ilogapmkara 3a Pycuja mpoaoaxysa da ja
AelaT MHO3MHCTBOTO Bo CpOuja 1 BO €THMYKM CPIICKH-
Te PervoHN Ha APYTUTe 3eMj/i BO PETMOHOT, OCTaHYBajKI
IIOBIICOKA HaceKade BO Jyromcrouna EBpoma 040mTo BO
3anagHa EBporia Bo TEKOT Ha 11eAMOT IIepUOA.

byrapuja n CpOuja nmpogoa>xysaar ga AejcTByBaaT KaKo
OpUMapHU KOOPAMHATUBHI IIEHTPH 3a olepalinm-
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Te 3a BAujaHue Ha Kpema Bo pernonot. byrapckure mo-
AUTHYApU U HOBMHAPH T HOpMaAnaupaat nmpo-Kpemsn
AesrH(OpMalNTe BO 3eMjaTa, KaKo 1 BO eBpOaTAaHT-
CKIOT IPOCTOp, 404eka CpOmja mmomara BO HIIMPEHHeTo
Ha AesuH(popMmanuute Ha Kpema Hus 3anagen baakan
IIpeKy MeAMyMUTe Ha CPIICKM jasyK co ceaummre Bo Cp-
Omja 1 BO CPIICKMTEe eHKAaBM Kako mTo e PemyGamka
Cprcka. bpojknre 3a cooOpaKajoT Ha IIOZaTOLM Ha BO-
AEUKITe HOBMHAPCKM BeO-CTPaHMIIM 3a BeCT! BO 3alla-
AeH BaakaH ro ogpasysaar MH(QOPMaTUBHIOT HaTIIpe-
Bap 3a IyOAmMKaTa IIITO 300pyBa Ha CPIICKM M XPBaTCKI
jasMK, Mery CpIICKUTe MeauyMu ITo ce Ipo-Kpema
OpMeHTHpPaH! U XpBaTCKUTe MeANYyMU KOU ce PeAaTyB-
HO eBpOaTAaHTCKM OPMEeHTUpaHH.

3a 4a ce CIIpOTMBCTaBM Ha yroTpeOara Ha HesakoHcku-
Te (QUHAHCKUCKY TEKOBM M MEAMYMCKOTO OCBOjyBarbe
KaKO CpeACTBa 3a CTPAHCKO 3A0HAMEPHO BAUjaHUE IIO-
TpeOeH e MHTeTrpypaH IPHUCTAII HA [T 10TO OIIITeCT-
BO, TeMe/€eH Ha copaboTKa IoMely HallMIOHAaAHITE Kpe-
aToOpM Ha ITOAUTUKM, IIPUBATHIOT CEKTOP, TparaHCKOTO
OIIIIITECTBO ¥ €BPOIICKUTE I aMePUKaHCKUTEe MHCTUTY-
LIMOHaAHM cTpyKTypn. OBre KOHTpaMepKn Tpeba Ja ce
3acHOBaar Ha IlapaJeAHO BOBeAyBarbe AVIjarHOCTM UK
¥ MeXaHWM3MH 3a CIIpOBejyBarbe HacOYeHU KOH
04BOjyBab€e Ha eBpOIICcKaTa eKOHOMMja o Pycuja,
KaKo IIITO ce:

® CO3aaBarbe MEXaHM3MIU 3a COOMparbe AOKas3y IIpe-
Ky KOu Ke Cce OBO3MOXINI Aa Ce 3roaeMU KBaAUTEeTOT
I KBAHTUTETOT Ha IIo4aTOLUTE OJ HeSaKOHCKI/IOT
q)MHaHCI/ICKI/I TeK 1 Aa ce I/IAeHTI/ICI)I/IKyBaaT ,ﬂ,p)KaB-
HIUTe MHCTUTYLMM ¥ IIPOLIeCHTe Ha AOHeCyBarbe
0AAYKM 3acerHaTy 04 WMHCTUTYIIMOHAaAW3Mpa-
HaTa IOAMTWYKA Kopynnja (3apoOyBame Ha
Ap>KaBaTa);

° UMIlAeMeHTallja Ha YycOrdaceHa TpaHCaTJaHTCKa
aKuyja MPOTUB HE3aKOHCKM Iapy U HeAeITUMTUMHU
cpeacTsa Bo Jyroucrouna Esporia rpeky eekTuBHO
ycoraacysare Ha IeaaTta EY co eBporickmuTe caHKIm
npoTus Pycuja 1 mpeTxo4HO IIpoy4dyBarbe Ha PyCKI-
Te ¥ KMHECKUTE CTPATEeIIKIA MHBeCTUIIVIAL.

e EV u aokaaHute Baactu TpeOa Aa Irpe3eMar AejcT-
BMja 3a Aa ce clIpeyaT He3aKOHCKUTe (PMHAHCHUCKIU
TeKOBU O/, CTPAHCKM aBTOPUTAPHMU jyPUCAUKIIAU BO
Jyroucrouna Eppomna mpexy noaApIika Ha CIIpoBeAy-
BambeTO Ha MePKIUTe 3a CIIpedyBambe Ha Ieperbe IIapu
U AO3BOAYBajKU IIEPEIbeTO IIapy 4a Ce MCTpakKyBa
KaKo I0ceOHO KPMBUYHO A€40, a He CaMO Kako IIpe-
AVIKAT.
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e PemabarseTo Ha IIpalllarara II0 OAHOC Ha MHCTHU-
TYIIMIOHaAHUTE PaHAMBOCTU BO BpPCKa CO HE3aKOH-
CKOTO (PMHAHCHUparbe, KaKko IITO € HeA0CTaTOKOT Ha
peryAaTuBy OAHOCHO HOPMATVBHY aKT! 3a TPaHCIIa-
PEHTHOCT Ha BUCTVMHCKITE COIICTBEHUILIV M 3a0CTPY-
BarbeTO Ha PEXKIUMOT 3a 44a0MHCKa aHAaAM3a Ha VH-
BecTULIMITe Tpeba Ja ce HagOIOAHAT CO CTpaTelIKa
MHBECTUIIMCKA OAUTUKA 04 cTpaHa Ha EY u CAA,
Haco4yeHa KOH BOBeAyBarbe U CTUMyAuparbe ¢ep Ima-
3apHU IIPaKTUKIA

e HagmmnysameTo Ha eBpOIICKaTa eHepreTcka 1 KAu-
MaTcKa Oe30eHOCHA Kpr3a I CTaBarhe Kpaj Ha IIpeKy-
MepHarTa 3aBIUCHOCT OJ PycKaTa eHepriuja IpOA0AKY-
Ba ga Omuge rJaBHa KOMIIOHEHTa Ha CTpaTeIIKOTO
0/BOjyBalbe Ha eBpoIickaTa eKoHoMIja o Pycuja.

UyHOT Ha CIIPOTMBCTaByBaH€TO Ha OCBOjyBambeTo
Ha MeAVyMMATE BO PETVIOHOT Oapa MTHU 11 KOOPAUHUpPa-
HI JejCcTBMja 3a Aa Cce OrpaHMYaT HETOBUTE KOMIIOHEHTI
IIOBP3aHIl CO COIICTBEHOCTa, PeKJaMaTa, yIIpaByBame I
KOTHUTMBHA A€JHOCT, Kou Oapaar 11 HallMOHAAHM U1 Mery-
HapoaHy Hartopy. CIiposeyBarbeTo Ha CAe AHITe MePKI
61 IIpeTcTaByBal0 KAYYHM IIPBY 9YeKOPH BO OBaa HacoKa:

® HagMMHYyBame Ha WMHCTUTYIVIOHaAHUTEe IIpa3HU-
HII ¥ MeHallepcku AedUIINTU KOV I'O HamaadyBaaT
KBaANUTETOT Ha MeJMyMcKaTa CpeAlHa U cO34aBaaT
KAYYHI PaHAMBOCTH II0AA0XKHM Ha OCBOjyBaibe. OBa
BKAy4YyBa 3roJeMyBarbe Ha TpaHCIIapeHTHOCTa Ha
COIICTBEHOCTa Ha MeANYMUTE, A€ AOBHIUTE CTPYKTY PI
U M3BOpUTe Ha (pUHAHCHpame, Kako U BOBEAyBarbe
OrpaHm4yBarba Ha KOHIeHTpaljara Ha COIICTBEHOC-
Ta Ha MeAUyMMUTe.

e Cosgapame Ha UHPPACTPYKTypa 3a AUTUTaAHA PO-
peHsMKa IoTpeOHa 3a OTKpUBaIbe U MCTPaXKyBarbe
Ha KaMIIambiTe 3a Ae3nH(OopMaliija 1 HUBHUTE yJec-
HUITM BO pedlCy pealHO BpeMe, IITO Ke 00e3deau
BMTa/Ha IpBa AMHMja Ha 040paHa O/ IIMPeHeTo Ha
Ae3UH(pOpMaITUIL

o [Tloparomnure 400MeHN IpeKky HNoAOOpeHa McTpara u
aHaAmM3a Ha TEKOBHUTE KaMIIamM 3a JAe3mH(pOopMa-
1mja Tpeba Aa ce KOPICTaT 3a 4a Ce pa3BujaT IIpeBeH-
TUBHJ MePKJ HaCOYeH! KOH OrpaHIIyBakhe Ha BAlja-
HIEeTO Ha AesmHpopManunTe 1 PaKTopuTe KO IO
MOTTUKHYBaaT Hej3IHOTO Oaparbe, IMEHO CTpaTelKa
KOMYHMKaIlja, mporpaMu 3a oOyka Bo o0JacTa Ha
MeAMyMcKaTa ¥ MH(pOpMaIiCKaTa IICMEHOCT, KaM-
TIarbll 3a II0ANUTarbe Ha jaBHaTa CBeCT ¥ MHUIIVjaTBI
3a II0CTaByBame CTaHAaPAIL.
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ITpucycrsoro Ha KpeMs Ha KpUTUIHUTE ja3AM Ha Me-
AUyMcKaTa MH(QpacTpyKTypa Bo JyromcrouHa Esporra
MOXKe Ja Ce 3aMeHI CaMO CO CO3JaBare paMHOMEepPHO
pacrpedeseHa MpeXka Ha jaBHO (pUHAHCHpPaHU U He3a-
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BIICHO YIIpaByBaHU MeAMYMM CIIOCOOHM Aa ja O>KMBear
rpafaHcKaTa IpUpoJa Ha HOBMHAPCTBOTO M IINPEHETO
Ha mH(QpOpMaIMnTe, Kako 1 Ja ja BpaTaT goBepOaTa Ha
jaBHOCTa BO MeAMYyMITe.



SERBIA: PESVIME

VlcTtoBpemMeno ca AMPEKTHOM WMHBA3WjOM YKpajuHe,
Pycuja je mojagaaa cBoje omepamnyje XnOpmMAHOT
yIHuIaja Koje nMMajy 3a s IIOAPUBAIE jeANHCTBA U
oaayanoct yaaHuiia HATO-a u EY, kao u apyrux
CTpaTeIlKM Ba’KHMX Jp>KaBa. JyromcrouHa Eppomna
(JME) je jeaan o4 pernoHa Koju Cy HajpambUBUji Ha CTpa-
HII MaAUTHU yTUIaj. VIcTopmjcku raeaaHo, 0Baj pernon
je 6110 1m0/be TeOIIOANTUYKYNIX V1 IIPONaraHAHmIX 60p-
Oom 3a yTmitaj nsmeby pernonaanux u rao6aanmx (cy-
rep)cuaa, a Tpajuu epexru te 6opde ocehajy ce n aa-
Hac. YpyIlasame geMOKpaTuje, AepUINTI Y YIIPaBHIUM
IpoliecuMa, eposnja TpabaHckmx c10004a 1 0AyToBAa-
Jerbe MHTerpanyje y eBpoaTAaHTCKe MHCTUTYLINje A0Be-
AV Cy PETMOH y CTamhe IOAUTHYKE HeV3BeCHOCTH I
CTpaTellKe ABOCMMCAEHOCTH, IITO je caMo IIojada-
HO 04 2014. Y ucro Bpeme, ayropurapHe gp>kase Kao
mro cy Pycuja n Kuna je gocaeaHo crposonaa Tak-
TUKY HpuMeHe Meke U TBpae Mohmu mmpowm JVE kako
Ou IIOTKOIIaAu IOBepere y AubepaaHy AeMOKpaTujy
U IIPOMOBUCAAN ayTOpUTapu3aM Kao e(pUKaCHU]I CUC-
TeM BAaCTI.

YIpKoc MIMPOKO pacIpocTpambeHoj ocyAyu Mebyna-
poJHe 3ajeaHNnIle, PycKa MHBa3Mja Ha YKpajuHy je Ta-
Kobe mocayxmaa 3a KoHcOAMAALUjy, jadame u yOp-
3ambe IheHNX aKTMBHMX Halopa Ja yTude Ha IIpoliece
oaayuuBama y 3eMbama JVE. ¥V roaunama mpe mHBa-
suje, Kpema je Beh mckopucrio HeA0BOLHO CTPOTO
peryaatopHo okpyxemwe y JVIE aga ce ykayum y IHpo-
Iiece 3apo0ObaBairba Ap’KaBa KpO3 CKpuBeHe a0-
KaaHe MpeXe OasypaHe Ha HOKPOBUTEe/bCTBMMA I
yrunajy. Oe MpeXe, Koje ce cacToje 04 ITOCAOBHIUX
TajKyHa, IOAUTHNYApa U APYTUX YTUILQJHUX bYAU II0-
BesaHux ¢ KpemaeMm, HacTaBaajy 4a aKTMBHO IIOMaKy
PYcKy yrorpeby eHepreTuke, pUMHAHCHUjCKOT CeKTOopa I
MeJuja Kao opy>Kja 3a yHanpeberme nntepeca Kpemaa.
Osgaj npumep je caeauaa u Kuna, xoja je mpusykaa u
¢unancupasa mucry MHPPaCTPYKTypy U Mpeke KaKo
Ou yHaTipeAlaa COIICTBEHM YTUIIAj Y PETMOHY U Ojadada
AOKaAHy ayTOpUTapHy AUMHAMUKY.

3apoOsaBarbe MeAMja U yIoTpeda IUAbaHUX He3aKo-
HuTHX PpuHaHcujckux tokosa (HOT) aBa cy oa Hajsa-
SKHUJUIX aJdarta Koje CTpaHe ayTOpuTapHe C/Ae KOpUCTe
3a IoMarambe 3apo0.baBama Ap>kasa y peruony. HOT u
3apo0.baBarbe MeAnja HePackUAUBO Cy TIOBe3aH! U jea-
HII Ca APyTMMa, Kao 1 ca pacTyhoM MpesKoM MaAUTHIX

uHrepeca. Mocksa u IlexnHr rpeacrasaajy jeAHy KOM-
IIOHEHTY OBe MpeXKe, a A0KaAH! OAUTapCH APYTy, IpU
yeMy OBU APYIU MMajy 3HadajaH MOAUTUYKU YTUIIA] Y
joII yBeK HeKOHCOAMAOBAHUM OaAKaHCKMM JeMOKpa-
tujaMa. OBaj M3BeITaj IIpeAcTaBba eTabHY IPOIeHY
MeTOAa, OOMMa M IMbeBa TaKTuKe 3apoO/baBarba
MeAMja U He3aKOHUTMX (PMHAHCHUjCKIX OIlepariyja
y ocam OaakaHCKMX 3eMaba: Aabanuju, bocan u Xep-
nerosuHy, byrapckoj, Xpsarckoj, Kocosy, Ilpnoj I'opy,
Cesepnoj Maxkegonmju u Cp6uju. Takobe orkpusa y
KOjoj Mepy OBa Mpe>ka MeAUjCKOI Melllaiba U ,IIp/ba-
BOT” HOBIIa IIOAPMBA AEMOKpaTHjy U eBpOaTAaHTCKe
MHTeTpalje, yITudyhm Ha yHyTpamibe HOAUTIIKE
JICXOA€ U CIIO/bHOIIOAUTIYKE O4AyKe 3eMasba jyTOMCTO-
yHe Epporre.

Pycuja m Kuna ayro kopucre npukpuBeHe Koprnopa-
TuBHe BaacHIIKe cTpykrype 1 HOT sa obesbese cpe
IITO UM je HOTPeOHO: 04 HOBUX TEeXHOAOTHUja M TeXHIY-
Ke eKCIIepTu3e 40 eKOHOMCKOT M MOAUTUYKOT yTHUIaja
y 3eMabaMa 04 uHTepeca 3a mux. Konkperno, Kpema
je BuIlle IMyTa KOPMCTHO CBOjy MHTerpauujy y 3alaiHu
(pUHAHCHjCKM CHCTeM KaKO OM VMCKOPMCTHO IIpasHU-
He y ClCTeMIMa yIpab/bama Kpo3 KOpo3uBHe eexTe
KOpYyIIIyje ¥ He3aKOHUTOTI (MHaHCHparba, M CXOAHO
TOMe IIOAp>Kao CBOje MaAUTHe MHTepece y 3eMaU I
MHOCTpaHCTBY. bpyrasna uHBasuja Ha YKpajuny 6aru-
Aa je CBeTAO Koje je 04aBHO O1AO MOTpeOHO Ha oIrac-
HOCTH KOje IIpeAcTaBba KAeITOKpaTiuja U pU3UKe
KojuMa EBpoma n3aaxe cebe — 11 CBET — CBOjM Aa0aBUM
HPUCTYIIOM IIP/baBOM HOBILY.

Ha raobaanoM Husoy, oOuMM He3aKOHUTUX (pUHaH-
CUjCKIX TOKOBa ce Ipornemyje Ha 1-1,5 6uanoHa ame-
PUUKUX JoJapa TOAMIIIbe, INTO IIpeAcTaBdba IIpU-
641xHO 3-5% raobaanor bAll-a. Ilopebema paau, Ha
baakany onu nsHoce oko 6% bAIl-a peruona. 3emae
Yy peruoHy cy u game BeoMa pamuse Ha HOT, mro je
TpeH/ IOTrOpIaH MHCTUTYIIMOHAAHOM cAabomrhy u
3apoObaBameM ap>Kase. HesakoHuTy ¢pymHaHCHjCKIA
TOKOBM IIOACTUYY HIPO]UTEPCTBO ¥ KPUMIHAAHO II0-
Halllarbe, CMalbyjy KamaluTeT BAaja 4a MOApKe pa3Boj
U MHKAY3WBHU PacT, IIOTKOIIaBajy BAaJaBUHY IIPaBa,
MOApMBajy (PYHKIMOHMCAHe CICTeMa IIpaBocyba u
yIpo>KaBajy IOCAOBHO oKpyxkeme. ITopea Tora, HOT
LIPITy jaBHe pecypce, CMarbyjy OOMM I KBaAUTET jaBHMUX
ycayTa, 11 Ha Taj HauMH HapyIllaBajy MHTeIpUTeT Ap>KaB-
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HIX MHCTUTYLIMja, Te€ HapylllaBajy IIOBEperbe jaBHOCTU
y Baage. OHu Taxobe IomaxKy y cTBaparmby M OAp>Ka-
Barby MOhHMX Mpeka yTuIlaja Koje MOTy CAYXKUTU U
YHYTPAIIbUM U CIIOAHUM MaAUTHUM UHTEpecuma.

Hesaxkonute ¢guHaHCHjcke TOKOBe Y jyroncrouHoj Es-
porn omoryhasa exocucreM eHAeMCKe KOPYIIIuje,
OPTaHM30BaHOT KpMMIHAaJa ¥ 3a001Aa>Kerbe IIpoIIca
o4, crpase 1peayseha. Jeaummyso xao pesyarar ma-
cosHor pogopa H®T-a, ekoHoMuje pernona cy Mame
KOHKYypeHTHe o/ oHux y EY, mare o4 o0nmba Marbe nan
BIUIIIEe CKPMBEHOT ITOAMTUYKOI MeIllarha M ApP>KaBHOT
BAACHUIIITBA, HEPa3BUjeHOT IIPMBATHOI CeKTOpa I yec-
TOT U IIPMKPUBEHOT IIOCTOjarba MehyBaaauHuX criopa-
3yMa ca ayTOpUTapHUM Ap>KaBaMa. Hesaxonmre ¢u-
HaHCMjCKe TOKOBe oMoryhaBajy 1 IOpo3He Ap>KaBHe
rpaHulle y pernony, Mebysasuchna nmpuposa merosmx
€KOHOMMja M IIOCTOjarbe BeAMKOT HepOpMaaHOT CeK-
Topa. Kao mocr msmeby Asuje m 3amague Espore,
Jyroucrouna Espomna je TpaguiimoHaaHoO cAy>K1Aa Kao
Kallija 3a HapKOTMKe ¥ MUTIPaHTe, Kao U 3a IIMPOK
crieKTap poOe ABOCTpyKe HaMeHe M aKIIM3HIX pooa.
3HauajHo nosehame mMHBecTHIIMja y MHPPACTPYKTYPY
IIOCAeAIBVIX TOAVHA, ITOCE0HO OHMX KOje Cy IOACTaKHY-
Te 04, cTpaHe KuHecke nHunujatuse ,Ilojac n myt”, kao
U APYTU Ap>KaBHU I11aHOBM, CaMO Cy A0JaTHO IOTOp-
maAy CUTyanujy, moAcTidayhu nocrojehe Toxose Hesa-
KOHITe TPTOBIHE.

Mebyrum, Kuna Hyuje jequna koja mperiaasiyje KOH-
TUHEHTE ApP>KaBHNMM HOBLIEM; OTHpuAuKe 1 Owmamon
AoZapa PyCcKOr KalmTasa je yA0oXKeHO mupom Epporre
o4 pacriaga Cosjerckor Capesa, Ipu 4eMy je 3HaudajaH
Aeo OBMX cpe/cTasa KopuIiheH 3a CTUIIae MMOBIHE
y CTpaTemIKMM eKOHOMCKUM CeKTOpMMa Kao IITO CY
eHepreTuKa, TeAeKOMyHUKaluje, baHkapcTso, rpabesu-
HapcTBO U TpaHcnopT. Kako Kpema cse Buiile ycresa
Aa AOMMHIpPa A0KaAHUM OAUTaPXMjCKUM MpeskaMa, OH
je y cTamy Aa MCKOPUCTY OBe Hay3rae OImOpPTYHUCTIY-
Ke Mpe>Ke I Kao CBOjeBpPCHO Opy>Kje. Youl MHBasuje Ha
YKpajuHy, pycke KOMIIaHMje Cy Ce UBPCTO yYBPCTHUAR Y
€BPOIICKO] eKoHOoMUju: y janyapy 2022. Pycuja je KOH-
Tpoaucada 277 MUAUjapAU €Bpa AOCTYITHUX AUPEKTHIX
crpanux nasectunyuja (ACHU) y 27 semasba yaanuna EY,
ITO je TpehmHa BuIlle HETO IITO je OMAO Ha ITOYETKY
TaZaca HEYYMHKOBUTMX CaHKIIMja Koje je YHMja yBeaa
Pycujnm xao oarosop Ha meHy aHekcujy Kpmma 2014.
[TpaBu 06UM pycKux MHBECTUIIMja je BepOBaTHO OUTU
MHOTO BehM Hero ImTO IIOKa3yjy 3BaHMYHM II0JAlN
LIeHTpa/He OaHKe, jep HajMame 50% cBuX pycKknx ¢pu-
HaHCHjCKMX TOKOBa y EBpomny nge nipexo ,,o¢pmiop”
AecTyHaIuja Kao 1ro cy Kunap, bpurancka Jesudan-
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cka Ocrpsa, Vpcka, AykcemOypr u Xoaanauja, rae je
PYCKM KaIlMTaA CKpUBEH 13a eHTHUTeTa ca HOMMHAAHIM
BAACHMIIVIMA, TPYCTOBUMA M TOPT(POANO NHBECTUITM]a-
Ma IIpeKO CTpaHMX MHBeCTUIMOHUX ¢oHgoBa. Kpajem
2021. roauHe, pycka KopIopaTubHa MMOBMHA y EBpo-
M M3HOCKAA je ckopo 600 Muaujapau espa, a eBpOIICKe
OaHKe 1 dasbe Ap>xe 83 Muanjapae eBpa obaBesa IrpemMa
PYCKMM KOMIIaHHMjaMa M IOjeAMHIIMMa, ca 3eMbama
oyt Aycrpuje, XoaaHauje, Vraanje n Ppanirycke
KOje MMajy HajBMUIIM HMBO M3A0XKEHOCTU IIpemMa pyc-
KOM Tp>Xumrty. MHore TpaHcakiimje Koje omoryhasajy
CTULIambe CTpaTemnkux cpeacrasa y JVIE mpoaase Kpos
oBe eBpoIicKe puHaHCHjcKe HeHTpe. OTKako je EY mo-
yea Ja yBOAU CBe CTpoyKe caHKIuje Pycuju HaKoH 110-
JyeTKa MHBasMje Ha YKpajuny y ¢pedbpyapy 2022. rogune,
Kpema je mmokpernyo mporec ¢popMaaHOT IIpeKnaarba
cAeAbUBUX Be3a ca CBOjUM ,,IIOCA0BHIM” OpyXjeM,
nosehasajyhu npuaus nesakonutux gpuuancuja y Es-
porty, a moce6Ho y JVE.

Naxo je temko mpatutyu 6poj u ydecraaoct HOT-a y
01140 KOM CeKTOpy IIpuBpeJe, He3aKOHUTO (pUHaH-
cuparbe y MeAujiMa ¥ CPOAHIUM CeKTOpMMa MOXKe
ce OTKPUTU MAEHTU(PUKAIUjOM Pa3ANIUTUX 3HAKOBa
KOjU yKasyjy Ha IbMXOBO HPUCYCTBO. JegHa OJ BUX je
KOHIIeHTpalyja MeAMjCKOT BAaCHUINTBA y pykKama
IojeAMHAalla Ca CyMILMBUM M3BOpMMa IIPUXOAa, YecTo
IIOBe3aHMX ca KOPYIIINMjOM Ha BMCOKOM HMBOY U CTpa-
HIM ayTOPUTapPHUM peXuMuMa. ¥ APyIuM CAydajeBu-
Ma, ypehnBauka KOHTpoOaa ce BpIm IyTeM Ap>KaBHOT
¢uHaHCHpama 04 cTpaHe Baadajyhux eamra, umju cy
Y/aHOBU BMIIE IIyTa OMAM yMemlaHM y (pUHaHCHjCKe
npesape mau Kopymiuone agepe. CandHa AMHaMIKa
KO/, TeAeKOMYHMKAI[MOHIUX IIpoBajaepa, M3JaBaukmX
MHAYCTPpHUja U APYTUX KbydHUx cekropa y JVIE, xoju
omoryhasajy koHTpoAy Haj MHPPaCTPYKTypOM AWCT-
puOynuje MeAujcKMX cadpsKaja. Y CTBapy, IIPUTHCAK
KOj¥ BOAM Ka 3apo0/baBarby Meavja MOXe ce U3BP-
IIUTY Y pasAMYNTIM €KOHOMCKMM CeKTOopuMa IIpeT-
BapameM IIpUXOJa O/ peKdaMa y Opy:Kje 3a CTUIIarbe
yTuiiaja Ha ypebusauky nmoantuky meauja. Visnenaane,
KpaTKOpOYHe aHOMaauje y caapxkajy mu ypebhusau-
KOj MOAMTHUIM YTUIIAjHNX Meauja, IOoceOHO Yy O4HOCY
Ha BeAuKe MHPPaCTPyKTypHE IIpOjeKTe U IOANTIIKE
VHUIIVjaTHBe Koje 40Aa3e 13 MHOCTPaHCTBa, Takobe cy
MOTeHIIMjaAHN TTOKa3aTes yrmoTpede HOT-a 3a yTuiiaj
Ha Meauje. OBakBe aHOMaAMje Y MEeAUCKIM Cajp>Kaji-
Ma yoOudJajeHe Cy IIMPOM pernoHa u Hajuemrhe ce ma-
Hmcl)eCTyjy y MegujuMa KOjU Cy y BAACHMUIITBY MAW CY
YCKO IIOBE3aH! Ca 0AUTapXUjCKMM MpeKama OAVICKIM
MOAUTUYKUM cHaraMa. Vlako oBe Mpeske yecTo Jeayjy
3a COIICTBeHe IMOAMUTIYKe MHTepece M KOPUCT, IHIXOBA



Serbia: Pesnme

MHTEpPeCHU ce 4ecTo IpeKaallajy ca mHTepecnma Mockse
vau Ilexnnra, crBapajyhm tako maanrHe Bese HOT-a.

[Muramwe HPT-a Ha pamuse Meauje je jeAHO 04 HpuU-
MapHMX MHCTPYMeHaTa Koje CTpaHM ayTopUTapHU (ak-
TOPU U IbMIXOBU AOKaAHU IIpeACTaBHUIIV KOPIICTe Aa O
OJaKIlaAy OBAajaBame MeAMj/Ma, IIITO 3ay3BpaT IpeT-
Bapa rorobene Meauje y naargopme 3a gesmHdopma-
nuje 1 mpomaranay. Yak u y Ap>kaBaMa 4JaHuIiama
EY, Byrapckoj n XpBaTckoj, He40cTajy A40BObHE MHCTH-
TYIIMOHaAHe rapaHIiyje y Ioraely OTKpuBama Kpajibux
CTBApHUX BJAaCHMKA U M3Bopa (pUMHaHCHparba, Kao U
aJeKBaTHUX MeXaH!3aMa 3a MehyumHCTUTyIMOHaAHe
IIpOBepe U paBHOTEXKe 3a CIIpeyaBarbe KOHIIeHTpaluje
BaacHumTea. OBa A1aeMa je Il0jayaHa ITOCAeAbUX IO-
AVIHa IIOPACTOM I11aT(POPMU APYIITBEHNX MpeXKa, Koje
00e30ebhyjy orBopenn ¢popym 3a mmpeme Ae3UHPOP-
Maluja 1 IIporiarasje, MCTOBpeMeHo roapusajyhu oc-
HOBY (pMHaHCHpaba TPasULIMIOHAAHUX MeAlja.

Kontunynpanu aeduiiutu yrpasbarba 1M CUCTEMCKa
kopymnuja y JMIE omoryhman cy Pycuju ga msrpaau
OTPOMHO IIPUCYCTBO Yy MH(OPMAIIMOHOM OKPYKeIby
JUIE y roguHama Koje Cy INpPeTXOAuAe IbeHO] WMHBa-
suju Ha YKpajuny 2014. n 2022. KorHUTHBHI yTHUIIaj
Kpemaa y pernoHy KOHIIEHTpIICaH je IO reorpadcKmM,
€THO AMHIBUCTUYKUM M BEPCKUM AMHMjaMa U OApa-
’Kapa TPeHYTHO CTaibe IeHOI eKOHOMCKOI IIpMCYCTBa
U AMIIAOMATCKUX OAHOCA ca CBaKoM 3eMboM. Ilogarm
npahema Meauja roxasyjy 4a cy Impo-KpeMambcKe Ae-
suH(pOpMaIje HajuspakeHuje y 3eMbaMa ca Ay0o-
KO YKOpemeHUM KyATYPHUM U MCTOPUjCKUM Be3dama
ca Pycujom: Byrapckoj, Cpouju u Ilproj 'opu, kao u y
CPIICKMM eHK/AaBaMa y perioHy, Kao mro je Permybanka
Cprcka y bocna 1 Xeprierosuna. YTBpheHo je ga Kbyd-
HI MeAVjCKI HOBMHAPCKM I1€j3aKM Y BUIIE O IIOAOBU-
He jyroucroune Epporne (bocna, byrapcka, Ilpna I'opa,
Cesepna Maxkegonnja u CpOuja) cagpske perieTUTUBHE
IIpo-KpeMabCKe AesmHpOpMaliije, Koje CuCTeMaTCKIU
LIIMIpe HEKM O/ HajioceheHMjux cajToBa 3a BECTU y CBa-
KOj 0/ oBuX 3eMasba. Hajsumie ce mctuue cayuaj Cp-
Omje, rae 4eTnpu 0/ IeT HajrmoceheHujux HOBMHCKIX
cajToBa A0CAeAHO 00jaBayjy IpO-KpeMabCKe Ae3VH-
dopmanyje. Takobe je yrspbeno aa cy 2022. roaune
MEjHCTPVM HOBMHCKe Kyhe y cBuM 3eMbama JVIE nutu-
pade yeTupu pycka Ap>kabHa Meanjcka ussopa (TACC,
PUA Hosocty, RT u CiiyTiuk) y XusajaMa 4laHaka.

AHKeTe IIMPOM peIrroHa KOHCTaTOBale Cy 3HadajaH
mnagj jaBHe mogpmke Pycmju, mro ce mOKA0OIMAO ca
ITIOYeTKOM MHBa3uje 1 06jaBbuBarbeM PYCKUX 3109MHa
y Ykpajuau. Mebyrum, mMaaurna ypebmsauka moan-
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THKa U KaMIlamhe KAYUYHMX IIPO-KpeMabCKIX, a ITOHe-
Ka/, 4aK U MEJHCTpUM Meauja U IOAUTUYKNX ITapTuja
" Jasbe Cy OIICTajade YIIPKOC OBOj IIPOMEHN y TAaBHOM
jaBHOM MmbemYy. [loanTnuxu cydjekT HakA0meHn Moc-
ks, nonytr CHC-a u CIIC-a y CpOuju, Baspaskama u
bCII-a y byrapckoj u CHCA-a y bochu, 3aapxaan cy
CBOje IMap/aMeHTapHe ITo3nijyje 1 Moh oaAy4dnBarba Ha
cepyju IapaaMeHTapHMX msdopa 2022-2023, 40K K04
HeKIX O/ IbUX, IOIyT Baspaskama, yak je 3abeaesxeH
IOpacT jaBHe IOAPIIIKe TOKOM OBOT ITeproa. ¥ KoMOnu-
HallMj/ Ca IOjadaHOM aKTMBHOIINY IIPO-KpeMasbCKIX,
Meauja, OHU Cy JAOIPUHEAN AeAVMUYHOM OIIOpPaBKy
cuMIIaTHja jaBHOCTH IIpeMa Pycmju HakoH ITOYeTHOT
IIIOKa M3a3paHoOT MHBasujoM. [loapmxky Pycuju n aame
aeae sehuna y Cpbuju 1 y eTHIIKI CPIICKUM PErvioHN-
Ma apyrux semasba y JVIE, u oHa je u gasbe Beha cBysa y
JVIE nero y 3anagnoj Esponmn.

byrapcka n CpOuja HacTaBabajy 4a 4eayjy Kao Ipumap-
HI KOOPAVHAIVIOH! eHTPU 1 AaHCHPHEe paMIie 3a
orntepanyje yrunaja Kpemaa y permony. byrapckn mo-
AUTMYApY U HOBMHApPY HOPMaAu3yjy Hpo-KpeMabCKe
JAesyHpOpMaIMje y 3eMaM, Kao U Ha eBpoaTAaHTCKOM
rpocropy, 40k Cpbuja momaxe y mmpermny 4e3uHpop-
Mainja Kpemaa o 3anmagnom baakany npeko Meauja
Ha CPIICKOM je3MKy ca ceauiireM kako y CpOuju, Tako
Iy CPIICKMM eHKJaBaMa Kao mTo je Perrybamuka Cpricka.
INoganm o mpoMety mogataka sodehmx meanjckmx caj-
TOBa Ha 3aralHoM baakaHy ogpaskaBajy MHPOpPMaTIB-
HY KOHKYPeHIIMjy OKO ITyOAMKe KOja TOBOPU CPIICKM I
XpBaTcku u3Mehy npo-KpemabcKiX CpIICKUX Meauja 1
pe4aTuBHO eBpOaTAaHTCKY OPUjeHTMCAHMX XPBaTCKIX
Meauja.

Cymporcrassame ynorpeon H®PT-a n sapobsasama
Meauja Kao CpeAcTaBa CTpaHOI MaAUTHOT YTHUIIaja 3a-
XTeBa MHTETPYCAHN IPWCTYII IIeA0T APYIITBa 3acHO-
BaH Ha capaJiu M3MeDhy HaIlMOHAAHMX KpeaTopa II0-
AUTHKe, NPUBATHOI CEKTOpa, IMBUAHOI APYIITBA I
€BPOIICKUX VM aMepPUYKUX MHCTUTYIMOHAAHUX CTPYK-
Typa. OBe KOHTpamepe Tpeba Aa ce 3acHHUBajy Ha Ila-
pajeaHOM yBODemy AMjarHOCTMYKMX ¥ MexXaHr3aMa
crposohema Koju MMajy 3a Ik 4a 04BOje eBpOIIC-
Ky eKOoHOMMjy 04 Pycuje, kao mrTo cy:

* CTBapame MeXaHM3aMma 3a IPUKYILbame JoKa3a, ITy-
TeM Kojux he 6utn moryhe modomImary KBaauTeT 1
koanunny nogaraka 1 HOT, n xoju he omoryhwnru
UAeHTUPUKALIN)Y AP>KaBHIX MHCTUTYIMja U IIpolie-
ca AOHOIIIeHa O4AyKa Ha Koje yTrde MHCTUTYIIVO-
HaAM3OBaHa MOAMTUYKA KOpyIuja (3apobba-
Bambe gp>Kase);
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criposoberse ycarareHe TpaHCAaTAAHTCKE aKIIvije
IIPOTUB HeJeraAHuX (PMHAHCHUjCKMX TOKOBA M He3a-
KOHMTO crekHyTe nMoBuHe y JVIE xpo3 edexTuBHO
IIOIITOBale eBPOIICKUX caHKIMja HpoTus Pycuje u
IIPEeTXOAHY MCTpary pycKMX M KMHECKMX CTpaTelll-
KMX MHBEeCTUIIja.

EY n aokaane Baage Tpeba da Iipeay3My Mepe Ja
CIIpeye He3aKOHMTE (PUHAHCHUjCKe TOKOBE 13 CTPAaHIX
ayroputapHux jypucaukija y JVIE Tako mrro he
MoAp>KaTy MpVMeHy Mepa IIpOTHB IIpama HOBIIA I
AO3BOAUTH Aa Ce TIpame HOBIIa UCTpaKyje Kao I1oce-
6aH 3104MH.

PertaBarme MHCTUTYIIMOHAAHE PabUBOCTI Y BE3U Ca
HeA03B0/beHIUM (PUHAHCHpPameM, Kao IITO je HeAoc-
TaTaK IIPOIINICA O TPAHCIIAPEHTHOCTU CTBAPHIX BAacC-
HIMKa, U TIOOIITpaBarbe Pe>KMMa CaBeCHIX ITpOIleHa
(due dilligence), Tpeba ga Oyae AOIyHEHO CTpaTer-
KOM uHBecTuIinoHoM noautukoM EY u CA/ koja
Ma 3a I yBODeme U CTUMYANUCAIbe ITONITEHVX
TP>KUIITHUX TPAKCH.

[TpeBasnaakeme eBPOIICKe eHepreTCcKe U KAMMATCKe
He30eqHOCHE KpU3e 1 OKOHYamhe IIPeKOMepHe 3aBIC-
HOCTM O/, PYCKMX €HepreHara 1 Aabe je I1aBHa KOM-
IIOHeHTa CTPaTeIIKOr OABajarba eBPOIICKe eKOHOMMUje
o4 Pycnje.

Breaking the Code

bop6a mpoTms 3apob.baBarba Meayja y perioHy 3a-
XTeBa XUTHY U KOOPAWHICAHY aKIMjy ca ITNAbeM Cy3-
Oujarba KOMIIOHEHTHU 3apo0./baBarba y JOMEeHIMa BAac-
HUIITBA, PeKAaMIpara, yIIpaBbamba I cagpKaja, IITO
3axTeBa HaIlOpe U Ha HAaI[MIOHAAHMM, Kao 1 Ha MehyHa-
poanom Husoy. Criposobeme caegehnx mepa mipeacra-
B/ba40 OU KbydHe IIpBe KOpaKe y OBOM IIPaBILy:

® IpeBasuAa’kerbe MHCTUTYIMOHAAHUX IIpasHMHA MU
yIpaBAbauKMX AepUITNTa KOjiI CHVDKaBajy KBaANUTET
MeAUjCKOT OKPY>Ketha I CTBapajy KAy4YHe pParbUBOCTI
Koje omoryhyjy sapoOsasame meauja. To yxayayje
yHarpebeme TpaHCIIApeHTHOCTM MeAWjCKOT BAac-
HUIITBA, ITIOCAOBHUX CTPYKTypa U M3BOpa (prHaHCHU-
pama, Kao 1 yBobherbe orpaHnyerha KOHIIeHTpaljuje
MeAMjCKOT BAaCHUIIITBA.

e Crpapame Aurnraise KPUMMHAAUCTUYKE MHPpa-
CTPYKType IOTpeOHe 3a OTKpUBahe U MCTPakK/Bathe
KaMIlama Je3nHpopMaliija I IIXOBIX aKTepa y pe-
aAHOM BpeMeHY, IIITO Ou 00e30e41110 BUTAAHY IIPBY
AVHHjy og0paHe 04 Ipema AesuHpopmariuja.

o [logarm ao0ujeHn Kpo3 1oOO/bIIaHA MCTPaskKMBarba
U aHaAM3y TeKyhux KaMIlama JesuHpopManuja Tpe-
0a 4a ce KOpiCTe 3a pasBujarbe IIPeBeHTUBHIX Mepa
KOje MMajy 3a I/ OrpaHMYaBambe yTuIlaja Ae3VH-
¢opmanmja 1 pakTopa KOjU yTUUIY Ha ILVMXOBY IIO-
IIyAapHOCT, a TO Cy CTpaTelllka KOMyHMKaIllja, IIpo-
rpamu oOyke y 004acTu MeAujcKe U MH(POPMaIioHe
MJICMEHOCT!, KaMIlambe I10A13arba jaBHE CBECTU W
VHUIOMjaTUBe KOje 3a LA MMAajy YCIIOCTaBAbarbe
cTaHzapAa.

ITpucycrso Kpemaa Ha KAY4HMM YBOPOBMMAa MeAVjCKe
MHPPACTPYKType Y jyToucTouHoj Epporu Moxe ce m3-
MeCTUTH CaMO CTBapameM paBHOMepHO pacropebene
MpeKe jaBHO pMHaAHCHPaHNX VI He3aBMICHO BOheHmxX
MeAMja, CIOCOOHNX Aa OXKMBe TpabaHCKy npupoay Ho-
BIHApPCTBa I IMperba nHpOopMaIiija, Kao 1 Aa IIoBparte
IIOBeperbe jaBHOCTH y Meauje.
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