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BACKGROUND

In 2015, Kosovo Assembly adopted the Law
No. 05/L-030 on Interception of Electronic Com-
munications. Based on the first part of the law it
purpose is to regulate “the procedures and con-
ditions for interception of electronic communica-
tions carried out for criminal procedure needs by
state institutions established by law, and proce-
dures and condifions of interception for security
needs of the Republic of Kosovo and its citizens
established by Law.” Furthermore, the law estab-
lishes rules, obligations, and authorizations both
or the private sector, including the network oper-
ators and service providers as well as the public
sector, including state institutions. The law
places significant emphasis on protection of
privacy and human rights in the framework of
interception of electronic communication. How-
ever, implement tion in practice of the new law
has been a challenge.

CHALLENGES

Basic Principles Safeguarding citizen’s
rights and privacy remains a challenge despite
the strong the strong provisions in the Law No.
05/L-030. According to a recent arficle in Prishti-
na Insight by Xhorxhina Bami “Human rights are
routinely violated when it comes to surveillance
of persons suspected of being a national security
threat, or of committing terrorism, for example —
especially if no cases has been initiated by the
prosecution, or the suspect has been acquitted
by the court|..] The prosecution and-or court
“provide the content of the surveillance to the
lawyer [of the suspect] who often publishes it in
the mediq, violating their privacy”

Functionality of the Commissioner
for Oversight of the Electronic
Communications Interception

Procedure Commissioner is a mechanism
functioning within the institutional structure of the
Kosovo Judicial Council, and is supposed to
conduct annual checks of the lawfulness of inter-
ception of communications in accordance with
the Law, and to report to the Kosovo Judicial
Council, to the State Prosecutor and the respec-
tive parliamentary Committees of the Assembly
of the Republic of Kosovo on annual basis on
identified possible violations. However, this it is
not clear the extent of fulflment of these legal
obligations.

Data Retention Neftwork operators and service
providers, are permitted to retain meta-data for
a maximum period of nine (?) calendar months.
However, it is not clear if they make such data
available to Authorized Institution in accordance
with the Law, and if the meta-data are destroyed
after the expiration of the deadline.

WAY FORWARD

« Very important that the Committee on Security
and Defense Affairs of the Kosovo Assembly
holds a public hearing on the status of imple-
mentation of the Law No. 05/L-030 on Intercep-
tion of Electronic Communications.

» Kosovo Judicial Council should publish a report
on the implementation of the Law No. 05/L-030,
including if the Commissioner for Oversight of the
Electronic Communications InterceptionProce-
dure is functional.



